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AUDIT COMMITTEE

Boardroom, Falkirk Campus (commencing at 5.00pm)

Present: Mrs Lorna Dougall (Chair)
Mr Colin Alexander
Mrs Trudi Craggs
In Attendance: Mrs Alison Stewart, Vice Principal Finance and Corporate Affairs

Mr David Allison, Vice Principal Information Systems and Communicati

Mr Stephen Jarvie, Corporate Governance and Planning Officer

Mr Gary Devlin, Scott Moncrieff

Mr Keith McPherson, Ernst & Young

Mr Stephen Reid, Ernst & Young

Dr Ken Thomson (13 to 19)

Mr Ross Martin (13 to 20)

A/17/013 and A/17/014 were considered joi members of the Finance

Committee

A/17/013 Annual Report and Financial State 6/17 (Joint Item with Finance
Committee)
The Chair welcomed the memb 0 Audit Committee and the Internal and

External Auditors who joi

: meeting at this point.
The Vice Principal Fida@nce Q porate Affairs presented the Annual Report and

Financial Stat t2016/17 forapproval. She highlighted that, owing to the technical
accounting tre nts College is required to apply, the performance summary
within the ovides the clearest picture as to the current state of the
n, with an underlying operating surplus of £738k.

embers endorsed the Annual Report and Financial Statements 2016/17 to the
Board of Management for approval

17 Draft External Audit Annual Report to the Board of Management (Joint Item with
Finance Committee)

Mr Stephen Reid, Ernst & Young, presented the Draft External Audit Annual report to
members. He confirmed that this is in draft until such time as the financial statements
receive Board of Management approval.

He outlined the work carried out by the External Auditors, noted that there had been
good cooperation in this work from College staff and confirmed that the report
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showed a clear position with no adjustments to bring to the attention of Committee
members.

He noted the donation from Kelvin College and commended on the early engageme
from the College with the External Auditors in how to manage this donation.

The Principal stated that the donation had created a significant amount of wa
that he would be feeding this back to SFC.

The Chair noted that the manner in which this money was p
the donation was unusual but that, notwithstanding the
presented, it was to be welcomed.

The Chair thanked Mr Reid and colleagues from the Ernst an udit team for a

a) Members approved the Draft External Aud
Management

Report to the Board of

A/17/015 Declarations of Interest
None

A/17/016 Apologies for Absence

Mrs Beth Ha &
A/17/017 Minute of tin 14 September 2017

The Minute of 14 September 2017 was approved as accurate.

%)

A 005 External Audit Plan 2017/18

A/17/018

mbers had raised a point regarding inconsistencies in the levels of materiality
stated in the plan. Mr Keith McPherson confirmed that these had been amended to
ensure they matched throughout the document.

b) A/17/009 Risk Management

The Chair noted that members had recommended splitting the risk register into
internally controlled and externally controlled risks.

The Vice Principal Finance and Corporate Affairs reported that, as the Board was
looking at risk overall, it had been decided not to amend the risk register until all
changes are known.
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A/17/019

A/17/020

7/021

Risk Management

The Principal presented the Strategic Risk Register for member’s consideration. He
highlighted that a number of risks were being recommended for removal and outline
the reasons for each of them.

necessary. They enquired whether this agreement had been received
Principal confirmed this formed part of the offer of grant fo w

a) Members noted the content of the report

Internal Audit Plan 2017/18

Mr Gary Devlin, Scott Moncrieff, presented me
for 2017/18, which is based on the previously 2
audit plan.

the draft internal audit plan
year overarching internal

He outlined changes which had o reflect current priorities, highlighting
the addition of an internal it je e College’s preparedness for the
implementation of the General Pr tion Regulations (GDPR) which come into

e GDPR audit and agreed that this activity should
with st part commenting on the College plans for GDPR
a later date to ascertain the effectiveness of the College’s

and the secon
implementati

a)Wlembers agreed that the plan should be revised following discussions between
t Moncrieff and the College on dates for the GDPR work

b) Members agreed an updated version of the plan should be circulated to members

for approval via email

Preparing for GDPR

The Vice Principal Information Systems and Communications presented a paper to
members on the impact of GDPR on the College. He reported on a number of key
aspects of the legislation which would apply to the College and provided an overview
of the work conducted to date by the College GDPR working group.
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Members noted that the report mentioned a preparatory “12 steps” document
prepared by the Information Commissioner’s Office and asked that this be circulated
via email for information.

a) Members noted the content of the report
A/17/022 Presentation of Internal Audit Reports
Mr Gary Devlin presented the internal audit report on the annual re

within the College. He informed members that there had b SSUE
part of this audit.

a) Members noted the content of the audit report

A/17/023 Internal Audit Annual Report 2016/17

auelit activity for 2016/17. He
gone well and that there was

Mr Gary Devlin presented the annual report on
noted that the audits that had been und

reasonable assurance that the College is III

a) Members noted the conten

A/17/024 Progress Report on AuditR mendations
Planning Officer presented an update on progress
endations within the College. He highlighted those
had been completed since the last meeting of the
ecommendations where the College was seeking an extension

2 Vice Principal Finance and Corporate Affairs presented the cover paper, noting
that this was a summation of the recent risk management session conducted by the
Board of Management and asked Committee members for their recommendations as
to the next steps to take in refreshing the College Risk Management processes and
approach.

Following discussion it was agreed that —

e Owing to the timescales of Committee meetings, this should be initially
developed outside of Committee meetings

e The Committee, led by the Chair, would look at developing a framework of
key risk areas based on the 6 strategic themes of the College Strategic Plan
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and also taking into consideration key Board responsibilities as identified by
the Colleges Development Network.

e The framework would be shared electronically between members prior to the
next meeting of the Committee, which the College would seek to brin
forward

e The Members would agree at this meeting what input they sought frg
full Board of Management

e Following the next Audit Committee, material would be circul
Board of Management to obtain their views about what the
are. This would then be the basis of a risk man w
March 2018 Board of Management meeting

a) Members noted the content of the report
A/17/026 Review of Risk
No new risks identified

A/17/027 Any Other Competent Business

The Chair noted that the Au
Internal and External Auditors wit
this meeting would now t

itte uld meet once per annum with the
ge staff in attendance. It was agreed that

College staff exited m

This was the fi the Audit Committee had met privately with the Internal
and Exter i his would now be an annual feature.

opened discussion, reporting that the College had very good

D. re was a strong senior management team and his team had not

axp ceéd any difficulties gaining cooperation from staff at all levels due to the

tho gooperation and transparency which was led top down. The External Auditor

ese views and noted that their first impressions of the College and the
management of the College were positive.

Areas which the Audit Committee may wish to keep a watching brief on in the future

were:

1. Changes to the staff in Finance — how would this be managed and how could
this potentially impact the current strong financial management practices?

2. The very large Falkirk Estates project would occupy a good deal of

management time and energy and other areas would need to be maintained at their
current high levels of performance.

3. Succession planning for the Senior Management Team should be explored to
ensure that such planning was in place.
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When asked what the College could do better, both the Internal and External Auditors
felt that the management and governance of the College was effective and they had
nothing to add at this point.

The Chair thanked everyone for their input to the discussion which had been ve
helpful. Both Auditors and Committee members noted that, should there ¢
concerns identified, they would be raised when noted and would not be left

next available meeting. O

N
)
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1. Purpose

To seek approval from members to extend the appointment of Scott Moncrieff as internal
auditors.

2. Recommendation
That members approve the extension of Scott Moncrieff as Internal Auditors forap

3. Background

Scott Moncrieff were appointed as the College’s Internal Auditors fro
competitive mini tender through the APUC Audit Services Framework.
a period of three years with the option to extend for a furthefyyear.

August 2045 following a

4. Extension

Itis proposed that the existing contract be extended f i year with a tender exercise
being undertaken during 2018/19. Scott Moacrieff ed well with the College Executive
Team and Audit Committee. The Audit Commi a rre working on our Risk Management
with Scott Moncrieff and it would make senge th e Moncrieff complete the work which

is currently underway.

5. Financial Implications
Costs will be in line with t '& .
6. Equalities - N/A given eo r.

7. Risk

Likelihood | Impact

Very Low X X

Risk Owner — Alison Stewart Action Owner — Alison Stewart

Loss of continuity in relation to the risk management work being undertaken. Extension of the
contract will allow this work to be completed.

Paper Author — Alison Stewart SMT Owner — Alison Stewart




[ \ 6. External Audit Plan
Forth For Approval
Valley

CoIIege 27 June 2018
AUDIT COMMITTEE

1. Purpose

To present the draft External Audit Plan for year ending 31 July 2018 for approval by the Audit
Committee.

2. Recommendation
That the Audit Committee approves the draft External Audit Plan.

3. Background

Valley College. The Plan also sets out the framework and
audit for year ending 31 July 2018 will be carried out,

4. Key Considerations

Ernst Young have worked with senior College'staff eate the plan along with guidance issued
by Audit Scotland.

5. Financial Implications

Fees are outlined in the at&&ent.

6. Equalities

Assessment i : - O No

y — Not applicable
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7. Risk

Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood
Very Low through to Very High. A
Likelihood | Impact
Very High
High
Medium
Low X X
Very Low

Please describe any risks associated with this paper and &
process in place is very robust and preparations for the annua

ociated mi g actions — The
dit are already underway

Risk Owner — Alison Stewart Action Owner aWwart

8. Other Implications -

Please indicate whether there are implicatiogs,fo a below.
Communications — Yes [1 No nd Safety — Yes [ No
Please provide a summary of t i s — Not Applicable

Paper Author - Stephen Ja SMT Owner — Alison Stewart

)







Contents

Section Pages
Executive Summary 1-2
Financial Statements and Accounting 3-9
Wider Scope Audit Risks 10,11
Timing and deliverables; fees 14
Appendices

Appendix A - Code of Audit Practice: responsibilities 6

Appendix B - Required communications with the audi mi

Appendix C - Auditor Independence 18-19

About this report

This report has been dance with Terms of Appointment Letter from Audit Scotland dated 31 May 2016 through

d has appointed us as external auditor of Forth Valley College (the College) for financial years

f the College and is made available to the Auditor General for Scotland and Audit Scotland (together
as not been designed to be of benefit to anyone except the Recipients. In preparing this report we have

mation (Scotland) Act 2002, through a Recipient's Publication Scheme or otherwise) and chooses to rely on this
any part of it) does so at its own risk. To the fullest extent permitted by law, Ernst & Young LLP does not assume any
lity and will not accept any liability in respect of this report to any party other than the Recipients.

If at any time you would like to discuss with us how our service to you could be improved, or if you are dissatisfied with the service
you are receiving, you may take the issue up with Stephen Reid who is our partner responsible for services under appointment by
Audit Scotland, telephone 0131 777 2839, email sreid2@uk.ey.com. If you prefer an alternative route, please contact Steve Varley,
our Managing Partner, 1 More London Place, London SE1 2AF. We undertake to look into any complaint carefully and promptly and
to do all we can to explain the position to you. Should you remain dissatisfied with any aspect of our service, or with how your
complaint has been handled, you can refer the matter to Diane McGiffen, Audit Scotland, 4th Floor, 102 West Port, Edinburgh, EH3
9DN. Alternatively you may of course take matters up with our professional institute. We can provide further information on how you
may contact our professional institute.

Forth Valley College| Annual Audit Plan 2017/18



Executive Summary EY

Purpose of this report

The Auditor General for Scotland has appointed us as auditor of the College under the Public Finance and
Accountability (Scotland) Act 2000 ("the Act”). The period of appointmentis 2016-17 to 2020-21
inclusive.

This Annual Audit Plan, prepared for the benefit of Forth Valley College management and the Audit
Committee, sets out our proposed audit approach for the audit of the financial year ending 31 July 2018,
the second year of our appointment. In preparing this plan, we have updated our understanding of the
College through planning discussions with management, review of relevant documentation and cop
reports, and our general understanding of the environment in which the College is currently opegd

After consideration by the College, the plan is provided to Audit Scotland and published on thei

Scope and responsibilities
in May 2016; relevant Auditing Standards and applicable Practice Notes issu

Council; relevant legislation; and other guidance issued by Audit Scotland.

Financial statement audit

and directions made thereunder by the Scottish Funding
at 31 July 2018 and its surplus or deficit for the year th

° \

» They have been properly prepared in accor:
1992 and directions made thereunder iss
Investment (Scotland) Act 2005 and r
2006 (as amended).

We also review and report on the c@RsisteR@y of the other information prepared and published by the
College along with its financial state S.

e Further and Higher Education (Scotland) Act
d by tRe,Scettish Funding Council, the Charities and Trustee
ion 14)0f The Charities Accounts (Scotland) Regulations

Wider scope audit

The wider scope audit, & in the Code, plays a key role in the public sector audit framework in

s areas for 2017/18 have been identified during our audit planning.

We undertake certai edures which impact on the wider scope audit dimensions as a
piglStatements audit. We will report our findings on completion of our audit.

Materiality has been set at £560,000 (2016/17: £450,000), which represents
approximately 1.9% of the estimated gross expenditure for the year.

Tolerable error has been set at £4200,000, which represents 75% of materiality.

We will report all uncorrected misstatements relating to the primary financial

uncorrected statements greater than £28,000.
differences Other misstatements identified will be communicated to the extent that they merit
£28,000 the attention of the Audit Committee.
Independence

We confirm that we have undertaken client and engagement continuance procedures, included in which is
our continuing assessment of our independence to act as your external auditor.

Forth Valley College | Annual Audit Plan 2017/18



Executive summary - dashboard EY

The following ‘dashboard’ summarises the significant accounting and auditing matters outlined in this
report, providing an overview of our initial risk assessment and any change in risk profile in the year.

Financial statements audit

Risk / area of Risk Change
focus identified from PY

Risk of fraud in ' Fraud risk /
revenue and Significant  change  fraud risk in respect of improper income recognition. Due t&
expenditure risk the nature of SFC funding to the College, we have rejilit
recognition the risk of fraud around this specific income strean

Details

Management Fraud risk No As identified in ISA (UK) 240,
override change  position to perpetrate fraud d
accounting records directly or

anipulate
prepare
controls that

would otherwise app

Significant Significant No In the prior year we had¥ey focus on the accounting for the
funding risk change  one-off donation recg Glasgow Kelvin College
transactions towards the new ca hile this specific
transaction wa ag, there are still accounting
onsidered in respect of the funding

Property, Plant Inherent No
and Equipment risk change umptions are made in the valuation, we assign

nherent risk to property, plant and equipment.

Pension Inherent e have identified an inherent risk in relation to the
liabilities risk a valuation of the pension liabilities. The College is an admitted
body of the Falkirk Pension Fund. There is judgement
involved in determining the appropriate actuarial
assumptions to calculate the College’s net pension liabilities
arising from its participation in the scheme.

Key contacts

Sarah Croft, Manager
scroft@uk.ey.com

Keith Macpherson, Senior Manager
kmacpherson@uk.ey.com

Ernst & Young LLP, 144 Morison Street, Atria One, Edinburgh EH3 8EX

Forth Valley College | Annual Audit Plan 2017/18
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1. Financial statements and accounting EY

The annual financial statements enables the College to demonstrate accountability for, and its
performance in the use of its resources. They are prepared in accordance with proper accounting practice
and applicable law.

Audit opinion

We provide an opinion on the financial statements as to whether they give a true and fair view of the
financial position of the College, and whether they have been properly prepared in accordance wi
requirements of the Further and Higher Education (Scotland) Act 1992 and directions made the
the Scottish Funding Council, the Charities and Trustee Investment (Scotland) Act 2005, and

statements.

We undertake our financial statements audit work in accordance with the fou
Methodology: Planning; Identification and assessment of risk; Design and exe
those risks; and Conclude and communicate.

Audit approach

misstatement. Our audit involves:

> ldentifying and assessing the risks of material misstatem 1al statements, whether due to
fraud or error, design and perform audit procedu t@hthose risks, and obtain audit
evidence that is sufficient and appropriate to for @géir opinion.

the audit in order to design audit procedures
rpose of expressing an opinion on the

> Obtaining an understanding of internal control r
that are appropriate in the circumstances, butnot
effectiveness of the College's internal con

used and the reasonableness of accounting
ent.

» Evaluating the appropriateness of acc
estimates and related disclosures m

» Concluding on the appropriate gement'’s use of the going concern basis of accounting.

» Evaluating the overall pres re and content of the financial statements, including the

disclosures, and whether,

> Obtaining sufficie
business activities > College to express an opinion on the consolidated financial statements.
i ontained in the financial statements, including the board’s statement that
lanced and understandable, the Audit Committee reporting appropriately
mmunicated by us to the Audit Committee and reporting whether it is materially

understanding and the financial statements.

the annual
addresses

e approach to the audit as we have concluded this is the most efficient way to obtain the level
of aldit assurance required to conclude that the financial statements are not materially misstated.

Forth Valley College | Annual Audit Plan 2017/18



1. Financial statements and accounting EY

Materiality

For the purposes of determining whether the financial statements are free from material error, in
accordance with ISA (UK) 320 we define materiality as the magnitude of an omission or misstate

Planning
materiality would influence the economic decisions of a &

£560,000 planning purposes, materiality for 2017/18
£450,000). This represents approximatel
expenditure for the year. The increase fro

n set at £560,000 (2016/17
he College’s projected

assessment.
Tolerable Error Tolerable error (TE) - materiali ndi¥idual account balance, which is set so
£420,000 as to reduce to an acce e he aggregate of uncorrected and
undetected misstatements M. We have set it at £420,000 which
represents 75% of planagi

5 D) Nominal amount - the amount below which
Differences misstatements ually or accumulated with other misstatements,
£28,000 would nog hav ate ect on the financial statements. The Code requires
that audi e at no more than £0.25 million. We have set it at £28,000,
whichrep s5 planning materiality.

Summary of Audit  Summary of Audit [

gement and so takes into account qualitative as well as quantitative
actors which we consider include the perspectives and
expectations of users off i ial statements as well as our risk assessment as to the likelihood of

end of the aud
significant to
our eva

and report to you, our final opinion by reference to all matters that could be
financial statements, including the total effect of any audit misstatements, and
ality at that date.

Forth Valley College | Annual Audit Plan 2017/18



1. Financial statements and accountin EY

We have set out the significant risks (including fraud risks) identified for the current year audit along with
the rationale and expected audit approach. The risks identified below may change to reflect any significant
findings or subsequent issues we identify during the audit.

Significant risk - risk of fraud in income and expenditure recognition

What is the risk? Our identified response to the risk

Under ISA 240 there is a presumed risk that Our response will include:

revenue may be misstated due to improper > review and test all relevant incomesa
recognition of revenue. In the public sector, this
requirement is modified by Practice Note 10, issued
by the Financial Reporting Council, which states
that auditors should also consider the risk that
material misstatements may occur by the
manipulation of expenditure recognition.

Given the nature of Scottish Funding Council (SFC)
funding to the College, we rebut the presumed
revenue recognition risk for this income stream.
However we recognise a revenue recognition risk
for tuition income and other materialincome in
respect of possible manipulation of cut-off around
the financial year end.

any restructuring arrangements

. ) ) the College.
We also recognise the same risk around incorrect

recognition of non-pay expenditure in line with
Practice Note 10.

Significant risk - risk of management overrit 3

What is the risk? Our identified response to the risk

Based on the requirements of auditing standards
our approach will focus on:

» identifying fraud risks during the planning
stages

> inquiry of management about risks of fraud and
the controls put in place to address those risks

Management has the primary resp
prevent and detect fraud. It is i

with governance, has put in
ethical behaviour and trol environment
that both deters and

Jde is pervasive to > consideration of the effectiveness of
eigésting of all areas. Our management's controls designed to address the
and perform audits to risk of fraud
ance about whether the

As a whole are free of material » determining an appropriate strategy to address
ether caused by error or fraud those identified risks of fraud

we approach each engagement with a » focusing our audit procedures on manual

ind that accepts the possibility that a Journals that could be used by management to
| misstatement due to fraud could occur, manipulate the true and fair position of the
ign the appropriate procedures to consider College’s financial statements.

isk. This takes account of the fact that
management are in a unique position to override
controls which otherwise appear to be operating
effectively.

> Significant risks identified in the audit relate to the risk of fraud in income and expenditure
recognition. We also perform general procedures in all audits to respond to the risk of misstatement
due to fraud or error caused by management override of controls.

» We will report our findings in these areas to you within our 2017/18 Annual Audit Report.

Forth Valley College | Annual Audit Plan 2017/18



1. Financial statements and accountin EY

We have set out the significant risks (including fraud risks) identified for the current year audit along with
the rationale and expected audit approach. The risks identified below may change to reflect any significant
findings or subsequent issues we identify during the audit.

What is the risk?

As part of the funding package for the new Falkirk
campus, the College has disposed of its surplus
Branshill site for £2.1 million, against a carrying
value of £1.4 million. The proceeds are due to be
‘reimbursed’ to the SFC and subsequently then
provided as capital grant funding as part of the
SFC’s funding towards the new Falkirk campus.

Given the interaction of annual resource
accounting and the College’s financial accounting
under the SORP, as well as potential implications of
relevant charity legislation, we have asked
management to set out the accounting transactions
and the intended treatmentin the year end
financial statements.

N

Significant risk - accounting for funding arrangements for the new campus

Our identified response to the risk

We will review the sales documentation a

be made as part of the
the transacti

» A significant risk has also been identified in the audit relating to the disposal of the Branshill site and
the associated treatment of the funding package in respect of the Falkirk campus build.

» We will report our findings in these areas to you within our 2017/18 Annual Audit Report.

Forth Valley College | Annual Audit Plan 2017/18



1. Financial statements and accounting EY

We have identified other areas of the audit, that have not been classified as significant risks, but are still
important when considering the risks of material misstatement to the financial statements and disclosures
and therefore may be key audit matters we will include in our audit report.

Inherent risk - Valuation of Property, Plant and Equipment

What is the risk? Our identified response to the risk
The College’s property portfolio totals £42.9 Our approach will focus on:
millionas at 31 July 2017, with the major > analysis of the source data and inguici
elements of this being in respect of land and the procedures used by manag
buildings. Land and buildings are revalued to fair to establish whether th
value with a full revaluation taking place at least

» assessmentof ther

every five years. )
y y assumptions and

A valuation of existing land and buildings was compliance with th
undertaken as at 31 July 2017.

Given the size of this balance and the fact that a
number of assumptions are made in the valuation,
we assign a higher inherent risk to property, plant > . ther the substance of the

and equipment. iali gsiare properly reflectedin the
We do not, however, at the planning stage have :

any specific concerns over management'’s
approach to property valuations.

Inherent risk - Valuation of Pension Liabilities

What is the risk? identified response to the risk

The College participates in two pension ur approach will include:

» obtaining an actuarial report at the year end

Teachers Superannuation Schem i date for the scheme and considering the

both are defined benefit pension s reasonableness and consistency of assumptions
College is unable to identify i underpinning such reports, in light of guidance
underlying assets and liabi available

scheme on a consistent an . . . .
) » ensuring compliance with funding agreements

» we will utilise our in-house actuaries to assess
the reasonableness of key assumptions such as

ed benefit scheme. discount rate, inflation and expected market
the balance sheet return

nin the scheme at 31 July » we will perform substantive testing on the

verification of the pension assets

ollege recognises a provision for > we will also review the calculation of the
ly retirement liabilities of £7.3 million. College’s valuation of future early retirement
liabilities at 31 July.

» The valuation of property, plant and equipment and accounting for net pension deficit are assessed
as inherent risks. Management involves specialists in the preparation of these accounting valuations
and estimates. We utilise our own specialists, as appropriate, to support the core audit team in the
performance of audit procedures on these balances.

Forth Valley College | Annual Audit Plan 2017/18



1. Financial statements and accountin EY

We also plan and perform certain general audit procedures on every audit which may not be directly
related to financial statement account assertions. Examples of such procedures compliance with applicable
laws and regulations, litigation and claims and related parties.

Other audit considerations

Data analytics

We will use our computer-based analytics tools to enable us to capture whole populations of you 3
data, in particular covering journal entries and payroll. These tools:

» Help identify specific exceptions and anomalies to direct more traditional substantive

> Give greater likelihood of identifying errors than random sampling technique

Use of specialists

When auditing key judgements, such as the valuation of property, plant and eQuipment, oftertain assets
and liabilities, we are often required to rely on the input and advice provided b ialj

diting Standards,
we will evaluate each specialist's professional competence and objecti considering their qualifications,
individuals performing the

work.

We also consider the work performed by the specialist in lig
and processes and our assessment of audit risk in thgpartic eal For example, we would typically
perform the following procedures:

» Analyse source data and make inquiries as to th C
the source data is relevant and reliable.

es used by the specialist to establish whether

» Assess the reasonableness of the assump ethods used.

» Consider the appropriateness of the ti he specialist carried out the work.

» Assess whether the substance
statements.

ialist’s findings are properly reflected in the financial

Management may use their o iall the preparation of the financial statements.
Internal audit

We will review internai@
at the Audit Committ

nd the results of their work, including the discussion of audit findings
nagement’s response to findings.

We will reflect these reports, together with reports from any other work completed in the
year, in our detailed audit plan, where they raise issues that could have an impact on the financial
statements or'@ur wides responsibilities.

Forth Valley College | Annual Audit Plan 2017/18
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2. Wider Scope Audit Risks EY

Together the Accounts Commission and the Auditor General for Scotland agreed the four dimensions set
out in the Code which comprise the wider scope audit for public sector in Scotland. These are: financial
sustainability, financial management, governance and transparency, and value for money.

Basis for risk assessment
The Code sets out an expectation that 'significant’ risks identified through our planning process that relate
to the wider scope dimensions will be communicated with you.

In undertaking our risk assessment in respect of the wider scope audit areas, we distinguish bet ,
definition of 'significant risks’ which apply to the audit of the financial statements, by referciagga o
report to ‘Wider Scope Audit Focus Areas’, where these have been identified. .

dit dimensio |l onsidering the

port accordingly our findings in

Outcome of risk assessment

We have not identified any wider scope audit focus areas for the year.

We do, however, undertake routine work in respect of each of the a
evidence available to us through various aspects of our work. We wil
respect of the following:

> Financial sustainability - our view on the effectiveness of the fi ping systems and identifying

and addressing risks to financial sustainability across sho

» Financial management - our view on whether th pnstrate the effectiveness of the
budgetary control system in communicating accur ancial performance and whether
arrangements to ensure systems of internal co g effectively.

» Governance and Transparency - our view on how e’'sarrangements comply with best practice

> Value for Money - this dimension is foguse he College effectively utilises its resources and the

onsideration of the College’s governance arrangements this
ittee to confirm how those charge with governance
iate governance arrangements are in place, This is not

In line with auditing standards, as
year, we have written to the Colle
ensure oversight of manage
reflective of specific risks i

formal inquiries beyond stan management meetings and representations.
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3. Timing and deliverables EY

We deliver our audit in accordance with the timeline set by the College, in accordance with guidance from
Audit Scotland. Below is a timetable showing the key stages of the audit and the deliverables we have
agreed to provide to you through the audit cycle in 2017/18.

Audit Activity Deliverable Expected Tiz. '™a
MAR
MAY o , _
» Audit planning and setting
scope and strategy for the Annual it Plan 27 June 2018
2017/18 audit
AUG
i Certify Annual Financial
ocT udited financial Statements
#Cone results of audit Issue ARggg?tl el 31 December 2018
10V procedires
- a@pinion on the College’s Submit Audit Scotland
inancial statements minimum dataset request
D
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3. Fees EY

The audit fee is determined in line with Audit Scotland’s fee setting arrangements, set out in recent
communications to all audited bodies in line with their publication on 'Our Approach to setting audit fees’
(http://www.audit-scotland.gov.uk/uploads/docs/um/audit fee approach.pdf).

Audit fees

Component of fee: 2017/18

Auditor remuneration £20,630
Pooled costs £1,320
Contribution to Audit Scotland costs £1,150
Total fee £23.1 22,870
The auditor remuneration element of the fee is for final agreement between ge management and the

appointed auditor, and can be increased dependent on circumstances in the au

We have agreed with management to set the auditor remuneration at'the expected fee element, being

£20,630, with a total audit fee for 2017/18 of £23,100 (2016/17:

N
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A - Code of Audit Practice: responsibilities ey

The Code of Audit Practice (the Code) summarises the responsibilities on all audited bodies falling within
the public sector audit framework. We summarise these on this page.

Responsibilities of audited bodies

Corporate Each body, through its chief executive or accountable officer, is responsible for establishing

governance arrangements to ensure the proper conduct of its affairs including the legality of activities and
transactions, and for monitoring the adequacy and effectiveness of these arrangements
Audited bodies should involve those charged with governance (including audit committe
equivalent) in monitoring these arrangements.

Financial Audited bodies must prepare an annual report and accounts containing finan
statements and other related reports. They have responsibility for:

related reports + preparing financial statements which give a true and fair vie ion and
their expenditure and income, in accordance with the applic porting
framework and relevant legislation.
* maintainingaccounting records and working papers that have d to an
acceptable professional standard and support theiifinancial stat and related reports

disclosures.

systems of internal control to
prity.

« ensuringthe regularity of transactions, by putti
ensure that they are in accordance with the app

» preparing and publishing, along idlstatements, an annual governance

) and a remuneration report that are
consistent with the disclosure ial statements. Management commentary
should be fair, balanced and und and also clearly address the longer-term
financial sustainability of

Management, with the over:
and concisely relevant i
including providi
framework.

se charged with governance, should communicate clearly
ers about the entity and its financial performance,
es in accordance with the applicable financial reporting

=

for developing and implementing effective systems of internal
perational and compliance controls. These systems should support
eir objectives and safeguard and secure value for money from the public
. They are also responsible for establishing effective and appropriate

Standards of es are responsible for establishing arrangements for the prevention and detection
conduct / or and irregularities, bribery and corruption and also to ensure that their affairs are
prevention a accordance with proper standards of conduct by putting proper arrangementsin
detection of
fraud a 0
ina | Audited bodies are responsible for putting in place proper arrangements to ensure that their
itio financial position is soundly based having regard to:
« such financial monitoring and reporting arrangements as may be specified
« compliance with any statutory financial requirements and achievement of financial targets
« balances and reserves, including strategies about levels and their future use
* how they plan to deal with uncertainty in the medium and longer term
+ the impact of planned future policies and foreseeable developments on their financial
position.
Best Value The Scottish Public Finance Manual sets out that accountable officers appointed by the

Principal Accountable Officer for the Scottish Administration have a specific responsibility to
ensure that arrangements have been made to secure best value.
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B - Independence report EY

The FRC Ethical Standard and ISA (UK) 260 "Communication of audit matters with those charged with
governance”, requires us to communicate with you on a timely basis on all significant facts and matters
that bear upon our integrity, objectivity and independence. The Ethical Standard, as revised in June 2016,
requires that we communicate formally both at the planning stage and at the conclusion of the audit, as
well as during the course of the audit if appropriate. The aim of these communications is to ensure full and
fair disclosure by us to those charged with your governance on matters in which you have an interest.

Required communications

Planning stage Final stage

» The principal threats, ifany, to  »
objectivity and independence
identified by Ernst & Young
(EY) including consideration of
all relationships between the
you, your affiliates and
directors and us;

» The safeguards adopted and

In order for you to assess the integrity, objectivity and
independence of the firm and each covered person, we
required to provide a written disclosure of relatiQiSHpSi(i

the provision of non-audit services) that may be@r on ou
integrity, objectivity and independen aquired 0 have
regard to relationships with the entity; its directors i

threats to integrity or objectivity, in

the reasons why they are
considered to be effective,
including any Engagement
Quality review;

The overall assessment of
threats and safeguards;

Information about the general

policies and process within EY
to maintain objectivity and

compromise independence that these
required to disclose any safe ave put in place and
why they address such threagsyogether with any other

information necessary to ¢ @ objectivity and independence

to be assessed;
ST ded and the fees charged in

Details of non-audi

firm and each covered person is
ble, that any non-EY firms used in the

independence. | experts used have confirmed their
» Where EY has determined it is )
appropriate to apply more > ation that all covered persons are independent;

restrictive independencerules  »
than permitted under the
Ethical Standard.

y for the supply of non-audit services by EY and any
ent breach of that policy;

s of any contingent fee arrangements for non-audit services
vided by us or our network firms; and

»& An opportunity to discuss auditor independence issues.

Relationships, servic

In addition, d
significant ju

g the
ment

e of the audit, we are required to communicate with you whenever any
re made about threats to objectivity and independence and the appropriateness of
, for example, when accepting an engagement to provide non-audit services.

of any relationships between Ernst & Young LLP and the College that may reasonably be

considerations for any non-audit engagement, we review potential threats in respect of self-
, self-review, acting as management and advocacy. There are no non-audit services provided to the
at this time.

verall Assessment

Overall, we consider that the safeguards that have been adopted appropriately mitigate any potential
threats identified and we therefore confirm that EY is independent and the objectivity and independence of
Stephen Reid, your audit engagement partner and the audit engagement team have not been
compromised.
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C - Required communications EY

Required communication Our reporting to you

Terms of engagement / Our responsibilities Audit Scotland Terms of
Appointment letter - audit

Confirmation by the Audit Committee of acceptance of terms of engagement as :
to be undertakenin

written in the engagement letter signed by both parties.

accordance with the Cod
Our responsibilities are as set out in our engagement letter. of Audit Practice
Planning and audit approach Annual Audit Plan

Communication of the planned scope and timing of the audit, any limitations and
the significant risks identified.

Significant findings from the audit

« Our view about the significant qualitative aspects of accounting practices
including accounting policies, accounting estimates and financial stateme
disclosures

« Significant difficulties, if any, encountered during the audit

- Significant matters, if any, arising from the audit that were discussed with
management

» Written representations that we are seeking
» Expected modifications to the audit report

» Other matters if any, significant to the oversight of the financia
process

Going concern

Annual Audit Report

Events or conditions identified that may cast signi b entity’s
ability to continue as a going concern, including:

» Whether the events or conditions constitutg ncertainty

» Whether the use of the going concern ass appropriate in the
preparation and presentation of the fi ents

» The adequacy of related disclogur

Misstatements Annual Audit Report

« Uncorrected misstatemen
prohibited by law or reg

» The effect of uncorrectedlisstatements related to prior periods

» Arequest that any isstatement be corrected

» Corrected missta at are significant

» Material mi ected by management

Fraud Annual Audit Report

it Committee to determine whether they have knowledge
suspected or alleged fraud affecting the entity

we have identified or information we have obtained that

ration of laws and regulations Annual Audit Report (to
be issued on completion
of audit work) or as
occurring, if material.

dit findings regarding non-compliance where the non-compliance is material
and believed to be intentional. This communication is subject to compliance
with legislation on tipping off

» Enquiry of the Audit Committee into possible instances of non-compliance with
laws and regulations that may have a material effect on the financial
statements and that the Audit Committee may be aware of
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C - Required communications (cont.) EY

Required communication Reference

Related parties No such matters have
Significant matters arising during the audit in connection with the entity’s related been identified.
parties including, when applicable: Annual Audit Report (to
«  Non-disclosure by management be issued on completion
« Inappropriate authorisation and approval of transactions of audit work) or as
» Disagreement over disclosures occurring, if mategal.

g
» Non-compliance with laws and regulations
- Difficulty in identifying the party that ultimately controls the entity

Independence
Communication of all significant facts and matters that bear on EY's, and all
individuals involved in the audit, objectivity and independence

Communication of key elements of the audit engagement partner’s consideration
of independence and objectivity such as:

» The principal threats
» Safeguards adopted and their effectiveness
» Anoverall assessment of threats and safeguards
- Information about the general policies and process within the fi w ain
objectivity and independence
Internal controls Annual Audit Report (to

Significant deficiencies in internal controls identi audi be issued on completion
of audit work) or as

occurring, if material.

Representations Annual Audit Report (to
Written representations we are requesting frc ment and/or those be issued on completion
charged with governance of audit work) or as

occurring, if material.

Material inconsistencies Annual Audit Report (to

Material inconsistencies or mis ct identified in other information  be issued on completion

which management has refuséd to réuise of audit work) or as
occurring, if material.
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EY | Assurance | Tax | Transactions | Advisory

About EY

EY is a global leader in assurance, tax, transaction and advisory
services. The insights and quality services we deliver help build trust
and confidence in the capital markets and in economies the world
over. We develop outstanding leaders who team to deliver on our
promises to all of our stakeholders. In so doing, we play a critical role
in building a better working world for our people, for our clients and
for our communities.

EY refers to the global organization, and may refer to one or more, of
the member firms of Ernst & Young Global Limited, each of which is a
separate legal entity. Ernst & Young Global Limited, a UK company
limited by guarantee, does not provide services to clients. For more
information about our organization, please visit ey.com.

Ernst & Young LLP

The UK firm Ernst & Young LLP is a limited liability partnership registered in England and
Wales with registered number OC300001 and is a member firm of Emnst & Young Global
Limited.

Ernst & Young LLP, 1 More London Place, London, SE1 2AF.

© 2018 Ernst & Young LLP. Published in the UK.
All Rights Reserved.
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[ 7. Response to Ernst & Young Correspondence
Forth For Approval

Valley

CoIIege 27 June 2018
AUDIT COMMITTEE

1. Purpose

To present members with correspondence from the College’s current external auditors, Ernst
& Young, to the Committee seeking information on the Committee’s oversight of the College.

2. Recommendation
That members consider the content of the letter (Appendix 1) and approve the prop p
developed by the College for the Chair (Appendix 2).
3. Background

The College external auditors are appointed by Audit Scotland and a t this e, Ernst and
Young.

4. Key Considerations

The letter attached as Appendix 1 forms part of Er annual review of oversight
performed by the Audit Committee.

The letter has been reviewed by both the e d Depute Board Secretary who have
identified that, owing to the Committee stru e College, not all questions relate directly
to the work of the Audit Committee. i e case, this has been identified and explained
in the proposed response in Appendi

5. Financial Implications

Please detail the financi

6. Equalities

Assessment

ise any positive/negative impacts (noting mitigating actions) — Not applicable
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Valley

College

7. Response to Ernst & Young Correspondence

For Approval

27 June 2018

AUDIT COMMITTEE

7. Risk

Very Low through to Very High.

High

Medium

Low

Very Low

X

Please describe any risks associated with this paper and associated m
to ensure adequate oversight of systems in use by the
performance or fraud. The College and Board mitigate this via
function, regular reporting to Board and Committees.

Risk Owner — Alison Stewart

Please indicate whether there are implic

Other Implications -

Communications —Yes [1 No

Please provide a summar

Paper Author - Steph

O

s

ege can le
ng internal and external audit

Ith and Safety — Yes []
plications — Not Applicable

SMT Owner — Alison Stewart

Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood as
Likelihood | Impact
Very High

ions — Failure
issues of poor

No X




Appendix 1

Ernst & Young LLP  Tel: + 44 131 777 2000 rth
EY Afria One Fax: + 44 131 777 2001 gg“ey s®

144 Morrison Street ey.com

- Edinburgh
Build bett:
workingworld EH3 8EB 16 APR 2018

RECEIVED PRINCIPAL

Members of the Audit Committee 06 April 2018
Forth Valley College
Grangemouth Rd Ref: SR/IKMISC
Falkirk Direct line: 0131 777 2839

FK2 9AD
Email: SReid2@uk.ey.com

Forth Valley College
Dear Sirs,

rangements for oversight of
0 ask that you please

Auditing standards require us to formally update our understandingf®
management processes and arrangements annually. Therefore, | 2
provide a response to the following questions.

1) How does the Audit Committee, as ‘those chaige nange’ at Forth Valley College (“the

to:

cial statements may be materially misstated

due to fraud or error (including the n d frequency of these assessments);

e identifying and responding to rigks of he College, including any specific risks of fraud
which management has 3 that have been brought to its attention, or classes of
transactions, account bal losures for which a risk of fraud is likely to exist;

w on business practice and ethical behaviour, for example
monitoring against the College's code of conduct;

report their concerns about fraud: and
the processes for identifying and responding to fraud or error?

2) How AudiiCommittee oversee management processes for identifying and responding to the
risk o ible breaches of internal control?

udit Committee aware of any:
breaches of, or deficiencies in, internal control: and
actual, suspected or alleged frauds during 2017/18?

4) Is the Audit Committee aware any organisational or management pressure to meet financial or
operating targets?

The UK firm Emst & Young LLP is & imited liability parinership registered in England and Wales with registered number OC300001 and 15 a member firm of Emst & Young Global Limited

A list of members names is avaiiable for inspection at 1 More London Place. Londan SE1 ZAF, the fim's principal place of business and regislered office. Ernsl & Young LLP is a multi-
disciplinary praclice and is authorised and reguiated by the Instilute of Chartered Accountants in England and Wales. Ihe Salicitors Regulation Aulhority and olher regulalors. Furhe: details
can be found at hiipiwww ey com/Uien/Home/Legal



Appendix 1

EY 2

Building a better
working world

5) How does the Audit Committee gain assurance that all relevant laws and regulations have been
complied with? Are you aware of any instances of non-compliance during 2017/187?

6) Is the Audit Committee aware of any actual or potential litigation or claims that would affect the

financial statements?

7) How does the Audit Committee satisfy itself that it is appropriate to adopt the going conge 2sis in
preparing the financial statements?

8) How does the Audit Committee satisfy itself that the College has arrangem
with the Scottish Funding Council's (“SFC”) Accounts Direction and Financial

compliance

9) How does the Audit Committee satisfy itself that the College has a
with its requirements as an independent charity as set out by OSCR

10) How does the Audit Committee satisfy itself that the College has
maintain the regularity of income and expenditure?

Thank you for your assistance. Please respond taithe ir b (or if you have any queries in
respect of this letter) by emailing Keith Macpherso ra 0 macpherson@uk.ey.com
/scroft@uk.ey.com.

Yours faithfully K

Stephen Reid

Partner
For and on behalf of @ oung LLP
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AUDIT COMMITTEE

Appendix 2 — Proposed Response

27 June 2018

Stephen Reid A
Partner

Ernst & Young LLP

Atria One

144 Morrison Street
Edinburgh
EH3 8EB

Dear Mr Reid,

Thank you for your letter (Ref SR/KM/SC) to the Audit Committ
and Higher Education.

Valley College of Further

The Audit Committee has reviewed the content o
your queries —

ur r and/agreed the following responses to

ith' governance’ at Forth Valley College (“the
esses in relation to:

1) How does the Audit Committee, as ‘thos
College”), exercise oversight of managen

e Undertaking an asse n the that the financial statements may be materially
misstated due to fra re (including the nature, extent and frequency of these
assessments); The ittee relies on a number of measures to obtain comfort in

relation to the fi i ts. These include —
o The wo n by Internal and External auditors, as guided by the Audit
o providing assurance on the efficacy of College controls
o i-Fraud policy

reports taken to our sister Committee, the Finance Committee, which
woU ehlight unexpected and/or significant expenditure
o Thegjoint annual meeting between the Audit and Finance Committee’s to consider the
ual accounts at which the external auditors provide written assurance as to the
accuracy and materiality of the accounts
The Audit Committee also meets at least annually in private with both Internal and
External Auditors who can raise any concerns they might have without College
management being present
e Identifying and responding to risks of fraud in the College, including any specific risks of
fraud which management has identified or that have been brought to its attention, or
classes of transactions, account balances or disclosures for which a risk of fraud Is likely to
exist; Along with the anti-fraud policy referred to in the previous response, all Committee and
Board papers have a requirement for risk to be identified along with mitigating actions.
Committee members take cognisance of risks which are identified in this manner and, should
a risk be deemed too high, the Committee would not approve the item under consideration.
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AUDIT COMMITTEE

Additionally, any expenditure of £25k or over is managed via the contracted APUC
procurement specialists. This ensures quality, independent procurement advice and systems
is adhered to for material levels of expenditure. The Board of Management review and
approve the College Procurement policies.

e Communicating to employees its views on business practice and ethical behaviour,

set out the conduct and actions expected of staff members.

e Encouraging employees to report their concerns about fraud; and The
comprehensive whistleblowing policy in place for all staff. Additio i
of Good Governance adopted by the Board of Management, the
Board Secretary both have a duty to report issues of concern to the
instances of fraud.

e Communicating to you the processes for identifying a
anti-fraud policy outlines the required notifications. In_tr€lation to errors, this would be
communicated by the relevant member of the senig zement team or the Board
Secretary/Depute Board Secretary as appropriate.

2) How does the Audit Committee oversee managem es for identifying and responding
to the risk of fraud and possible breaches of inter 0 ? Beyond the anti-fraud policy, the Audit
Committee reviews and approves the interna it is based in part on the College risk
register. The Audit Committee meets privately w helaternal and External Auditors each year so
any matters of concern can be raised the gement being present if necessary.

3) Is the Audit Committee aware of

e Breaches of, or deficie
e Actual, suspected

ctivity, areas of improvement in internal controls are identified,
en categorised as “red” by the internal auditors.

4) Is the A aware any organisational or management pressure to meet financial or

operatio ? e Audit Committee is aware that the College continues to operate in a

challengin environment whilst having ambitious operational targets in order to achieve its

Ou nt with the Scottish Funding Council. It is not the impression of the Committee
ever this would result in management malfeasance to achieve these targets.

owdoes the Audit Committee gain assurance that all relevant laws and regulations have been
complied with? Are you aware of any instances of non-compliance during 2017/18? The Audit
mittee gains assurance via a rolling programme of internal audits which examine areas within the
ollege for legislative compliance and the implementation of best practice. The Audit Committee is
not aware of any instances of non-compliance during 2017/18.
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6) Is the Audit Committee aware of any actual or potential litigation or claims that would affect the
financial statements? No

7) How does the Audit Committee satisfy itself that it is appropriate to adopt the going concer
basis in preparing the financial statements? The Audit Committee relies upon the report fro
External Auditors and feedback from Finance Committee colleagues to be able to confir
concern status.

compliance with the Scottish Funding Council’s (“SFC”) Accounts
Memorandum? The Audit Committee relies on the report from th
accompanies the annual accounts. All Board members are also provided
Memorandum during induction which they can refer to if needed.

Committee relies upon the judgement of the External Audito
Additionally, any correspondence from OSCR would be br,
Board.

10) How does the Audit Committee satisfy its e e has arrangements to monitor and
maintain the regularity of income and expendit T udit Committee satisfies itself that this is
monitored by the Finance Committee o hrough ensuring compliance with financial
regulations. Additionally, each Committee orded the opportunity at Board meetings to raise

any items of concern.

| hope the above responses m our reguirements. Should you require further clarification, please
do not hesitate to contact ia n Stewart (alison.stewart@forthvalley.ac.uk)

Yours sincerely

Lorna Do I
Chair
Au
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Forth Valley College
Internal Audit Report 2017/18

Payroll and Expenses

Executive Summary
Management Action Plan

Appendix A — Definitions

Agenda ltem 9

. Audit team

‘udit . ~onsor . Key Contacts
AlisagStewart, Vice Principal Jacqueline Kane, Payroll and Pensions
and Fifilance and Corporate i Coordinator
Affairg : Louise Burnett, Finance Manager
scott-moncrieff.com

) Gary Devlin, Partner

Cathie Wylie, Audit Senior Manager
Danyele Higgins, Auditor
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Agenda ltem 9

Executive Summary

Conclusion

We have gained assurance that Forth Valley College (the College) has generally well designed controls
in place around payroll and expenses. However, we have identified a number of improvements that
could be made to specific controls over the accuracy of payroll data.

We have noted five opportunities for improvement that should be considered as part of payroll 2=~
expenses arrangements.

Background and scope

Forth Valley College employs 629 staff members and reported staff costs of £2 for the 12 month period to
31 July 2016, representing 66% of total comprehensive expenditure of£35.6m.

ensure staff are remunerated
unds are safeguarded.

It is therefore essential that the payroll function is subject to robust cog
appropriately, laws and regulations are complied with and Forth Valle

scott-moncrieff.com Forth Valley College Payroll and Expenses o
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Control assessment

1. Payroll payments are made to valid employees only, at the
correct and authorised rate

starters, removal of leavers a
are authorised and processe

1-Yellow

= 3. Payroll | ely and unauthorised access is

4. Only valid travel and subsistence expenses are paid at the

Q correct and authorised rate

2 - Yellow

a Forth Valley College Payroll and Expenses scott-moncrieff.com
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Improvement actions by type and priority

e
3
m Grade 4
I,
2 = Grade 3
Grade 2
1 m Grade
|
0
Control Design Control Operation

5 improvement actions have been identified from this review, 2 of which relate t
procedures, rather than the design of controls themselves. See Appendix A for

)

scott-moncrieff.com Forth Valley College Payroll and Expenses e
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Key findings
Good practice

We have gained assurance that the College’s procedures reflect good practice in a number of areas:

e The College utilises the SAGE 50 payroll software to run monthly payrolls. There is one Payroll and
Pensions Coordinator who is supported by the Finance Manager and the Head of Finance.

work that only relevant staff have access to the payroll system and their level of access was
appropriate for their job role. Security around the payroll system appeared robust wi
of users and access to the system was password protected.

e The College operates a standard pay grading system. All overtime for
being processed as part of the pay run. Tax and National Insurance pa

of deductions, additional payments that were igsued 3
Pensions Coordinator and the Finance Magagera@nal
make comparisons between previous month d
processing the payroll for payment.

e A Staff Expense Policy is in operati
claims online through the
employees line manager. C
Our testing of expense claims |
are being paid in a timély manger.

Areas for improveme

eakness in the process for enrolling new members of staff and ensuring that their
mplo nt details (per their contract of employment) are checked before being input to the payroll
em. This is explained further in the management action plan.

otification of changes to staff pay details come to payroll in various different forms and there is no
standard process for making changes to payroll data, including obtaining appropriate authorisation to
make such changes. There is therefore a risk that inaccurate or inappropriate changes could be made
to payroll data.

e There is no payroll masterfile change report run from the payroll system to review all changes made to
employee data. We have been informed that the Colleges current version of SAGE 50 does not have
this functionality. Whilst controls are in place to monitor changes in staff numbers and total pay, other

° Forth Valley College Payroll and Expenses scott-moncrieff.com
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changes including changes to bank details are not subject to an independent review to highlight any
potentially fraudulent changes or errors.

We identified one instance where a new employee was added to the payroll without their proof of
identification, we are aware this was an ex-employee whom the finance team knew personally. This is
explained further in the management action plan below.

These are further discussed in the Management Action Plan below.

Impact on risk register

The College’s corporate risk register included the following risks relevant to this review:

Risk 3: Government accounting rules restrict Colleges ability to use available resou % oar
discretion (Risk rating: 20 — High)

Risk 5: National bargaining will impact on the salary structure and term of both support

and teaching staff (Risk rating: 20 — High)

Risk 10: Financial restrictions limit the ability to fund pay incre isk rating: 16 — High)
We have not identified any findings that would suggest the abov: re d inappropriately.
Acknowledgements
We would like to thank all staff consulted during ie r their assistance and co-operation.
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Management Action Plan

Control Objective 1: Payroll payments are made to
valid employees only, at the correct and authorised Yellow
rate

1.1 Payroll policies and procedures

Risk

Policies and procedures may be out of date, with n d e impact when there are personnel changes
or extended absence.

Recommendation &
The College should review the payroll palicies procedures and, where necessary, update them. Given the
wi

good working practices and ex he payroll team at present this is not deemed to be a significant
risk.

r D

Managem
Grade 2
Poli iINGe revieWwed and updated in line with current practice. (Operation)
on owner: Louise Burnett Due date: 01/09/2018

J

o Forth Valley College Payroll and Expenses scott-moncrieff.com
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Control Objective 2: Changes to payroll standing data
(including addition of starters, removal of leavers and Yellow
processing of salary changes) are authorised and

processed on a timely basis

2.1 Employee new start forms

New employee forms are completed by the Human Resources (HR) department and sent to payro
processing. Attached to the new start forms are a new scheme member notification form (for enrolmenkin t

The Payroll and Pensions Coordinator adds the new employee details to the pa sed on the
information on this form, as no backup documentation is provided. It i refore not e for the Payroll and
Pensions Coordinator to confirm if the details being input to the payroll are accurate and that the new

employee is remunerated at the correct rate.

Risk
Without a secondary review or all supporting docu ta b ded to payroll there is a risk that the
information being processed on to the payroll system iSiinac te and employees are paid at incorrect rates.

Recommendation

All new start forms should be reviewed b ber of HR, and the review evidenced by a signature
on the new start form, before belng olI for processing. The review should include agreeing details
on the new start form to supportin (employment contract) to ensure all details are correct and

this review should be docume start form. If HR cannot complete this check, all supporting
documentation should be pr oII accompanying the new start report to enable the Payroll and
Pension Coordinator to etalls before adding the new member of staff to the payroll system.

4 )

Grade 2
(Design)

n

form is a form that originates within the HR department. The Payroll and Pensions
tor has spoken with the Head of Human Resources, Ralph Burns and he has confirmed that a

ond'€ignature will be added as a check that information has been taken correctly from the new staff
contract.
Action owner: Ralph Burns Due date: 25/05/18

scott-moncrieff.com Forth Valley College Payroll and Expenses o
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2.2 Standard amendment forms

The Payroll and Pensions Coordinator is informed of changes to staff pay in various forms (email, standard
amendments to contract forms, phone calls). We tested a sample of 15 amendments and are satisfied the
changes were appropriately authorised and the correct amendments were made to payroll data. However, staff
are able to contact the Payroll and Pensions Coordinator directly to make changes to their payroll data which
leaves it to the Payroll and Pensions Coordinator’s judgement if they think the change has the appropriate level
of authorisation and if the change is reasonable.

Risk
There is a risk that unauthorised or inappropriate changes are made to staff’s payroll data.

Recommendation

We recommend that all changes to payroll data are processed using a standar
should document with details of the change to be made and who is authorising t
Pensions Coordinator should not make any changes to payroll data w t this doc

4 )

Management Action

Grade 2

of Ways, for example: an (Design)
or as a memo from HR; an
T member responsible for HR.
common process is implemented

Payroll currently receives various requests 4
amendment to contract can come through the
acting up allowance usually comes as an e
We will review all of these amendments a
and clear guidance is provided on the

Action owner: Louise Burnett Due date: 01/08/18

o Forth Valley College Payroll and Expenses scott-moncrieff.com
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2.3 Master-file Change Reports

There is no payroll masterfile change report run from the SAGE 50 payroll system on a periodic basis to review
all changes made to employee data. A Payroll Control Sheet is produced for each pay run and reviewed by the
Finance Manager. This control sheet details the number of new starts and leavers in the period, and compares
the current month’s final payroll figure with the previous months. Whilst the control sheet does capture some
changes made to the data masterfile, other changes including changes to bank details are not reviewed.

Risk

There is a risk that unauthorised changes are made to the payroll masterfile where an independent p
check of changes made is not performed.

Recommendation

Management should enquire with the software provider to confirm whether a pe
can be run on the payroll system. Each month a report should be generated fro
all the changes that have been to the masterfile in the period, such as
etc. This report should be reviewed by an individual independent of ma
made tie to supporting documentation and are valid.

-

hanges to ensure that changes

Grade 2

Management Action (Design)

qowever when we tried to run it at the time of the
pdate but this unfortunately had an impact on our
ritical time for payroll, we have not pursued this

The College has requested this report fro
audit, it crashed the system. Sage sugge
yearend payroll figures. Since thisg
further at the present time.

With the current controls
employees being added.

ent approval process there is a low risk of fraudulent
acknowledge this is an important report and once we have
set up for the new tax year we will work with IT and Sage to

Due date: 01/09/18

- J

scott-moncrieff.com Forth Valley College Payroll and Expenses e
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2.4 New start added without proof of ID

During our testing of starters, 1 new employee was added to the payroll system without proof of identification.
Discussions with the Payroll and Pensions Coordinator and the Finance Manager identified that this individual
was an ex-employee who had previously worked in the finance department and was returning to the College as
an invigilator. The individual was added to the payroll without a copy of identification being on file as they were
known personally by Payroll and Finance staff. Also, no proof of identification was uploaded to the payroll
system to perform the employee right to work assessment, which is a requirement by HMRC.

Risk

There is a risk that the adding new employees to the payroll without obtaining a copy of their j ti Id
result in identity fraud and non-compliance with HMRC requirements.

Recommendation

ould be ob m all new members
ed. This must be completed for all
2d when they first joined the

It should be reiterated to all applicable staff that proof of identification s
of staff to facilitate identity checks and right to work assessment are comg
new employees, including returning employees who have had check
College.

g N

Grade 2
(Operation)

All new employee’s identification is obtaingd Riand passed to Payroll, however on this occasion
an individual, who was well known t P &Pensions Coordinator, had returned to the College
as an invigilator having previo d at ollege for a number of years. Staff will be reminded

Management Action

to check that they receive identifieation eturning employees as well as new staff.

Action owner: Louise Burn Due date: 27/04/18

O
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Control Objective 3: Payroll data is held securely and
unauthorised access is prevented

No weaknesses identified

Personnel files are held in locked cabinets overnight. These cabinets are open during the day when they are
being used by the Payroll and Pensions Coordinator and there is always a member of the Finance or Payr
Team in the office.

Access to the payroll data held within the SAGE 50 system is restricted to the Payroll and Finance
have access. We reviewed current user access to the payroll system including individual’s le

given our knowledge of staff roles and responsibilities within the payroll process, m curre
reasonable.

scott-moncrieff.com Forth Valley College Payroll and Expenses @
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Control Objective 4: Only valid travel and
subsistence expenses are paid at the correct and
authorised rate

No issues identified

Travel and subsistence claims are paid on a weekly basis by the College. Claims are submitted by staff through
the online Employee Records System. Staff upload supporting evidence with their claims which enable lin
managers to review and approve the expense to be paid. We tested a sample of 24 staff expenses pai
last 12 months and confirmed these were appropriately authorised, details agree to backup docume
nature of the claim is in line with the Colleges expenses policy and the expense was reimburse
basis. No issues were identified during our testing.

e Forth Valley College Payroll and Expenses scott-moncrieff.com
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Appendix A - Definitions

Control assessments

Fundamental absence or failure of key controls.
Control objective not achieved - controls are inadequate or ineffective. Q
Control objective achieved - no major weaknesses but sco mp.

Y
¢ Control objective achieved - controls are adequate, effective an

Management action grades

*Very high risk exposure - m

rns requiring immediate senior
attention that create fu

within the organisation.

*High risk expo

/ failure of key controls that create
significant

the organisation.

@ isk exposure - controls are working effectively, but could be A
gthened to prevent the creation of minor risks or address general
use-keeping issues.

scott-moncrieff.com Forth Valley College Payroll and Expenses @
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Forth Valley College
Internal Audit 2017/18
Progress Report — June 2018

Summary of Progress @
Audits Completed O 3
4

Appendix 1 — Progress against 2017/18 Internal Audit PI

scott-moncrieff.com Forth Valley College Internal Audit 2017/18 O
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Summary of Progress

This paper provides a summary of internal audit activity during the year to date and confirms the reviews
planned for the coming quarter, identifying any changes to the original annual plan.

Progress against annual audit plan

Status of internal audit reviews

= Comple
og
Planning

As at June 2018, two audits are complete: Credits and Payroll and E %
) \

remaining two audits with management (Student Experience and Info
provided to the next Audit Committee meeting in August 2018,

Appendix 1 sets out the status of the 2017/18 interpal atidi mme’and further details on the delayed
audits.

\We agreed delays to the
ernance), which are due to be

Plan for next quarter

We will present the following reports, to t ugu Audit Committee:
e Student experience

¢ Information governance
e Follow up

e Annual report 201

e Annual inte

Acti it Committee
Al ommittee is asked to note the contents of this report and to approve the plan for the next quarter.
We invite any comments on the format or content of this report. Contact details are as follows:
Devlin, Audit Partner gary.devlin@scott-moncrieff.com 0131 473 3500

Claire Stevenson, Audit Manager claire.stevenson@scott-moncrieff.com 0141 567 4500
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Audits Completed

The table below sets out the reports completed during 2018/19 to-date. There were no Grade 4
recommendations (very high risk exposure) and there are no control objectives assessed as red. Full
definitions for the colour coding and the grading structure are set out below.

Review Control objective No. of issues per grading
assessment

Credits

Payroll and expenses

*The report format followed a different style and therefore there were no colour-gaded controlbbjectives.

Definitions

grea under review.

Assessment

RED

High: control objective

YELLOW Moderate: jective"achieved - no major weaknesses but scope for
i improveme

Recommendations ar

Ranking Definition

Very high risk exposure - major concerns requiring immediate senior management
attention.

High risk exposure - absence / failure of key controls.
2 Moderate risk exposure - controls not working effectively and efficiently.

1 Limited risk exposure - controls are working effectively, but could be strengthened.

scott-moncrieff.com Forth Valley College Progress Report — June 2018 0
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Shaded areas denote completion.

Status Audit start lani.- d Audit Actual Audit

C’ttee meeting C’ttee meeting

Einal report
issueu

Name of report

Draft report
issued

Management
responses

Payroll and expenses

of the Committee.

** This audit was originally due to review the
compliance and conduct the audit later tha
pending agreement with the audit sponsor.

Complete Jan 2018 Feb 2018 Feb 2018 March 2018 — June 2018
cancelled
June 2018
Student Experience In progress Feb 2018 Mar 2018 Apr 2018 Jun 2018*
Information Governance Planning Feb 2018 Ma D018 Apr 2018 Jun 2018**
Credits Complete Aug 2017 Sept 2017 Oct 2017 Nov 2017 Nov 2017
Follow up In progress | June 2018 July 2018 Aug 2018 Aug 2018
Annual report . . . Aug 2018
Annual Internal Audit Plan 2018/19 _ _ _ Aug 2018
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r \ 11. Progress Report on Audit Recommendations
Forth For Discussion

Valley

College 27 June 2018
AUDIT COMMITTEE

1. Purpose

To update members on progress with the implementation of recommendations contained
within internal and external audit reports.
2. Recommendation Q

That members note the content of the report and associated appendix.
3. Background

The College monitors progress against internal and external audit rec@mmendati and reports
on progress to each meeting of the Audit Committee.

4. Summary of Changes

The current audit recommendations are detailed in full in Ap
a summary of the current position of these recomme

e table below represents
9 June 2018.

The dates used to determine whether a zec on has passed its implementation date
dix 1 attached to this report.

High Moderate Limited N/A

0 3

0 2
Comipleted since last report to 0 0 4 0 4
Committee




r \ 11. Progress Report on Audit Recommendations
For Discussion

Forth
Valley

College 27 June 2018
AUDIT COMMITTEE

5. Financial Implications
Please detail the financial implications of this item — There are no unexpected financial
implications expected. All recommendations made to the College have either no cost (i.e. chang
to existing procedures) or have been incorporated into College budget setting processes.

6. Equalities

Assessment in Place? — Yes [] No [X

If No, please explain why — Monitoring of audit recommendations alities
assessment. Where a recommendation does have an equalities impa amendment
to policy, each individual policy will be assessed in line with College pro
Please summarise any positive/negative impacts (noting mitigating actions) — Not applicable
7. Risk
Please indicate on the matrix below the risk seore. oued against Impact and Likelihood as
Very Low through to Very High.
Likelihood | Impact

Very High

High

Medium

Low X

Very Low
Please describe an iated with this paper and associated mitigating actions — Any risk
to the College would he failure to implement agreed audit recommendations. Regular

ntability for each recommendation being assigned an SMT and action
owner; ensu 2s not occur.

Risk Qwner - Action Owner - Stephen Jarvie

ase indicate whether there are implications for the areas below.
Communications—Yes [ No Health and Safety — Yes [ No
Please provide a summary of these implications — Not Applicable

Paper Author - Stephen Jarvie SMT Owner — Alison Stewart







[ | 12. Risk Management
For Discussion

Forth
Valley

College 27 June 2018
AUDIT COMMITTEE

1. Purpose
To present members with the Strategic Risk Register for the College.
2. Recommendation

That members note the content of the register attached to this paper, the actions taken't @
and changes to risks as outlined below.

That members note the content and layout have continued to be presentéo
and that this will be changed once a decision on the new risk approac 3ached.

3. Background

The College continues to monitor Strategic Risks to the Colleg ese risks are discussed at SMT
meetings and are also brought to each meeting of the Audit ee.

4. Changes to the Risk Register
There have been a number of changes to the re
The score for the risk relating to the GeneraliBata tection Regulations (Risk ID 5) has been
reduced owing to the development of ies and procedures as well as the appointment

of a Data Protection Officer.

It is also proposed to rem ks fr e register —

The risk of inadequate faeiliti t0 lack of capital funding (Risk Id No 13) is now considered
complete following i ent approval for the new Falkirk campus.

The risk relati Covenants (Risk Id No 14) has been fully mitigated with new covenants
agreed and a the College lawyers.

diby the Apprenticeship Levy (Risk Id No 15) has been removed as there has been
ble impact on Modern Apprenticeship levels in the College.

The relating to government accounting rules restricting College resource use (Risk |d No 16)
s beeA removed as this is now the environment in which the College operates and there are no
f er mitigating actions to take.

The risk relating to low level recruitment for integrated degree programmes (Risk Id No 17) has
been removed as recruitment has now been completed




[ | 12. Risk Management
For Discussion

Forth
Valley

College 27 June 2018
AUDIT COMMITTEE

5. Financial Implications

Please detail the financial implications of this item — Financial implications for relevant risks are
outlined in the attached Strategic Risk Register.

6. Equalities
Assessment in Place? — Yes [l No X
If No, please explain why — The Strategic Risk Register document d req Q ities
impact assessment. Individual risks may result in Equalities assessmignts being completed for
new/revised College policies and procedures.
Please summarise any positive/negative impacts (noting mifigating actio ot Applicable

7. Risk
Please indicate on the matrix below the risk score. Ri st Impact and Likelihood as

Very Low through to Very High.

Likelihood | Impact

Very High
High
Medium
Low X X
Very Low

Please describe any ri SO with this paper and associated mitigating actions — Risk
continues to be co hensively managed and reviewed across the College on an ongoing basis.

Risk Owner — Action Owner — Ken Thomson
8. Other a

Pleas icatewhether there are implications for the areas below.
<Com;~'cations —Yes [1 No Health and Safety — Yes [ No X
Please provide a summary of these implications — Not Applicable

Paper Author - Stephen Jarvie SMT Owner — Ken Thomson




Forth Valley College Strategic Risk Register

Risk Management and Mitigation Owners Initial Risk Score [Score After Mitigation
No |Area There is a real or perceived risk that... Potential Consequences Mitigating Actions Actions/Progress to Date ® |3 @ 3 3] Q B Q o 2 (&3
£ |S < s &8 [38 |z g 13 3% 8%
E |6 5 = E 2 £ |E |2 2% |= g
£ |x c < AR E: 7,‘, SE [§3
S |8 2 3 ¥ |3 & 52 g
T = 2 8o |3 3
8 s c O < [92]
a | °< e
a
1 [Strategic Strike action arising from National Bargaining [e Inability to hold classes in line with ¢ College continues to liaise with unionsona |June 2018 - Sector currently in dispute with both unions regarding pay offer VH Mar-16
negotiations will impact on the learning and timetables local and national levels to ascertain potential |Nov 17 No further update discussion ongoing
teaching provision for students ¢ Disruption to campus operations during strike days Augl7 The first 25% of the lecturer pay deal has been processed. In addition, the matching process for promoted posts has
strike action e Communications plan under development to [begun. Negotiations will begin soon regarding the terms and conditions. It has been suggested that the cost of living pay claim by
¢ Impact on the delivery of commercial training |notify shareholders of potential impacts EIS of £1000 flat cash will be rejected by the NJNC with the potential of a freeze on cost of living increases until the ne
¢ Depending on timing, impact on assessment |e Contingency planning for the recovery of lost [ranges are completed. This has a potential risk of further strike action across the sector
activity teaching/assessment time May 17 EIS strike action now suspended. Negotiated offer still to be agreed and the impact on students in terms
e Commercial clients have requested changes and progression, while plans are in place, is still to be fully managed. The College is also entering into negotiatio
to contracts with College to reflect strike action Scottish Funding Council to secure additional funding to support the extra costs of the deal t
which may result in financial penalty. these issues rectified.
Feb 2017 - following further negotiations EIS have raised a dispute against the manage
balloting members re strike action
October 16. Negotiations continue with both unions. there is a dispute with EIS regar w this has
been implemented. Unison are currently in discussion with ACAS and the NJNC and co idi
additional H&S and Fire Warding cover. ( FVC is operating as normal with cover arrang
August 16 - National UNISON strike action planned for 6 September. Contingency plans ow learning
and teaching to continue.
May 16. Strike action successfully managed with limited destructi p students. NRPA now sig with EIS pay
award for 15/16 & 16/17 now completed.
2 |Finance National bargaining will impact on the salary ¢ Inability to fund pay increases agreed at a ¢ Continue effective local employee relation June 2018 - Lecturer and promoted scale points agreed and harmonisa ill be complete by April 2019. for support staff job HR |P DPCOO VH H Jun-14
structure and terms and conditions of both national level without impacting on College communication with Unison and EIS/FELA evaluation is yet to begin and is to be concluded September 2019.
support and teaching staff operations/existing staffing establishment e Participate in and contribute to the National |Nov 17 No further Update
¢ Inability to effectively manage industrial Bargaining process Augl7 Unison pay deal has been accepted however, there rema d of affordability. The Employers
relations with recognised College unions asa |e Identify efficiencies to ensure affordability Association continue to seek clarity form Scottish Government ent to meet the short fall in colleges
result of decisions/proposals made at a overall budget
national level May 17. No further update the position remains the
Feb 17 - given the current proposals from both ial increase the salary budget overall
October 16 Negotiations continue no further
Aug 16 Detailed work has be i Future Committees in preparing recommendations to be
presented to both Unions on the s and conditions . This remains a risk in relation to
potential disputes
May 16 NRPA now signe igh risk as discussion begin on the next stage of Terms and
Conditions
March 2016 - There are stillan o have not yet signed the NRPA which is causing difficulties in moving the
process further
November 2015
National Recog d by all colleges and a pay offer has been communicated to both unions which
oth unions are considering industrial action.
3 |Finance The current economic environment including  |Loss of commercial income impacting on the  [ldentification of new income streams/ ity completed with a more refined focus on partnership working with HE sector F P VPFACA VH |VH Nov-15
BREXIT, changes to the Oil & Gas sector, HEI College's ability to cover its overheads and expansion of unaffected existing streams and pment completed which will provide greater focus on identifying new opportunities
investment levels and international unrest will |generate surpluses other funding streams Is situation opportunities are being explored
impact on the College's ability to generate
commercial income nges with commercial income continue with the oil and gas downturn still having an impact on CompEx numbers.
ed well even with lower engineering numbers and bidding to secure similar numbers for next year.. Full
lan being developed for next 5 years to evaluate and assess the different strands of income and project
16 - Still a challenging period and impacts of Brexit and oil and gas downturn still affecting MA numbers, continue
arket as much as possible for MAs and commercial delivery and have managed to secure 76% of MA engineering numbers
ich is very high in Scotland. International picking up and are starting work in both Russia and Dubai.
ust 2016 - Strategy in place for Development and Fund Raising and this will be taken to SDC on 8 Sept, marketing support for
commercial activities has stabilised the numbers for CompEx and International delivery underway with an Iragi project and a
scoping team currently out in Russia, as well as improved student numbers due to company sponsorship and links being
established with universities. Challenges still remain to secure MA places as the oil/engineering sector still experiencing
difficulties.
May 2016 - No further update at this time
March 2016 - Developing areas of activity across the teaching departments to generate additional income. Bid to SDS to expand
the numbers and frameworks within the MA programme. Relaunched the MA Engineering programme and seeking to attract
additional companies. Active marketing campaign on commercial activities. Recruiting a Development and Fund Raising Manager
November 2015 - Meeting held with all Heads of Teaching department to identify new streams of income
4  |Strategic Uncertainty over SFC allocation levels for the |e Inability to accurately ¢ o Li ith SFC to receive assurance over June 18 - SFC are reviewing the current funding model for implementation in 20/21. In the meantime the Guidance for 5 year B P P H H March 2016
College will impact on the curriculum planning funding levels financial plans gives indicative allocations for Colleges over that period. Score
process and sta pdate Outcome Agreement to match November 2017 - Response for SFC was not positive in terms of addressing the current funding model which recognises historic Increase
vailable funding levels once known inefficiencies and inconsistent funding across colleges. In addition the 24 hour contact no detriment agreed through National <:> May 2016
agreement tar Bargaining is not helpful to the FVC position. however additional £500k allocation received for Flexible Workforce Development Score
allocation Fund is welcomed. 18/19 allocations will be announced in the new year following the outcome of the spending review and the decrease
new format for Outcome Agreement negotiations. Nov 2017
Aug 17 - Following the June Board meeting, the Principal wrote to SFC outlining College concerns

22/06/2018
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Strategic implementation of the new General Data ¢ Significant changes to College practices to Task group being set up to review all College [June 18 - Data Protection Officer appointed through University and Colleges Shared Service. Polices and procedures SDC |VPISC VPISC VH H M 12 Sep-17
Protection Regulations (GDPR)by the EU and ensure GDPR compliance data systems and updating all practices and written/revised to reflect legislative changes. Information Asset register populated for all core systems, retention periods
any subsequent UK legislation will impact on  [e Breach of GDPR is a significantly higher risk |consents to ensure compliance reviewed, with data deleted/anonymised in light of these revisions. Staff training available to all staff
College data management practices than is current under the Data Protection Act Nov 17 - SMT have approved the creation of a GDPR Project Board, with the first meeting taking place early November, with an
1998 Information Audit commencing. Business Development are in the final stages of updating contract template, and interim privacy
statements have been added to our online application process.
Aug 17 - Activity has begun on compliance, with Business Development updating all contract templates to reflect strengthened
privacy statements. Staff training will also be develop and included in staff development sessions
Finance SDS funding for Foundation Apprenticeships is |Reputational damage (schools, LAs, SDS, SFC); |Ensure clear communication about the June 18: 260 places secured for 2018-2020 contract and recruitment is improving but still eliciting small numbers for some M H 12 Nov-16
insufficient to cover college costs and prevents |College finds itself running Foundation requirements of adequate funding to all groups. Costs revisited to reduce these where possible. Early indications are that the funding model may not yet be stabilised fg
the college from delivering on this DYW target. |Apprenticeships with lower than viable group [stakeholders from the outset; Ensure that the 2019-2021 tender, so this continues to need monitored as a risk.
The college is unable to deliver on the Scottish |sizes SDS funding is insufficient to cover tender to SDS makes it clear that courses will  [Nov 17: Review of contract for 2016-2018 and 2017-2019 FAs submitted for the five programmes that fell below the enrolment
Government's targets for Foundation college costs; challenges in recruitment leave [only run with adequate funding and sufficient |thresholds required by SDS. Case made for levels of fixed cost funding not to be reduced. Result not yet know. Tendg
Apprenticeship (FA)delivery the college with lower than viable FA group candidates; close partnership with senior LA 2020 FA contract submitted and result awaited, so levels of funding offered not yet know. Significant efforts have
sizes; reputational damage (schools, LAs, SDS, [education managers to ensure joint ownership |secure strong schools and local authority support to maximise recruitment for 2018-202, however the uncertain
SFC, SG) if college is unable to upscale FA of FA targets and full support for recruitment [funding and recruitment to these programmes remain a risk.
delivery and delivery. Aug 2017 - recruitment numbers for 2017-2019 FAs are low. Decision taken to run with s
making every effort to build this provision and steps are currently being taken to review s g hours in view of s
SDS tender now open for 2018-2020 FAs and work is ongoing with senior LA education agers to ensure that there
commitment to these programmes and LAs take ownership of providing appropriate young people for recruitmes
May 2017 - No further update expected until June 2017
Feb 2017 - No further update expected until June 2017
Nov 2016 - The requirement for adequate funding and sufficient candidate numbers has n made expressly clearto Head
Estates ] P VPED VPED VH |VH VH 10 May-16
- .
| |
I I
I
I
I
.
.
|
Strategic reputational damage may arise to the sector  |Consistency of grading across the sector could |College will engage positively with Education duca Scotland and SFC and received positive feedback. The SDC |VPLQ VPLQ M M 9 M 9 New - Aug
from the new Education Scotland self lead to reputational damage both to the Scotland and also advocate for consistency in  [reporting model has been chan -2018 r@p@rt, due in October 18 and this will also be the first year in 17
evaluation system College if other colleges score themselves scoring via College's Scotland/SQA and other  [which Grades will be pu il the pro s fully established.
higher, and to the sector is scorings are quality forums Nov 2017: The college's i en were submitted to SFC and Education Scotland on 31 October.
rejected or proven to be fabricated Feedback from Pre-endors i itive. al Endorsement Meeting to be held on 17 Nov. No grades will be
published this year.
Business As the College becomes ever more reliant on IT [The College could experience loss of accessto |e The IT Disaster Recovery plan is maintained, |Jun 18 - As part of th gramme, College staff have participated in workshops preparing for F VPISC VPISC L VH |10 L 8 Jun-14
Continuity and systems to deliver to our learners, and to |any of its core systems, which could resultin  |and shows the impact of the loss of each of our |introduction of n Cyber Resilience. Part of this is the requirement for Public Sector Organisations

support learners and staff, that disruption to
this provision has a more significant impact.

loss of service to staff and/or learners, or could
impact our ability to deliver learning.

core systems, and how we would recover each
of these core systems

¢ The College's Business Continuity is updated
and informs when to access the College's IT
Disaster Recovery Plan

* The College's Business Continuity PI
tested

¢ Physical Security is reviewed

¢ Changes to legislation e.g. (European Data
Protection/ Public Records (Scotl t) etc.
are reviewed and relevant se
implemented

to be attain Cyl
part of the Public Sector Cyber Catalyst Programme, which is a key recommendation of SG's
ilience, which is launched this month.

check undertaken by Internal Auditors. No significant risks identified.
urther resilience added through additional break-out access added to Alloa and Stirling.

additional high-speed internet connection was installed in May to provide resilience

May 2015

¢ An additional internet connection to provide resilience should there be any disruption to our main connection has been
purchased and will be configured and tested this month.

March 2015

¢ We are planning to install an additional internet connection to provide resilience should there be any disruption to our main
connection.

November 2014

* No Further Update
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10 |HR Financial restrictions limit the ability to fund ¢ Low staff morale ¢ Implementation of alternative benefits (i.e. [June 18 - while the sector is currently in dispute with both unions, the management offer made has been budgeted for. HR |DPCOO DPCOO H Nov-14
pay increases * Inability to attract and/or retain key staff additional holidays, salary sacrifice schemes, Nov 17 No further update - agreed pay rises were budgeted for Score
season ticket loan for travel, Edenred Staff Aug 17, Both Unions pay deal are now accepted with payments made in July for lecturing staff and August for support staff. There reduced
Benefits system) remains an issue regarding the sustainability of the payments and additional funding is being sought from the Scottish from 12 to
¢ Clear communication with staff and Government 6
engagement with Unions on funding May 17 No further update the position remains the same (April 2014
restrictions Feb 17 - We have accounted for public pay sector pay rises within College budgeting score
October 16 FVC have accounted for the current pay offer to Unison in this financial year. However, there remains a depute with increased
Unison in which the offer has not been accepted. Talks are currently underway between NJNC, Unison and ACAS to agree a from 9 to
solution. 12)
Aug 16 Following a ballot by Unison the current pay offer was rejected and we have notification of industrial action (January
May 16 EIS pay award now competed for 15/16 & 16/17 Unison pay ward for 15/16 completed Negotiations still on going for 2014 Score
16/17 <:> reduced)
March 2016 - Unison have now accepted a pay award backdated to April 2015. Unison have also tabled a pay award (21
November 2015 November
National Recognised Procedure Agreement signed by all colleges and a budgeted pay offer has been communicat 2013
unions which has subsequently been rejected and both unions are considering industrial action increased)
July 2015. August
National Bargaining Process is in the process of being signed by all colleges. This will en e pay negotiations to orward 2013
and take place at a National Level . The outcome of negotiations will determine the ne ge . FVC has budget in place'
the suggested level of increase for staff
May 2015
National Bargaining process remains ongoing which could result in local pay negotiatio ing place. Financial de require to
be worked through.
March 2015 - No longer a risk pay settlement accepted by both unions. However, new risk
national bargaining. College agreed not to negotiate until RPAis s
11 [Governance |Inthe event of a serious incident, the lack of an e Full review of business continuity conducted |June 18 - The snow closures in March 2018 allowed the College to t€ e BCP under real world conditions. Overall the process  |A P VPFACA VH |10 Nov-13
up to date and tested Business Continuity Plan by Baker Tilly resulting in a number of worked very well, with areas of improvement identified to further stree e communications.
could lead to increased risk, delay and costs recommendations Nov 17 - Staff training activity for key staff on BCP scheduled for 27
¢ |nitial investigation of engaging external August 17 - BC plan remains up to date. Staff are also currently e e plan into College MIS data to ensure currency
specialist to conduct review of BCP and of information supporting the BC plan
implementation of audit recommendations May 17 No further update
¢ Creation of BCP policy which will govern Feb 17 - No further update
frequency of update and testing of new plan November 2016 - No further update
Sept 16 - Test undertaken in August 2016
May 16 - Test rescheduled to May 16.
accommodate scheduling issues.
g early 2015/16 to close of this risk.
es at Strathclyde University and Stirling University. Draft Business
d to Audit Committee on 1 May 2014.
to meet recommendations within Audit Report developed
cy services created
e taken to SMT to get approval to appoint consultant to support development of new BCP
12 |Strategic Failure to deliver upon targets within Outcome |® Impact on future financial settlements ¢ KPI reporting to relevant committees t utcome Agreement for 2018/21 is going to the June meeting of BOM for approval. SDC |VPISC VPISC VH |10 Aug-13
Agreement impact upon the College ¢ Reputational damage ensure appropriate monitoring occurs Agreement guidance for 2018/19 has been released by SFC, and work has begun on refreshing our OA based
¢ Potential removal of Board members ¢ Robust internal monitoring processes to uation report is also presented to the Board of Management
ensure KPI achievement me Agreement for 2017/20 approved at June Board meeting.
* Regular engagement with Outcome Agreement for 2017/18 being prepared for Board approval in June. Ongoing strike action has the
and expectations otential to impact upon student achievement and thereafter on Pl's within the Outcome Agreement.
17 — Draft Outcome Agreement for 2017/18 submitted to SFC, with favourable feedback. Draft Outcome Agreement and
ets discussed at Strategic Development Committee.

22/06/2018




Forth Valley College Strategic Risk Register

VL

VL

Nov-14
score
reduced

from 20 to

15

Added -

01/08/2013

course and may lead to funded places being
withdrawn by partner universities.

cycles.

Targeting marketing activity currently taking
place to highlight the Heriot Watt Chemical
Engineering programme.

Agreement made with university partners
around redistribution of funded associate
student places to other courses/disciplines

however overall this remains a risk.
August 2017: UoS recruitment positive this year. HWU recruitment poor across Engineering this year in spite of targeted
marketing. Currently negotiating redistribution of Associate Student places to Business.

13 |Estates there will be inadequate facilities for learners |® Reputational damage ® Preparation of Falkirk Outline Business case |Nov 17 - Funding approval for new campus received. Proposing removal of this risk VPED VPED VH |VH
due to lack of capital investment ¢ Inability to deliver quality learning facilities to|(OBC) August 2017 - DP4 document approved by Board of Management on 10 August and submitted to SFC and Scottish Ministers for
the same standard as Alloa and Stirling ® Development of Funding Strategy which will |approval.
Campuses require SFC approval April 17 - DP3 approved by SFC on 24/3/17, Tender documents issued 3/4/17.
* Prohibitive on-going maintenance costs for |® Maximising receipts from existing assets February 2017- Approval of FBC and to progress to DP3 received from Ministers in December 2016. DP3 document on programme
Falkirk * Negotiate extension to temporary occupation |for issue March 2017.
* Restriction on ability to grow commercial certificate with Falkirk Council November 2016- FBC approval from Ministers awaited November/December 2016. Conditional sale of Branshill site signed by
income Developer for £3.2m
e Expiry of temporary occupation certificates August 16 - FBC approved by Board of Management and submitted to SFC and SFT for approval.
for Carron & Grange buildings May 16 - Draft FBC being updated on basis of capital procurement. Planning Permission in Principal granted. Site Investigation
complete. Conditional legal missives being negotiated for the sale of Branshill site.
March 2016 - Draft FBC completed February 2016 and issued to SFT and SFC. Planning Permission in Principal (PPP) submitted.
Site Investigation contractor appointed. Negotiations commenced on sale of Branshill site.
November 2015 - Architect appointed June 2015, Legal Advisor appointed November 2015, Conditional Legal Missivg
for additional Middlefield strip October 2015.
August 2015. Financial Advisors appointed and preferred legal advisors identified. Architects consultation meeti
underway. Work ongoing to develop FBC.
May 2015
Technical Advisor appointed April 2015.
March 2015 - Middlefield demolition complete. Technical Advisor tenders returned 6 2015. OJEU for architect is
November 2014
¢ NPD funding strategy announced in Scottish Government October 2014 budget for Valley College
* Agreement reached with SFC to fund demolition of Middlefield campus; demolition er 2014
¢ Falkirk OBC completed and to be submitted to SFC for approval in December 2014
® Ongoing discussions with SFT and SFC re overall procurement route, FBC and next steps
May 2014
* Fundraising proposal for Middlefield demolition submitted to SFE€
14 |Governance |Thatthe College will be in breach of the Could require immediate repayment or seek to |® Barclays have been kept informed through Nov 17 - Covenant now reviewed and agreed by lawyers. Proposing re of this risk VPFACA VPFACA VH |H
covenants relating to the £4.5m term loan renegotiate facility on less favourable terms the year on the implications of ONS and the August 17 - New Covenant has been agreed in principal with Barcla awyers for review. Unlikely that breach will occur
facility with Barclay’s bank. possibility of a breach of covenants. in future.
May 17 - SFC indicated to Barclays they would not provide guar hey would not support uncovenanted
borrowings. The Principal & ED Finance raised this with SFC's C Awaiting a further response from SFC.
Feb 17 - Barclays have confirmed there is no breach for 2015/16. oving towards renegotiating the terms of
the loan if SFC/SG will not provide a guarantee. Ba her early March. FVC have received
November 2016 - No further update
Sept 16 - Barclays still workin spoken with SFC. If covenants remain in place they will
need to be re-negotiated due to :
May 16 - Covenants we ected to be breeched at July 16. Barclays still looking to
remove covenants but m RS 102 at July 16 could result in fluctuating surpluses / deficits
due to treatment of non gove ould impact on covenants. Further meeting scheduled with Barclays
in June 16.
on this matter.
15 |Finance The introduction of the Apprenticeship Levy in |Reduced level of funding to college in terms of |Ensure we are well informed of Scottish pprenticeship numbers as a result of the apprenticeship levy. Proposing to delete DPCOO DPCOO H H
the UK and subsequently in Scotland will have |SDS places filled and direct contracts from position and keep employers informed of how
an impact on the number of apprenticeship employers for delivery. they can access their levy funding and thus
places taken up in Forth Valley due to cross maintain the apprenticeship numbers.
border differences in funding (England has Colleges Scotland group and event with employers planned for 2 March 2017. Also engaged
higher levels), English system being further Flexible Workforce Development Fund will be implemented in Scotland with colleges being the
ahead in terms of implementation and the
costs of levy to employer could mean that they ance at national Colleges Scotland WG for Apprenticeship Levy Contact with CBI Scotland on employer response
decide to recruit less apprentices as overall an employer event to inform them of the position when Scottish Government announce implementation
costs have increased.
16 |Finance Government accounting rules restrict Colleges |* Inability to utilise surplus cash * Implementation of revised now the environment all Colleges are operating in. Propose removal of this risk VPFACA VPFACA H VH
ability to use available resource at the Board's |® Additional complexity of managing projects |forecast processes to suppo o change
discretion. over a number of financial years ® Transfer of surplus fu ay 17 - SFC approval received to accrue a donation to FVC foundation at March 2017. Good ongoing relationships being
¢ Unable to spend our capital without Foundation intained with the Foundation.
appropriate budget cover 17 - No further update
November 2016 - No further update
Sept 16 - All surplus resources being utilised for estates developments.
May 16 - No donation made to Foundation in March 16. SFC/SG still reviewing the issues around utilisation of surplus cash.
March 2016 - No further update at this time
November 2015 - No further update at this time
August 2015 - No further update at this time.
May 2015 - £1.1M donated to FVC Foundation in March 15. SFC/SG & College group set up to review long term implications.
indication is that for 2015/16 surplus cash should be used to fund shortfall in Student Support.
March 2015 - Further paper going to Finance Committee in March. Ongoing discussions with SFC and Scottish Government on
how we can utilise surplus cash
November 2014 ¢ Paper going to Finance Committee on implications of resource budgets - 25/11/14
May 2014 - ¢ Processes in place for drawing down funding from SFC based on cash flow projections
17 |Curriculum That low applicant levels for integrated degree |Failuret Close monitoring of applicant levels Nov 2017: Recruitment now complete. Unfilled HWU Chemical places were distributed over Mechanical and Electrical to boost VPLQ VPLQ M M
programmes will impact on the viability of the |student oughout the UCAS and college application |[numbers. Additional mitigation put in place through stronger presence at HWU open events and including the course in UCAS,

VL

¢

March 2015
- Score
increased
from 15 to
20

VL

VL

Nov-16

VL

VL

VL

May-17

22/06/2018




Preparing for the General ‘..

Data Protection Regulation




For Information

Preparing for the General Data Protection eConsent

You should

k, record and manage
d to make any changes.
if they don’t meet the

PRI (€3D)HN 12 steps to take now

ould start thinking now about whether you

eed to put systems in place to verify individuals’
ges and to obtain parental or guardian consent for
any data processing activity.

Awareness

You should make sure that decision makers and key
people in your organisation are aware that the law is
changing to the GDPR. They need to appreciate the
impact this is likely to have.

Data breaches

You should make sure you have the right procedures

in place to detect, report and investigate a personal
data breach.

Information you hold

You should document what personal data you hold,
where it came from and who you share it with. You
may need to organise an information audit.

Data Protection by Design and Data
Protection Impact Assessments

You should familiarise yourself now with the ICO’s
code of practice on Privacy Impact Assessments as
well as the latest guidance from the Article 29

Working Party, and work out how and when to
implement them in your organisation.

Communicating privacy information

You should review your current privacy notices and
put a plan in place for making any necessary
changes in time for GDPR implementation.

@Data Protection Officers

You should designate someone to take responsibility
for data protection compliance and assess where this
> iect access requests role will sit within your organisation’s structure and

Individuals’ rights
You should check your procedures to ensure they

cover all the rights individuals have, including how
you would delete personal data or provide data

electronically and in a commonly used format. ' vernance arrangements. You should consider
You should update your procedures and plan how you a(r’\ether you are rgee;]ulred to formally designate a
will handle requests within the new timescales and Data Protection Officer.

provide any additional information.

@ International

If your organisation operates in more than one EU
member state (ie you carry out cross-border

Lawful basis for processing personal data
You should identify the lawful basis for your

— zxcaizshggu?a:my mngt‘:fos tD: ;’( dlg‘l::rlrt‘ent itand processing), you should determine your lead data
Y RINACY P * protection supervisory authority. Article 29 Working
Ps . Party guidelines will help you do this.
e g.uk
Information Commissioner’s Office

S04T0Z 0°CA



For Information

Introduction

This checklist highlights 12 steps you can take now to
prepare for the General Data Protection Regulation
(GDPR) which will apply from 25 May 2018.

Many of the GDPR’s main concepts and principles are much the
those in the current Data Protection Act (DPA), so if you are cot
properly with the current law then most of your approa
will remain valid under the GDPR and can be the starti
from. However, there are new elements and significan

you will have to do some things for the first ti nd so

differently.

It is important to use this checklist and other I n Commissioner’s
Office (ICO) resources to work out the m es between the
current law and the GDPR. The IC r Ing’hew guidance and other
tools to assist you, as well as cont t Idance that the Article 29

Working Party is producing at the eafplevel. These are all available
Data Protection Requlation. The

via the ICO’s Overview of the Génerz
ICO is also working closely ‘ glassociations and bodies

representing the vari rs —you should also work closely with these
bodies to share knowl abaut implementation in your sector.

It is essential to
‘buy in’ from

approach to GDPR compliance now and to gain
your organisation. You may need, for example,
to put new p n place to deal with the GDPR’s new transparency
and indivi s provisions. In a large or complex business this
could have si ant budgetary, IT, personnel, governance and

ions implications.

GDPR places greater emphasis on the documentation that data
nteellers must keep to demonstrate their accountability. Compliance
h all the areas listed in this document will require organisations to
iew their approach to governance and how they manage data
protection as a corporate issue. One aspect of this might be to review the
contracts and other arrangements you have in place when sharing data
with other organisations.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
V2.0 20170525



For Information

Some parts of the GDPR will have more of an impact on some
organisations than on others (for example, the provisions relating to
profiling or children’s data), so it would be useful to map out which parts
of the GDPR will have the greatest impact on your business model and

give those areas due prominence in your planning process. A

N
)

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
V2.0 20170525
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-
s N

/ \‘
\ 1 ' Awareness
4

S

You should make sure that decision makers and key people in your
organisation are aware that the law is changing to the GDPR. They need
to appreciate the impact this is likely to have and identify areas that could
cause compliance problems under the GDPR. It would be useful to start
by looking at your organisation’s risk register, if you have one.

Implementing the GDPR could have significant resource implications
especially for larger and more complex organisations. You may fig
compliance difficult if you leave your preparations until the last

You should document what personal data you holdpawhere it came from
and who you share it with. You may need to or alan information audit
across the organisation or within particular,

The GDPR requires you to maintai or y
It updates rights for a networked
inaccurate personal data and have
you will have to tell the other g about the inaccuracy so it can
correct its own records. Yo able to do this unless you know
what personal data y where'it came from and who you share it
with. You should docu t Doing this will also help you to comply
with the GDPR’s ac ab principle, which requires organisations to
be able to show theyacomply with the data protection principles, for
example by ctive policies and procedures in place.

I processing activities.
mple, if you have
is with another organisation,

\
3 | demmfinicating privacy information

d review your current privacy notices and put a plan in place for
ing any necessary changes in time for GDPR implementation.

en you collect personal data you currently have to give people certain

ormation, such as your identity and how you intend to use their
information. This is usually done through a privacy notice. Under the
GDPR there are some additional things you will have to tell people. For
example, you will need to explain your lawful basis for processing the
data, your data retention periods and that individuals have a right to

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
V2.0 20170525
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complain to the ICO if they think there is a problem with the way you are
handling their data. The GDPR requires the information to be provided in
concise, easy to understand and clear language.

The ICO’s Privacy notices code of practice reflects the new requirements

of the GDPR.
-4 | Individuals’ rights
You should check your procedures to ensure they cover all the %

individuals have, including how you would delete perso ta
data electronically and in a commonly used format.

The GDPR includes the following rights for individuals:

e the right to be informed;

e the right of access;

e the right to rectification;

e the right to erasure;

e the right to restrict processi
e the right to data portability;
e the right to object; and

e the right not to be subje

omated decision-making including

profiling.
On the whole, the righ di als will enjoy under the GDPR are the
same as those und ut with some significant enhancements. If
you are geared u giveyindividuals their rights now, then the transition
to the GDPR sk relatively easy. This is a good time to check your

procedures & ork out how you would react if someone asks to have
their pe aldeleted, for example. Would your systems help you to
locate and delete the data? Who will make the decisions about deletion?

THE ri ata portability is new. It only applies:

to personal data an individual has provided to a controller;

e where the processing is based on the individual’s consent or for the
performance of a contract; and

e when processing is carried out by automated means.

You should consider whether you need to revise your procedures and
make any changes. You will need to provide the personal data in a
structured commonly used and machine readable form and provide the

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
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information free of charge.

You should update your procedures and plan how you will handle requests
to take account of the new rules:

e In most cases you will not be able to charge for complying wit

request.
e You will have a month to comply, rather than the current
e You can refuse or charge for requests that are m ly

or excessive.

o If you refuse a request, you must tell the individdal why and that
they have the right to complain to the supervisory y and to
a judicial remedy. You must do this withou due delay and at the
latest, within one month.

If your organisation handles a large numb requests, consider
the logistical implications of having t@,de quests more quickly.
You could consider whether it is féasib able to develop systems
that allow individuals to access thei 0 tion easily online.

’ ’—-\\\\ .

' 6 | Lawful basis f; ce personal data
You should identify la sis for your processing activity in the
GDPR, document jtfan e your privacy notice to explain it.

Many organi 0 not have thought about their lawful basis for
processing p % data. Under the current law this does not have many

practic [i8 s. However, this will be different under the GDPR
becaus@someiindividuals’ rights will be modified depending on your
la a r processing their personal data. The most obvious example

[ at ple will have a stronger right to have their data deleted where
0 e consent as your lawful basis for processing.

You will also have to explain your lawful basis for processing personal
ata in your privacy notice and when you answer a subject access
request. The lawful bases in the GDPR are broadly the same as the
conditions for processing in the DPA. It should be possible to review the
types of processing activities you carry out and to identify your lawful
basis for doing so. You should document your lawful bases in order to

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
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help you comply with the GDPR’s ‘accountability’ requirements.

PRl

/ N

Y3 \
s / | Consent
N ’

S’

You should review how you seek, record and manage consent and
whether you need to make any changes. Refresh existing consents now if
they don’t meet the GDPR standard.

You should read the detailed guidance the ICO has published on cans

You are not required to automatical refresh all existing DPA
consents in preparation for the G . rely on individuals’
consent to process their data, make will meet the GDPR standard
on being specific, granular, cleg nt, opt-in, properly documented
and easily withdrawn. If no consent mechanisms and seek
fresh GDPR-compliant)consent, d an alternative to consent.

-

// \\\
. 8 ) Children

You should
place to

g now about whether you need to put systems in
duals’ ages and to obtain parental or guardian

, e, the GDPR will bring in special protection for children’s
on ata, particularly in the context of commercial internet services
uchgas social networking. If your organisation offers online services

formation society services’) to children and relies on consent to collect

ormation about them, then you may need a parent or guardian’s
consent in order to process their personal data lawfully. The GDPR sets
the age when a child can give their own consent to this processing at 16
(although this may be lowered to a minimum of 13 in the UK). If a child is
younger then you will need to get consent from a person holding ‘parental
responsibility’.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
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This could have significant implications if your organisation offers online
services to children and collects their personal data. Remember that
consent has to be verifiable and that when collecting children’s data your
privacy notice must be written in language that children will understand.

-
’ N

/' A
s O | Data breaches

-

You should make sure you have the right procedures in place to det
report and investigate a personal data breach.

Some organisations are already required to notify the I
some other bodies) when they suffer a personal data
introduces a duty on all organisations to report certain

discrimination, damage to reputation, financijal
or any other significant economic or soci

Where a breach is likely to result h the rights and freedoms
of individuals, you will also have to ifydhose concerned directly in
most cases.

You should put procedures,ift p effectively detect, report and
investigate a personal a ach. You may wish to assess the types of
personal data you hold ang doeékment where you would be required to
notify the ICO or [ i iduals if a breach occurred. Larger
organisations will d to'develop policies and procedures for managing
data breach o report a breach when required to do so could
result in a fi ell as a fine for the breach itself.

rotection by Design and Data Protection Impact
essments

as always been good practice to adopt a privacy by design approach
d to carry out a Privacy Impact Assessment (PIA) as part of this.
owever, the GDPR makes privacy by design an express legal
requirement, under the term ‘data protection by design and by default’. It
also makes PIAs - referred to as ‘Data Protection Impact Assessments’ or
DPIAs - mandatory in certain circumstances.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
V2.0 20170525



For Information

A DPIA is required in situations where data processing is likely to result in
high risk to individuals, for example:

e where a new technology is being deployed;
e where a profiling operation is likely to significantly affect

individuals; or
e where there is processing on a large scale of the special categories
of data.
If a DPIA indicates that the data processing is high risk, and you can

sufficiently address those risks, you will be required to consult tk
seek its opinion as to whether the processing operation lie
GDPR.

You should therefore start to assess the situations wherg,it will
necessary to conduct a DPIA. Who will do it? WHeg, else ne be
involved? Will the process be run centrally or lo

You should also familiarise yourself now with t ce the ICO has
produced on PIAs as well as guidance frog 29 Working Party,
and work out how to implement thermji Janisation. This guidance
shows how PIAs can link to other al processes such as risk
management and project mana

I,"—\\\ . 3

. 11 ; Data Protecti ice

You should designa o take responsibility for data protection
compliance and agsess Where this role will sit within your organisation’s
structure and ggvefance ‘arrangements.

whether you are required to formally designate a
fficer (DPO). You must designate a DPO if you are:

uthority (except for courts acting in their judicial
acity);
an organisation that carries out the regular and systematic
onitoring of individuals on a large scale; or

e an organisation that carries out the large scale processing of special
categories of data, such as health records, or information about
criminal convictions. The Article 29 Working Party has produced
guidance for organisations on the designation, position and tasks of
DPOs.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
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It is most important that someone in your organisation, or an external
data protection advisor, takes proper responsibility for your data
protection compliance and has the knowledge, support and authority to
carry out their role effectively.

-

N

! \
12 ; International
If your organisation operates in more than one EU member state, y
should determine your lead data protection supervisory authority

document this.

”

-

The lead authority is the supervisory authority in the s
main establishment is. Your main establishment is the
your central administration in the EU is or else the loca
decisions about the purposes and means of pro ing are
implemented.

This is only relevant where you carry out c - processing — ie you
have establishments in more than oge E r state or you have a
single establishment in the EU th i t processing which

states.

ould map out where your
decisions about its processing
e your ‘main establishment’ and
uthority.

activities. This will hel
therefore your lead su

The Article 29 W ng ty has produced guidance on identifying a
controller or proce ‘s Iead supervisory authority.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
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