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Falkirk Campus, Steeple Suite 4.00pm (refreshments available from 3.30pm) 

 
AGENDA    

 Type Lead 
   
Tour of new Falkirk Campus   
   
1 Apologies and Declarations of interest Discussion Ross Martin 
   
2            New Board Members introduction & welcome (Verbal)  Ross Martin 
   
3 Minutes and Matters Arising of Meeting of 5 December 2019 Approval Ross Martin 
Elements of this minute are exempt from disclosure under the Freedom of Information (Scotland) Act 2002 
section 30(b)(i) and (ii), section 33(1)(b) and section 27(1)(a) 
 
4 Minutes of Committee Meetings   
   
              Falkirk Campus Project Board – 28 January 2020 Noting Ken Richardson 
              Learning & Student Experience Committee – 18 February 2020   Noting Davie Flynn 
   
5 Principal’s Report Discussion Ken Thomson  
   
6 Chairs Update (Verbal) Discussion Ross Martin 
   
7 Student Association Report Discussion Andrew Smirthwaite 
   
STRATEGIC PLAN IMPLEMENTATION   
   
8 Draft Budget announcement   Discussion Alison Stewart 
   
9 Futures Programme Update (Verbal) Discussion Andrew Lawson 
   
10 FVC Application to Forth Valley College Foundation Approval David Allison 
   
SECTOR OVERSIGHT   
   
11 2018-19 Sector Performance Indicators Discussion David Allison 
   
OPERATIONAL OVERSIGHT   
   
12          Operational Plan Monitoring Discussion David Allison 
   
13 Review of Risk Discussion All 
   
14 Any Other Competent Business Discussion All 
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FOR INFORMATION   
Cumberford/Little Report   
Cyber Attack on Dundee & Angus College - (this paper is withheld from publication on the Forth Valley 
College website under Section 36 Confidentiality of the Freedom of Information (Scotland) Act 2002.) 
National Cyber Security Centre – Cyber Security Toolkit for Boards   
The Financial Sustainability of Colleges and Universities in Scotland   
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Stirling Campus, (Commencing at 10am) 
 
Present:  Ross Martin (Chair) 

Dr Ken Thomson 
Trudi Craggs (Vice Chair) 
Colin Alexander 
Fiona Campbell 
Lorna Dougall 
Pamela Duncan 
Davie Flynn (Vice Chair) 
Beth Hamilton 
Ken Richardson  
Andrew Smirthwaite 
Steven Tolson 

 
Apologies:  Andrew Carver 

Liam McCabe  
  Lindsay Graham 

Jennifer Hogarth 
 

In Attendance: Andrew Lawson, Depute Principal and Chief Operating Officer (DPCOO) 
David Allison, Vice Principal Information Systems and Communications (VPISC) 
Alison Stewart, Vice Principal Finance and Corporate Affairs (VPFACA) 
Stephen Jarvie, Corporate Governance and Planning Officer and Deputy Board 
Secretary (CGPO) 
Pauline Barnaby, Development and Fundraising Manager (DFM) (for B/19/010 only) 

 
B/19/028 Apologies and Declarations of interest 
 

The apologies were noted and no declarations of interest were made 
 

B/19/029 Minutes and Matters Arising of Meeting of 24 October 2019 
 

The minutes of the meeting of 24 October 2019 were approved. 
 

B/19/030 Minutes of Committee Meetings 
 

Falkirk Campus Project Board – 29 October 2019 
 
The Chair of the Falkirk Campus Project Board (FCPB) updated members on progress 
with the campus, highlighting the delay to programme and additional resource put in 
place by the contractor. He informed members that the next FCPB meeting on 17 
December 2019 would be important as this is when the decision on whether or not 
the College can move on the intended date of 6 January 2020 will be taken. He 
confirmed to members that there were contingency plans in place should this occur. 
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He noted that the budget for the build had been well managed and had allowed for 
the addition of some significant additional projects. 
 
Members queried whether the College was looking at the potential for a phased move 
if required or if the intention was to move as a whole. The DPCOO confirmed that the 
intention was to move as a whole. 
 
Finance Committee – 19 November 2019 
 
Finance Committee members noted that the substantive item, the College accounts, 
had been endorsed and were on the agenda for Board consideration. 
 
Audit Committee – 19 November 2019 
 
The Audit Chair informed members on the business of the Committee, commented 
on reports laid before the Committee and confirmed that members had met privately 
with the internal and external auditors for their annual discussion and confirmed that 
no concerns had been raised. 
 
Falkirk Campus Project Board – 26 November 2019 
 
This was covered under the previous update. 

 
B/19/031 Principal’s Report 
 

The Principal provided members with an overview of activity since the last meeting. 
He highlighted the College’s success at the recent CDN awards, noting that the College 
submitted 6 applications and that, of the 130 applications made, all 6 were shortlisted. 
He outlined the results from the awards, noting that the College had won one 
category and been either Highly Commended or Commended for the remaining 5. 
 
He informed members that the governance arrangements with regard to the FCPB 
continued to be strong and that Scottish Futures Trust were looking at the model used 
by the College as an example of good practice. 
 
He noted that the clear statement from the Board in relation to the lifecycle 
maintenance issue at their residential had enabled him to engage with a number of 
key external stakeholders on this matter. He highlighted meetings he had had on this 
issue with all local MSP’s. 
 
He updated members on the recent Principal’s Briefings which had commenced and 
discussed the futures programme aspect of the briefings. He informed members that 
staff were being provided with an opportunity to contribute to the future’s 
programme and that a special email address had been set up for ideas and that the 
DPCOO was taking the lead on this. 
 
a) Members noted the content of the update 



UNCONTROLL
ED C

OPY

   
 

3. Minutes of Meeting of 5 December 2019 
For Approval   

 
27 February 2020 

BOARD OF MANAGEMENT 
 

 
 

B/19/032 Chair’s Report (Verbal) 
 

The Chair highlighted the recent Board Member recruitment which was ongoing and 
noted that he had been encouraged by the quality of the candidates who were 
seeking to join the Board. 
 
He informed members of a meeting he had had with Aileen McKechnie of Scottish 
Government to discuss the College sector and the need for collective stronger, more 
coherent voice, whilst also considering collective action to deliver best value. He also 
noted that Scottish Government had an ambition for the sector to demonstrate 
greater regional diversity, reflecting the aims and aspirations of their regional 
economies, as Forth Valley is certainly seeking to do.  
 
He informed members of a recent meeting he attended with the Principal where they 
met with the Chief Executive and Finance Director of the Scottish Funding Council 
(SFC). The meeting focussed on College finances and the Chair and Principal 
highlighted the ongoing concern with the lifecycle maintenance funding gap. 
 
He confirmed that he and the Principal had been invited to present to the SFC Board 
after this meeting and that they would use the opportunity to highlight these issues 
to the Board. 
 
The Principal informed members that an analysis of capital funding and spend for the 
last 5 years had been conducted which showed a year on year drop in funding and 
that this had been used to underpin the College’s arguments. 
 
The Chair also updated members on recent discussions with the Chair of College’s 
Scotland on how the organisation can better support College’s. 
 
a) Members noted the content of the update 

 
B/19/033 Student Association Report 
 

The Forth Valley Student Association President (FVSAP) provided members with an 
update on the activity of the Forth Valley Student Association (FVSA). 
 
He noted that there had recently been 3 student council meetings and highlighted 
some of the issues raised at these meetings. 
 
He also outlined a number of external activities undertaken by FVSA. 
 
Members noted the comments made in relation to travel issues and requested more 
information. The FVSA highlighted recent changes to public transport which had 
drastically reduced the travel options for students and the increased cost of other 
options. 
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The Chair noted that he would have a follow up discussion on this issue with the 
FVSAP. 
 
a) Members noted the content of the report 

 
STRATEGIC PLAN IMPLEMENTATION   
 
B/19/034 Fundraising Development Strategy 
 

The Principal introduced this item, noting that the underlying strategy for the next 
three years had been considered and approved by the Finance Committee on 19 
November 2019. 
 
The DFM made a presentation to members on fundraising activity within the College, 
providing an overview of the previous three years activity and on future direction for 
fundraising. She noted that there was meant to be a handout on the projects 
approved to date and it was confirmed that this would be issued to members 
electronically. 
 
She highlighted to members that projects were pursued based on their additionality 
and impact for students, rather than on a purely financial basis.  
 
She noted that the experience of the College to date had been considered and utilised 
when developing the strategy for the next three years. 
 
During a wide ranging discussion, members raised a number of points, e.g. some 
queried whether there was a financial target to be attained and what level this was 
set at. 
 
The DFM reported that, as agreed with Finance Committee, there was no target 
assigned as the focus of fundraising was to add value to provision and, as discussed, 
this could range from very small projects to significant ones. 
 
Members queried if staff engaged with the process. The DFM confirmed that staff do 
and provided the example of the Time for Me project where staff contributed their 
time to mentor on a one to one basis students who were care experience, carers or 
who had a challenging background. Members recommended that the College should 
consider ways in which this staff involvement could be recognised. 
 
Members discussed the ethical aspects of fundraising and the DFM outlined how the 
College approached these matters. 
 
Members thanked the DFM for her presentation and the success of fundraising to 
date. 
 
a) Members noted the content of the presentation 
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B/19/035 Futures Programme 
 

The following section of the minute is exempt from disclosure under the Freedom of Information 
(Scotland) Act 2002 section 30(b)(i) and (ii), section 33(1)(b) and section 27(1)(a) 
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GOVERNANCE 
 
B/19/036 Annual Report and Financial Statements 2018/19 
 

The VPFACA presented the Annual Report and Financial Statements 2018/19 for 
approval.  
 
She outlined the key considerations and highlighted that the College remained a going 
concern with an underlying Operational Surplus. 
 
She highlighted the significant amount of work undertaken by the Finance team to 
get to this position, and the Chair thanked them for their efforts. 
 
a) Members approved the Annual Report and Financial Statements 2018/19 

 
B/19/037 External Auditor Annual Report and Letter of Representation 
 

The VPFACA presented the external auditors report on the accounts, noting that the 
report gave a clean, unqualified opinion on the accounts. 
 
She noted that the only amber rating within the document reflected the sector level 
issue regarding financial sustainability. 
 
Members noted that the figure for savings in this document did not appear to match 
the earlier consultation document. 
 
The VPFACA confirmed that this was owing to the figures referring to different time 
periods. 
 
a) Members noted the content of the report and approved that the Chair sign the 

External Auditor’s letter of representation 
 
B/19/038 Audit Committee Chair’s Report to the Board of Management 
 

The Chair of the Audit Committee presented her annual report on the work of the 
Committee. She highlighted the positive statements from auditors and that the 
private meeting between them and the Committee had not highlighted any issues. 
 
a) Members approved the report 

 
B/19/039 Board Member Recruitment 
 

The Chair noted that there had been considerable diversity, and a very high level of 
interest, with impressive applications being made to date. 
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The VPFACA provided an overview of the process for interviews, noting that the final 
interview was later that day. She highlighted the ministerial guidance which underpins 
the process and confirmed that there had been 12 applicants for 4 posts. 
She outlined the candidates who had been selected for appointment to date and the 
process if the afternoon’s interview produced a suitable candidate. 
 
Members who had participated in the interview process noted that the candidates 
identified would likely make a very positive contribution to both the makeup and the 
work of the Board. 
 
a) Members approved the paper 

 
B/19/040 Board Self Evaluation 
 

The VPFACA gave a presentation on Board Member’s self-evaluation activity. She 
highlighted areas where the mean score fell below 4.5 out of 5 and highlighted how 
these areas, such as vision and strategy, could be strengthened. 
 
She also informed members that, in order to comply with the code of good 
governance, another external effectiveness review of the Board would be conducted 
in 2020. 
 
Members noted the content of the presentation and commented that it would be 
interesting to have the SMT score the Board on their effectiveness. 
 
The Chair confirmed that this would contribute to the next strategic day 
 
a) Members noted the content of the presentation 

 
B/19/041 Board Development Plan 
 

The VPFACA presented the draft Board Development plan for consideration and 
approval for publication and submission to SFC. 
 
She provided an overview of progress against the previous year’s plan and highlighted 
the areas in the new plan. 
 
She asked members whether there were any areas they wanted added to the plan. 
 
Members noted that the CDN Board Induction would be valuable to existing members 
as well as new members. 
 
a) Members approved the Board Development Plan 
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B/19/042 Risk Register  
 

The VPFACA presented the current risk register for the College.  
 
a) Members considered the content of the register and noted that the futures 
programme should be added 
 

B/19/043 Review of Risk 
 

Members noted that the Futures Programme should be added. 

B/19/044 Any other competent business 
 

None 
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Falkirk Campus (4.30pm) 
 
Present:  Ken Richardson  Forth Valley College Board Member (Chair) 

Ken Thomson  Principal 
David Allison Vice Principal Information Systems and Communications 

(VPISC) 
Alison Stewart  Vice Principal Finance and Corporate Affairs (VPFCA) 

 
Apologies: Ross Martin  Chair, Board of Management 

Colin Alexander  Forth Valley College Board Member  
Steven Tolson  Forth Valley College Board Member 
Paul Dodd  Scottish Futures Trust 
David Logue  Falkirk Campus Project Director (FCPD) 
Alison Meldrum  Scottish Funding Council 
Graeme Watson AECOM 
Trevor Stone  AECOM 
 

In attendance: Andrew Lawson  Depute Principal and Chief Operating Officer 
Claire Shiels  Operations Director for Falkirk Campus (ODFC) 

  Lyndsay Condie  Head of Communications and Marketing (HCM) 
Michael Chung  AECOM 
Stephen Jarvie  Corporate Governance and Planning Officer (CGPO) 

 
The Chair noted that interested members could tour the campus following the meeting if they wished. 
He informed members that he had been in to visit the College on a couple of occasions since it opened 
to see progress. 
 
FC/19/038 Apologies for Absence 
 

The apologies were noted.  
 

FC/19/039 Declarations of Interest 
 

None. 
 
FC/19/040 Minutes of Meeting of 17 December 2019 
  

The Chair checked whether the meeting was quorate. The CGPO confirmed this was 
the case. 

 
The Minutes of the meeting of 17 December 2019 were approved. 
 

FC/19/041 Matters Arising 
 
  None 
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FC/19/042 New Falkirk Campus - Transition Update 
 

The ODFC provided members with an update on the transitions over the Christmas 
period and the challenges of moving into what was a live site at the time. 
 
She reported that the later moves had generated additional costs for the College 
which would be levied against the contractor. 
 
She highlighted an incident which had occurred during the weekend of 12 January 
2020 which resulted in the fire brigade attending the campus. She informed members 
that the incident was related to smoke and a full investigation into the circumstances 
had occurred. She noted that the fire protection measures in the building had 
prevented the smoke from moving to other areas. 
 
She informed members that a master snagging list was being compiled at this time 
and that a commensurate amount of the final account would be retained by the 
College until such time as these have been addressed. Members queried whether this 
would include cosmetic and smaller quality related items. The ODFC confirmed this 
was the case with all items being logged in the BIM 360 system and not being removed 
until they are satisfactorily completed. 
 
The Principal informed members that the College was updating the Business 
Continuity Plan to cover the new build. He noted that emergency contingencies 
remain in place and that a more in-depth review will occur once staff were settled 
into the new campus. 
 
a) Members noted the content of the update 

 
FC/19/043 Project Managers Report 
 

Michael Chung, AECOM, provided members with an update on the project. He 
highlighted that the College had received a temporary occupancy certificate on 19 
January 2020. 
 
He confirmed that the snagging process had commenced and would run for a 12 
month period.  
 
He noted that the main issue since the last meeting had remained the completion of 
the workshops and that, thanks to the efforts of Balfour Beatty and the College, a 
position had been reached where most areas are now ready for use, with some 
building control certification needed for areas such as the gas workshops. 
 
He informed members that commercial claim discussions were ongoing with Balfour 
Beatty. 
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The Chair noted that the College intends to charge for the additional expenses 
associated with the delays and moves. The Principal also confirmed that this was the 
case. 
 
Michael informed members that, pending final assessment, the BREEAM score has 
been achieved with a very good rating. 
 
He anticipated, once the remaining works in progress were completed, a full 
completion certificate would be received from Falkirk Council ahead of the temporary 
occupancy certificate expiring in April 2020. 
 
The ODFC informed members that 16 of the Balfour Beatty portacabins would be 
removed in the coming week to allow progress with the remaining works and that it 
was anticipated that the full car park would be available at the end of the College 
February break. 
 
She informed members that she had requested a programme for the remaining works 
from Balfour Beatty and that she would work with the College leadership team to 
ensure remaining works were programmed around timetable commitments. 
 
The Chair asked when it might be possible to view the BIM model of the new campus. 
The ODFC reported that it was anticipated that this would be ready for mid-March. 
 
The Chair noted that this may make an interesting secondary event to run alongside 
the First Minister’s visit for the official opening of the campus on 1 April 2020 
recognising the First Minister would have a busy itinerary. 
 
The Principal noted that this could be included in the tour, perhaps in the virtual 
control room, and that this would be taken forward with the Scottish Government 
representatives planning the visit with the College. 
 
a) Members noted the content of the report 

 
FC/19/044 Any other competent business 
 

The Principal noted the exceptional effort of the ODFC, her team and other College 
teams such as IT over the Christmas period to bring to building to completion, and the 
efforts of staff since they have come to the new campus. The Chair also expressed 
thanks on behalf of the Project Board for this exceptional work and it was agreed that 
he would put these thanks in writing to all full Board members.  (Email sent on 3rd 
February – text of the email is attached). 

 
The Principal also informed members that a celebration dinner was being planned for 
the key players involved in the life of the project. 
 
The Chair asked for input from members both on when the Campus Board should next 
meet and if it might be appropriate to establish an Estates Committee linking into the 
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main College Board. Following discussion, it was agreed to hold the next meeting on 
17 March 2020 and the Principal noted he would bring a paper on the next steps 
beyond the Falkirk Campus Project Board. 
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ATTACHMENT – TEXT FROM EMAIL SENT TO FVC BOARD MEMBERS 
(03 February 2020) 

 
 
Dear FVC Board Member, 
 

I wanted to write to all Board Members before our next Board Meeting to note the outstanding 
work of College staff members in effecting a smooth transition from the old to the new campus 
at Falkirk ready for students in early January.  
  
In particular, I would like to thank Claire Shiels (Operations Director), Gordon Berry and Paul 
McHardy together with the whole of the IT team who worked flat out in December and then over 
the Festive Period to ensure a safe, smooth and efficient move. The Balfour Beatty (BBCL) team, 
led by Stewart MacPhail, also went that extra mile and I would like to commend them for their 
efforts as well. 
  
Once you visit the new campus, I’m sure that you’ll agree that it makes a stunning addition to 
our real estate and initial comments from both staff and students alike fully support this view. 
  
As you will hear at the Board Meeting, the whole project will come in on budget and pretty much 
on time, which is a great achievement in this day and age. In fact, we’ve been able to utilise 
unused contingency monies within the budget to progress some additional (non-budgeted) 
capital work, including the transfer of equipment and a significant uprating of the Westfield 
Plant. 
  
I’ve been in the College on a number of occasions over the last couple of months and the 
transformation of the new campus from building site to working college has been remarkable. 
The cooperation between college staff and contractor has been very notable as has the clarity 
in responsibilities during the phased handover and commissioning process - a real joint 
commitment to delivering a high value project. 
  
Well done to everyone involved in this project. 
  
Ken Richardson 

Chair, Falkirk Campus Project Board 
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Boardroom, Falkirk Campus (commencing at 4.30pm) 
 
Present:  Davie Flynn (Chair) 

Fiona Campbell 
Lorna Dougall 
Jennifer Hogarth 
Andrew Smirthwaite, Forth Valley Student Association President (FVSAP)  

 
Apologies:  Naila Akram 
  Steven Tolson 
 
In Attendance: Ross Martin, Chair 

David Allison, Vice Principal Information Systems and Communications (VPISC) 
Kenny McInnes, Vice Principal Learning and Student Experience (VPLSE) 
Mr Stephen Jarvie, Corporate Governance and Planning Officer (CGPO) 
Mhairi Shillinglaw, Head of Equalities Inclusion and Learning Services (HEILS) for 
L/19/015 and L/19/016 only  
Helen Young, Head of Learning and Quality (HLQ) for L/19/017 only 

 
L/19/012 Declarations of Interest 
 
  None. 
 
L/19/013 Minutes of Meeting of 10 October 2019 
 

Members approved the minute of 10 October 2019. 
 
L/19/014 Matters Arising  
 

a) L/19/002 Minute of Meeting of 21 February 2019 and 30 May 2019 
 
The CGPO informed members that a meeting was scheduled with West Lothian 
Council and the proposal for members to attend their equivalent to the LSE 
Committee would be raised. If West Lothian were amenable, a list of potential dates 
would be circulated to members. 
 
b) L/19/004 SFC Annual Report on Performance for 2018-2019 
 
Members had requested further information on the Student Support System (SSS). 
This has been added as an agenda item. 
 
c) L/19/009 Future Agenda Items 
 
Members had requested that the Outcome Agreement (OA) be brought back in a 
manner that highlighted any changes since the current OA. This has been added to 
the agenda. 
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d) Staff Awards 
 
The Chair noted that staff awards had been raised previously be the Committee but 
wasn’t on the agenda or future items paper and stated that he did not want to lose 
sight of this recommendation. 
 
Following discussion, it was agreed that this matter would be passed to the HR 
Committee, with members receiving updates via the Committee minutes published 
with each set of Board papers. 
 

L/19/015 Student Support System 
 

The Head of Equalities Inclusion and Learning Services (HEILS) presented members 
with a paper on the Student Support System (SSS). 
 
She provided members with an overview of the system, which is designed to ensure 
that a student should only have to declare a support need once as the system ensures 
all relevant staff have access to the information. It also allows staff providing support 
to enter notes so that other staff have the most up to date picture on what has been 
provided/agreed with the student. 
 
She highlighted that, over time, the SSS will also allow the College to examine how 
effective the range of support options provided are at helping students to remain at 
College and achieve their qualification. It will also allow for the identification of best 
practice which can be rolled out across the College. 
 
Members queried if College staff were engaging with the new system. The HEILS 
noted that there were early adopters who were good advocates for the system and 
that the information being generated was also useful to Curriculum Managers who 
would ensure their staff keep the information current. 
 
Members queried whether students were aware that their data would be used on the 
system and whether there were data protection concerns. 
 
The HEILS informed members that a Data Protection Impact Assessment had been 
carried out on SSS to ensure it was compliant. She noted that having the information 
on one system prevents sensitive information being duplicated on multiple different 
systems within the College which increased security. She also highlighted that for 
especially sensitive data, such as safeguarding, the detail was restricted to specialist 
staff only. 
 
Members queried how this information would be used to measure the impact of 
interventions. 
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The Vice Principal Learning and Student Experience (VPLSE) noted that this 
information would be linked to PI tracking. 
 
Members queried what data the College gets on support needs prior to the student 
self declaring, for example from Schools. 
 
The HEILS noted that this would be beneficial to have to ensure that support is in place 
at an early point but that it has been challenging to source the data. She highlighted 
that there were some national initiatives underway looking at how best to share data 
between different sectors in education. 
 
a) Members noted the content of the report 

 
L/19/016 Mental Health and Wellbeing Support (Verbal) 
 

The HEILS provided members with an overview of mental health and wellbeing 
support within the College. 
 
She noted the positive partnership work with the Student Association on the Student 
Mental Health Agreement and how this agreement had been embedded into the 
remit of the equalities action group to ensure it remains a topic of focus for the 
College. 
 
She outlined some of the services to student provided by the College wellbeing officer 
and the externally sourced counselling service as well as online resources such as the 
Big White Wall that were open to students and staff. She informed members that the 
Scottish Government had made additional funding available to support counselling 
provision and that this was being progressed at this time. 
 
She highlighted to members that demand for these services continued to rise year on 
year, with over 1,300 student being supported in one form or another and over 400 
mental health disclosures. 
 
She discussed the continuing professional development framework which has been 
prepared as part of the College’s People Strategy to support staff mental health and 
wellbeing. She noted that, for specific roles, elements of this training had been added 
to the role specification and induction process. 
 
She referenced the work being conducted by the Student Association to support 
mental health, with a number of recent events including a Blue Monday event. 
 
She noted that funding had also been sourced to support mental health workshops 
with over 223 students taking part. 
 
She highlighted how all this activity underpinned and supported the overall approach 
to Mental Health which will be compiled into the Mental Health strategy. 
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Members noted the diverse range of activity within the College. They highlighted the 
importance of links to external agencies such as the NHS to ensure that students 
continue to receive support once they finish at College.  
 
The HEIS agreed that there were elements out with the College’s control and remit 
and that students were signposted to additional support. 
 
The VPLSE noted that the intention of systems such as SSS and the PI tracking tool was 
to help to identify, as early as possible, students who may need support and ensure 
that support is in place throughout their time at the College. 
 
Members noted that the Wellbeing and Support Officer was externally funded and 
that the funding for this post was ending this year and queried whether there were 
plans to replace this post. The HEILS noted that the post had been externally funded 
for three years and this was unlikely to continue. She confirmed that the College 
would look at additional sources of funding but cautioned that, now Scottish 
Government were funding counselling support, many funders did not see the need to 
provide additional funds. 
 
Members commented that, if the post could not be protected or funded by the 
College, then the good practice developed should be embedded into wider College 
provision. 
 
The VPLSE informed members that the HEILS was leaving the College and he 
expressed his appreciation for the amazing work she has done for the College and 
acknowledged the breadth of experience she had brought to the role. 
 
Members echoed his sentiments and expressed their thanks. 
 
a) Members noted the content of the report 
 

L/19/017 SFC College Leaver Destination Survey 
 

The Head of Learning and Quality (HLQ) presented a paper on the annual leaver 
destination survey that the Scottish Funding Council (SFC) required the College to 
carry out. The outputs of this survey both evidence the College’s performance against 
OA targets and are also published annually in comparison with other Colleges. 
 
She outlined the process used by the College, with staff calling a selection of students 
identified by SFC. She also highlighted the SFC restrictions on what is considered to be 
a positive destination, noting that this can be challenging as the College is reliant upon 
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the students being willing to answer all the questions in the survey to get a complete 
response. 
 
Members welcomed the report and the data showing the level of positive 
destinations. 
 
Members highlighted that it might be useful to make students more aware of the 
survey while they are still at College and that this might help with response rates. 
 
The VPLSE informed members that SMT acknowledged that, while the College was 
skilled at inducting students, the exiting process could be strengthened and that the 
College was looking into this. 
 
a) Members noted the content of the report and commended the work of the HLQ 
and her team on obtaining high response rates to the survey 

 
L/19/018 Student Association Report 

The Forth Valley Student Association President (FVSAP) presented a report on the 
activities of the Association since the last meeting of the Board in December 2019. 
 
He highlighted a number of developments, such as engaging with Volunteering 
Scotland to help recognise voluntary activity of over 25’s, as well as a range of events 
held in to College such as the refreshers fayre. 
 
He also reported increased level of class interaction, with the FVSA team meeting with 
new classes of students to make them aware of the Association and the support that 
can be accessed through them. 
 
He informed members that the University of Stirling Student Union had voted to make 
their clubs and societies open to all College students instead of only students on 
degree link courses. He noted that there had been some initial problems with the new 
arrangements but that they had worked with their SSU counterparts to address this. 
 
a) Members noted the content of the report 

 
L/19/019 Outcome Agreement Summary Report of Changes 

The Vice Principal Information Systems and Communications (VPISC) presented a 
paper outlining the changes to the Outcome Agreement (OA) for 2020/21. He 
reported that SFC had sought more challenging targets but noted that, where the 
College now had 2018/19 destination data to support realistic target setting, our SFC 
OA Manager had agreed to some targets being scaled back. 
 
Members welcomed the data driven approach, noting that continually increasing 
targets for the sake of increasing targets was not realistic. 
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Members queried the increase of Foundation Apprenticeship activity instead of HNC 
outlined in the appendix. The VPLSE confirmed that this was due to a combination of 
school preference and Scottish Government/SDS pushing Foundation 
Apprenticeships. 
 
a) Members noted the content of the report 

L/19/020 2018-19 Sector Performance Indicators 
 

The VPISC presented a report on the College sector performance indicators for 
2018/19. 
 
He highlighted that there had generally been a slight drop in performance across the 
sector and also for the College but noted that the College performance is still above 
the sector average for all measures. 
 
He also confirmed to members that the College had achieved its allocated credit 
target for the year. 
 
a) Members noted the content of the report 

 
L/19/021 PI Prediction Tracking Tool / Curriculum Review 
 

The VPLSE demonstrated the PI Prediction Tracking (PIPT) tool to members. He 
informed members that the tool, introduced last year, provided the College and 
individual curriculum managers with the information they need to ascertain likely 
performance of students and courses over the academic year. 
 
He demonstrated how class lecturers can regularly agree a consensus on a student’s 
progress within their class and how that information is used to both identify where 
individual student support may be required and also predict the overall performance 
of the course against relevant OA targets. He stressed the advantage of the system in 
enabling the College to be proactive rather than reactive when students and/or 
courses require support. 
 
He informed members that there were three PI review periods in year which allowed 
himself and the VPISC to meet with teams to discuss progress and identify courses 
that require additional focus/support. 
 
Members queried if student feedback is incorporated into this process. The VPLSE 
confirmed that information from student satisfaction surveys and “Listening to 
Learners” sessions all support the assessments within the system. 
 
Members welcomed the use of data to support College decision making, especially as 
a tool to instigate and support conversations with department staff on courses that 
require additional attention to identify mitigation if required. 
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Members noted that it would be useful for the wider Board to see this system at a 
relevant point in the process. 
 
a) Members noted the content of the report 

 
 
 
L/19/022 Student Activity Report 
 

The VPISC updated members on student activity rates, noting that the College was on 
track to meet its target for the year. 
 
a) Members noted the content of the report 

 
L/19/023 Future Agenda Items 
 

The VPISC presented a paper on proposed future agenda items. 
 
a) Members noted the content of the report 

 
L/19/024 Review of Risk 
 

Members noted that there was a risk of funding levels impacting on performance but 

also noted that the PIPT system was a mitigating factor in addressing performance. 

L/19/025 Any Other Competent Business 
 

None. 
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1.  Purpose 
 

To present to the Board of Management the twenty fourth Principal’s report on key and 
strategic activity undertaken since the Board meeting in December 2020. 
 

2.  Recommendation 
 

The Board should note and comment on the activity undertaken by the Principal since 
December 2019. 
 

3.  Key Highlights 
 

3.1 A historical moment - on January 6th 2020 we flitted into our new Falkirk campus. Staff arrived 
on the 8th January with students starting on the 13th with apprentices accessing the Technical 
Block for the first time two weeks later following discussion with their employers. Claire Shiels, 
Director of Operations, continues to monitor snagging and has a programme for improvement 
for the next few months. The landscaping work has been hit by the weather but is on track to 
complete by the official opening on 1st April 2020 by the First Minister Nicola Sturgeon. 
Invitations are in the process of being sent out to all our stakeholders. 

 
3.2 Following the Scottish Government budget announcement on 6th February, Colleges Scotland 

provided a press release saying this was an increase to the sector of 5% and a real terms 
increase of 3.2%. In actual fact this has been unhelpful given the increase will be to cover 
pension increases, additional student support funds, money for care experienced students 
and a 3% inflationary increase. We believe the real outcome from the final approval of the 
budget to be flat cash as we predicted to the Board in August 2019 and planned within our 
Futures Programme. At a meeting called by SFC for all Principals on the afternoon of 20 
February, Karen Watt, in what I would say is a first for the sector, had a very transparent 
meeting with her senior team and Principals, indicating how the funds would be allocated. In 
the main it was as expected with an additional £4 million which we unanimously agreed should 
be spent supporting pension payments from April to July.  

 
3.3 We have started to develop the thinking for our Strategic Plan 2021 to 2026, as an evolution 

from our 2017 to 2022 strategy. Complementing the thinking will be information from the 
recent Cumberford-Little Report - One Tertiary Sector, and appended to your papers. We will 
also make use of the Sector’s Digital Ambition work, chaired by myself and with David Allison 
as part of the leadership group and a number of other documents from Industry, Education 
and Skills. In addition I am a member of the Scottish Government’s Curriculum and 
Assessment Board currently working through the remit for the review of Scottish Education 
Curriculum for Excellence Broad education and Senior phase. Outputs of this exercise will also 
feed into our thinking. Furthermore we will be gathering intelligence form our stakeholders 
and industry partners. We will be presenting the work to date at the Board’s residential later 
in the year for discussion to agree our direction of travel and priorities for the strategy ahead.  
 

3.4 Our Future Programme Consultation was launched on Wednesday 13 February and Andy 
Lawson, Depute Principal and Chief Operating Officer and college lead on the programme will 
update members on progress to date later in the meeting.  
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3.5     Colleagues maybe aware of the cybersecurity event which closed down Dundee and Angus 
College for the day. This has been well reported in the press and David Allison, Vice Principal 
for Information Systems and Communications has reported back to LMT. I thought it 
important the Board be aware of what happened and how Forth Valley College have systems 
in place that means a similar situation is very unlikely. David will give a brief update to the 
Board and the paper is included in the For Information section. Dundee and Angus Cyber 
security  

 
3.6 I am delighted to inform the Board that we have been shortlisted for three TES awards to be 

held at the Grosvenor House Hotel in London in March. The three awards are for our Primary 
work in STEM, our digital inclusion successes and for College of the year. Bearing in mind there 
are over 400 colleges in the UK these are excellent accolades for the College and one which 
our Marketing and Communications Department have been very active with. We are 
intending taking a group of 10 Board and staff to the awards and thanks go to Ross Martin and 
Lorna Dougal from the Board for supporting the evening.   

 
3.7 Finally, we have asked Ian Scott, local historian and previously Assistant Principal to Falkirk 

College of Further and Higher Education to pen a record of the college over the last 65 years. 
Ian has already written a 25 year history from when the college first opened and is delighted 
to have been asked. Fiona Campbell from the Board has very kindly offered to support the 
research. 

 
4 Networking 

4.1 Ross Martin attended and I gave a welcome speech to the inaugural meeting of the Falkirk 
Business Club hosted in the new Antonine Suite on Tuesday 18th February. Also speaking at 
the event was Jamie Hepburn MSP and Minister for Fair Work, Business and Skills. This was 
our first external event and a great chance to showcase the campus. Feedback has been very 
positive. 

4.2 I am a member of the Curriculum and Assessment Board for Scottish Government which had 
a membership from the whole of Scottish education from early years to University and parent 
teacher representation and all the recognised unions. On the 19th I attended a meeting which 
will see the start of the process for the Senior Phase Review requested by John Swinney, DFM 
and Cabinet Secretary for Education. The outputs of this will help formulate our College 
Strategic Plan 2021 to 2026 as noted above.  

4.3 I am delighted to inform the Board that Forth Valley College have become the first college 
member of the Centre for Work Based Learning. The other members include Strathclyde 
University, Robert Gordon University and Heriot Watt University. This group will help advise 
the Scottish Apprenticeship Advisory Board (SAAB) particularly on areas of innovation and 
employer engagement. 

4.4 Maree Todd MSP, Minister for Children and Young People visited the college at the invitation 
of Hannah Ritchie, Director of Care, Health and Construction and her team. Ms Todd met with 
students and staff to thank them for their response to the Government’s policy to increase 
opportunities in early years education. 
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4.5 Hannah Ritchie and I were invited to the official opening of the Stirling Care Village by Jeane 
Freeman, MSP and Cabinet Secretary for Health and Sport. Hannah and her CM, Sarah Higgins, 
have been involved in this initiative from early planning to completion and offers great 
opportunities for work placements for our students as a partner in the project.  

4.6 Ross Martin and I attended a reception at the Scottish parliament hosted by Shirley Anne 
Sommerville MSP and Cabinet Secretary for Social Security and Older people. The reception 
was a support for Talgo, the high speed train manufacturer who have been shortlisted for the 
HS2 project. As noted before they have identified Longannet Power station site as the site for 
their new manufacturing plant. Forth Valley College and Fife College have been very 
supportive of the project with the potential of over 1000 new jobs to the area. As a 
consequence of the meeting, Hugh Hall, Principal at Fife College, myself and identified staff 
will visit Chesterfield, the UK base for Talgo. In addition I have invitations to Shirley Anne 
Sommerville MSP and Paul Wheelhouse MSP, Minister for Energy, Connectivity and the 
Islands to visit the new campus.  

5. Presentations  

5.1 In the two months since my last report I have presented the college story and highlight of the 

new campus to the Grangemouth Rotary. After the meeting we agreed a follow up visit to the 

new Falkirk Campus and this on the back of Grangemouth Probus being hosted for their next 

meeting in the Falkirk Campus.   

6. Key Meetings 

I undertook the following key meetings in the period 30 November 2019 to 21 February 2020: 

6.1 Ross Martin and I have met formally on three occasions since my last report and both have 
represented the college on a number of occasions noted elsewhere in this paper. In addition 
I have held two meetings with the Student Association including a quick visit to their very 
successful Refreshers Fayre, the first to be held in the new Campus.  

6.2  As part of our profile strategy I have hosted a number of visitors to the new campus and an 
opportunity to talk about the college and the sector. We have a number of visits already 
scheduled for the next few months. Since opening mid-January,  we have had visits from Linda 
Pooley, Scottish Government; the senior team from Ineos including new MD Tobias 
Hannermann –  from Germany and who noted he had never seen anything like our new 
campus; Hugh Hall and David Watt, Chair of Fife College; Richard Lochhead, Minister for FE, 
HE and Science; Julia Belgutay, Senior reporter for TES FE; Angela Pignatelli, Vice Principal of 
West of Scotland College (this visit resulted in a request from their Principal to host their 
senior team meeting with a tour); Robin Ghubhurun, Managing Director FE and Skills for Jisc 
and his senior team. Ross Martin was also in the meetings with Linda Pooley, Fife College and 
Richard Lochhead. In all cases we highlighted the Government investment, our approach to 
learning through Creative Learning and Technologies Strategy, the way we work with our 
students and staff linked to our People Strategy and our extensive links with industry leading 
to the investment in modern equipment. This is in addition to the numerous show and tell 
events being organised formally and informally by staff and students. A good example is the 
opportunity the FVSA had in showing Liam McCabe, NUS Scotland President, our campus as 
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part of a formal visit to the team. Our Marketing and Communications team have been very 
proactive in getting photographs and quotes and have been very active on social media 
promoting the facility.  

6.3 I have attended one SQA Board meetings, chaired their Qualifications Committee on one 
occasion and attended the Advisory Council. I also attended one HES Strategic Board meeting 
and one meeting of the Jisc Finance and Treasury Committee.  I am also a member of the IoD 
Central Scotland Committee and organised our first Master Class Conversation with Colin 
Robertson CBE, MD Alexander Dennis.  

6.4 In addition I have attended meetings with the Falkirk Economic Partnership with the Falkirk 
Investment Zone a key agenda item (we are hosting the next meeting of the group in the new 
campus); I met Hector MacAuley, MD Scotland for Balfour Beattie, to go over process for 
snagging and a look to the future. The college is going to host his SMT in the campus in a few 
weeks’ time.  

7. Colleges Scotland (CS) 

7.1 I attended one meeting of Colleges Scotland Strategic Discussion with the College Principals 
Group (CPG) and took part in the quarterly meeting of the Funding and Finance Committee 
and SFC College Funding Group. I have also represented Colleges Scotland at a meeting with 
Scottish Government, SDS and SFC on the role of College’s in Graduate Apprenticeships.  

7.2 I was invited to join the Colleges Strategic Futures Group meeting at the Scottish Parliament 
with John Swinney DFM, and Richard Lochhead, Minister for FE, HE and Science to discuss the 
future role of Colleges and the forthcoming Scottish Government budget.  

7.3 I continue to chair the Colleges Scotland Digital Ambition Vision for 2030. The Short Life 
Working Group (SLWG) have undertaken workshops across Scottish colleges with a draft date 
for publication of April 2020. The Digital Ambition will complement the infrastructure vision 
for the college sector over the next five to ten years and will develop an implementation plan 
for delivery whilst complementing the next Colleges Scotland Spending Review.   

8. Community Planning Partnership 

8.1 There has been one meeting of the Strategic Board meeting in Falkirk. In Stirling, and as a part 
of a partnership project with Police Scotland, we are in the process of developing an exemplar 
CPP project with pupils at Bannockburn High School. I will report on progress on this 
innovative project in future Principal’s Reports.  

9. Financial Implications 

 None 
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10. Equalities 

 Assessment in Place? –  Yes  ☐ No  ☒  
 
 If No, please explain why – This paper is an overview report only, there are no changes to 
 College policy or practice involved.  
 

11. Risk 

 Please indicate on the matrix below the risk score. Risk is scored against Impact and 
 Likelihood as Very Low through to Very High. 
 

 Likelihood Impact 

Very High   

High   

Medium   

Low   

Very Low X X 

 
 Please describe any risks associated with this paper and associated mitigating actions –  
 None 
 
 Risk Owner – Ken Thomson   Action Owner – Ken Thomson 
 

12. Other Implications –  

 Please indicate whether there are implications for the areas below. 
 

 Communications – Yes  ☐ No  ☒  Health and Safety – Yes  ☐ No  ☒ 
 
 Paper Author – Ken Thomson   SMT Owner – Ken Thomson 
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1. Purpose 
 
To provide members with an update on the recent activities of the Forth Valley Student 
Association (FVSA) 

 
2. Recommendation 

 
That members note the content of the report. 
 

3. Key Considerations 
 
Since the last Board of Management on the 5th of December FVSA have conducted a number of 
activities. 
 
College eActivities Group  
 
The Student President attended the College eActivites Group Winter Fayre in December, this 
event was well attended by College Staff across Scotland. The day had various activities for the 
attendees to take part in, such as Flexible learning spaces on a budget, Chat bot Activity, Public 
Sector Accessibility Guidelines, and Easy App development with spreadsheets using GlideApps.  
 
Volunteers Scotland (VS) 
 
The Student President in partnership with the Principal sent a letter to George Thomson, CEO of 
VS in regards to the lack of volunteer certification for those over 25. This is with the aim to improve 
recognition for volunteers of all ages, the FVSA have a meeting in February with the Strategic 
Engagement Manager and Head of Learning and Practice from VS. 
 
World Aids Day 
 
The Vice President organised an awareness event for World Aids Day on the 2nd of December. This 
was held across all three campuses, where FVSA hosted Waverly care, where freebies and 
information were available to students and staff, this included the red ribbon that indicates this 
event.  
 
Stirling Champions Board 
 
On the 17th of December the Vice President attended a Stirling Champions board meeting after 
being invited by Tracy Degan from Stirling council. This is a meeting where Care Experienced young 
people can talk directly to the local authorities to raise issues they have faced whilst being in care. 
The Vice President spoke with several FVC students here and a few issues were raised around 
funding.  
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White Ribbon  
 
On the 10th of December the Vice President took part in a spin class in place of a led bike ride that 
was cancelled due to bad weather which was organised as part of the 16 day of action against 
Gender Based Violence (GBV). Both the Student President and the Vice President are part of the 
White Ribbon Equalities sub group. 
 
Class introductions 
 
The Student President and the Vice President held class introductions over November and 
December for LDW classes in the Stirling campus and the Raploch campus. The class introductions 
cover what FVSA do as a Student Association, how the FVSA can help them, how and why the 
Sabbaticals ran for their positions, and to ensure theses classes have their Class reps in place to 
ensure their voices are heard at student council. 
 
New Campus 

Throughout January FVSA have been supporting students with the move to the new campus by 
helping the students get to class when they get lost, easing concerns around the glass walls, and 
signposting students to the correct support departments. There has been great interest from 
external companies to hold events, Sparqs will be holding their Student Engagement Staff Network 
meeting in the conference area in February.   
 
FVSA & Stirling Students Union (SSU) Partnership 
 
FVSA and SSU have had a partnership in place for the previous 3 years so that our students could 
attend Clubs and Societies at the University, however some students had been turned away. 
Therefore the Student President and the Activities and Volunteer Co-ordinator had a meeting with 
SSU to discuss this and how to get the Partnership degree students more involved with the SSU 
elections. This ended positively where the SSUs Elections Officer is looking at coming to the college 
to talk to the partnership degree students around elections, the FVSA will also be communicating 
the SSU Candidates to the Partnership degree students. 
 
Blue Monday  
 
On Monday 20th January the Vice President hosted an event in the new Forth Valley College Falkirk 
Campus marking “Blue Monday” which is an important date in the Mental Health calendar. To 
give this event it’s widely acknowledged explanation, “The third Monday of January has been 
awarded the gloomy title due to a combination of post-Christmas blues, cold dark nights and the 
arrival of credit card bills.” FVSA & FVC are working very hard to help students & staff who identify 
as having mental health illnesses & it is important that we mark the day with an event. The event 
was attended by FVSA, FVC (Alice Smith), Falkirk Council (Money Advice & Welfare Benefits) as 
well as contributions from SeeMeScotland. 
 
The event was run from 11am until 2pm. Both Students & Staff attended this event. Over 85 free 
teas & coffees were handed out. 
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Falkirk Football Club Partnership 
 
The Vice President attended FVC’s launch of the partnership with Falkirk Football Club on Tuesday 
22nd January. The Vice President took part in the photoshoot, tour & launch of the Tickets for 
Scheme. The Vice President also gave the Marketing department a quote, marking his thoughts 
on the partnership & launch. 
 
NUS Mental Health Survey 
 
FVSA Hosted the NUS in partnership with Think Positive at the Falkirk campus on the 31st of 
January, this was to get student feedback throughout Scotland on the mental health and 
Wellbeing support provided by Colleges and Universities. This is to support the development of 
support and services provided by the Colleges and Universities around Scotland and to provide 
data to the Scottish Government as nearly all mental health data is from Colleges and Universities 
south of the border. 
 
Re-freshers 

The FVSA hosted the annual Re-freshers event over the three campuses with a 80s theme. They 
were all well attended by the students and staff and had the chance to meet many of the stall 
holders which included Makeup artistry and Hairdressing students who got to practice their skills 
on students, staff and stall holders.  FVSA held a tombola at their stall where students could win 
anything from a £50 hamper to a pair of leg warmers to get in the 80s mood.  
 
In total the amount raised from the event was over £250. 
 
By-Elections for Voluntary officer position 
 
The FVSA Voluntary officer by-elections are under way, a student going for the Disabled student 
officer. With the election of this position the FVSA Executive Committee will be up to three 
voluntary officers. 
 

4. Financial Implications 
 
Please detail the financial implications of this item – there are no financial implications 

 
5. Equalities 

 
Assessment in Place? – No   
 
If No, please explain why – Not applicable   
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6. Risk 
 
Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood as 
Very Low through to Very High. 
 

 Likelihood Impact 

Very High   

High   

Medium   

Low   

Very Low x x 

 
Please describe any risks associated with this paper and associated mitigating actions – None  
 

7. Other Implications –  
 
Please indicate whether there are implications for the areas below. 
 
Communications – Yes 
Health and Safety –No  
 
Please provide a summary of these implications – FVSA extensively promote events, clubs and 
opportunities to be involved in the work of the association. 
 
Paper Author – Andrew Smirthwaite   SMT Owner – Kenny MacInnes 
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 The 19/20 Figures are based on the draft 19/20 budget and does not include additional 
monies allocated in year 

 Scottish Government and Scottish Funding Council consider Student Support Funding as 
“College Operational Expenditure”.  This is not operational expenditure within College 
accounts as Colleges merely act as an agent for SG.  It is money in and money out to 
Students and there is no scope for delivering efficiencies within this funding.  Any increase 
in Student Support Funding will have no impact on the College operational budgets. 

 The employer’s contribution for the teachers’ pension increased by 5.8% to 23% from 
September 2019.  SG provided funding for this for September 19 to March 20.  It is 
expected that the cost of the increased pension costs for FY 20/21 will be approximately 
£13m.  

 The public sector pay policy increase to 3% for all those earning below £80k.  The 5 Year 
Financial Forecast Return assumed it would remain at 2% for those between £36,500 and 
£80k. 

 There is a commitment to continue to fund the Flexible Workforce Development Fund. 
 

 Capital 

The sector Capital allocation has been reduced, however this reflects that our new Falkirk Campus 
is complete and there is no other capital project currently being funded by SFC.  There appears to 
be an increase of £7.8m when you factor in the reduction of Falkirk funding and the allocation of 
£3m for Fife College.  Analysis of how this funding will be allocated by SFC is needed to see what 
the potential impact of this has on FVC. 
 
 

5. Forth Valley College position 
 
Until SFC announce the actual allocations, it is difficult to gauge the overall impact of the College’s 
budget for 20/21.  SFC aim to take a paper to its Council on 2 April and if approved allocations will 
be announced on 3 April 20.   
 
The likely impact on our forecast for 20/21 is a very marginal increase, as the inflationary increase 
in funding was not budgeted, however we do have to offset the additional cost of the changes to 
the Public Sector Pay policy, along with inflationary increases in costs and the impact of Brexit still 
remains unknown. 
 
 

6. Financial Implications 
 
The potential financial implications have been noted in section 5.   

 
7. Equalities  

 
Not applicable given the nature of this report. 
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8. Risk 
 
Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood as 
Very Low through to Very High. 
 

 Likelihood Impact 

Very High   

High   

Medium X X 

Low   

Very Low   

 
 
 Risk Owner – Alison Stewart    Action Owner – Alison Stewart  
 

9. Other Implications –  
 
Communications –No Health and Safety –No  
 
Paper Author – Alison Stewart       SMT Owner – Alison Stewart 
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1. Purpose 
 
To seek approval from members to ask for funding from the Forth Valley College Foundation to 
support the additional staffing costs of our innovative EnableFVC project from August 2020 to 
July 2022. 

 
2. Recommendation 

 
That members note the content of this paper and approve the submission for funding to the Forth 
Valley College Foundation. 
 

3. Background 

 
The College Vision for 2030 has Digital Empowerment at its core.  It is our  view that to achieve 
our digital ambition the College must have the most robust infrastructure with the best 
connectivity available, current IT Equipment and software, with choice of applications to best 
meet need, with staff and students who have the Digital skills and confidence to make the most 
of our IT resource.  
 
Figure 1 – Achieving our Digital Ambition 
 

 
 

The College has invested in its IT Network and infrastructure through the move to our new Falkirk 
headquarters, along with upgrades to our core network in our Stirling and Alloa campuses.  This 
has delivered a ten-fold increase in our bandwidth and a ten-fold increase of our core network 
speed.  The College has invested in the volume and quality of its IT equipment.  All teaching staff 
have been issued with a Surface Pro device, all classrooms at Falkirk have a mobile Clevertouch 
screen and a laptop trolley (over 1,000 additional laptops for student use), with upgrades planned 
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for our Stirling and Alloa campuses.  To fully realise our digital ambition, the College recognises 
that there is a need to invest in both the digital skills of our staff and in digital content, thus 
empowering  our staff to embrace advances in technology, enhance our  digital pedagogy, and 
develop the skillset to create  content for our students and therefore be in a position to design 
and develop a digital platform and content to meet the needs of our Creative Learning and 
Technologies strategy, and our industry and university partners, whilst maximising work already 
in place within our Moodle VLE. 
 
As part of the Senior Phase Review, the Curriculum Assessment Board of Scottish Government is 
encouraging colleges to engage flexibly through the use of VLEs and tailored online content with 
their local educational partners.  

EnableFVC (Empowering a national approach to blended learning excellence in FVC) Project –   
Making Digital Work 
 
From Session 2020/21 through our project EnableFVC we will create a Digital Skills Team and Hub 
within the College to promote digital pedagogy, enhance the digital skills of our staff and design 
and develop digital content hosted on a FVC platform.   This new team will come from combining 
existing staff (from Learning & Quality, Business Transformation, and Equalities, Inclusion and 
Learning Services), with the additional support of curriculum specialists for a two year period.  The 
purpose of this team will be to support and develop our staff to enable us to deliver on the 
College’s Digital Ambition, through delivery of our Creative Learning and Technology Strategy and 
People Strategy. 
 
Specifically, within the Creative Learning and Technologies Strategy we have ambition that: 

 All of our staff are digitally competent and confident against a framework of clearly 
identified key digital skills. 

 All staff are competent and confident in contemporary pedagogies and blended learning 
to a minimum standard, which will enhance the student experience. 

 Resources are available digitally and staff are supported to develop own resources. 

 All staff make use of digital technologies for formative and summative assessment. 

 We use learning analytics effectively. 
 
Specifically, within our People Strategy we have stated that we will: 
 

 Embrace digital technologies for enhanced service delivery. 

 Lead a digital first ethos. 

 Equip our people with the confidence to contribute to the development of the college. 
 
Through the EnableFVC project we will create  a centralised Digital Skills Team and Hub within a 
designated area  within the College where staff know they can go for support and advice on the 
use of the most appropriate  technology to support delivery of learning, support their day to day 
work and maximise opportunities for curriculum innovation.  .  The centralised digital skills team 
will support the development of a consistent brand and platform for our online content, and 
ensure all content is built to meet accessibility legislation and a level of educational quality 
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consistent with the Forth Valley College reputation.  The Digital Skills Hub will create a space for 
all new and emerging technology to be tested and showcased.  The hub will house the Digital Skills 
Team, and will have a dedicated training area/classroom, with drop-in areas to allow staff to gain 
hands-on experience of using technology with support on-hand.  Although based in Falkirk, the 
team will be transient and visible throughout all of our campuses.  Through working with Digital 
Skill mentors and developers, we aim to create a resource to develop online materials initially at 
the second year HND level, develop staff to adopt a digital pedagogy, and mentor staff to develop 
their own digital resources to a consistent standard.  The Digital Skills Developer will also have the 
responsibility to fully embed assessment recording with existing college MIS systems, and take 
advantage of the breadth of student engagement information that we collect through our VLE to 
enhance our learning analytics.   
 
The College’s Learning & Quality team have developed a bespoke Digital Skills self-assessment 
tool, with supporting online resources.  This tool, which has initially been developed for teaching 
staff, and will be further developed for all roles, will allow staff to track their own digital skills level 
and development, and allow the College to track the development of the Digital Skills of staff. 
 
The aims of the EnableFVC Project will be to: 
 

 Enhance digital skills for all staff. 

 Ensure all staff use contemporary learning and teaching methods. 

 Enable the effective use of new and emerging technology. 

 Ensure staff having skills and confidence to create their own digital resources 

 Design and develop a digital platform to host FVC branded online learning materials. 

 Embed digital assessment. 

 Enhance the use of assistive technology. 

 Ensure learning analytics are developed and used effectively. 
 
The Digital Skills Team 
 
The Digital Skills Team will be a bespoke group of staff drawn from across the college and be led 
by our Learning & Teaching Manager (Digital Skills Manager). The team will include our existing 
Moodle VLE Team of Learning Technology Coordinator and Learning Technology Support Officer, 
along with our Digital Skills Support Officer, and our Assistive Technologies Coordinator.  The team 
will be supplemented by the addition of two Digitals Skills Mentors and a Digital Developer, 
specifically recruited and on two year fixed term contracts.  
 
The Place 
 
The team will be located within a newly created Digital Skills Hub located within the current 
‘expansion space’ of our Falkirk headquarters.  The Hub will be equipped to deliver Digital Skills 
training in a classroom environment, along with drop-in areas highlighting the latest technology, 
with staff on-hand to support and develop the use of digitally enabled learning and teaching, and 
to develop staff knowledge and confidence in the creation of digital content.  Although the Hub 
will be located in Falkirk the team will be transient and visible across all of our campuses.  We 
have also submitted a capital bid to Scottish Enterprise to support the technology fit-out of the 
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6. Risk 
 
Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood as 
Very Low through to Very High. 
 

 Likelihood Impact 

Very High   

High   

Medium  X 

Low x  

Very Low   

 
There is a risk that if the College does not receive grant funding from Forth Valley College 
Foundation that the objectives of EnableFVC will not be met within the timeframes of the project 
with failure to achieve objectives of both our Creative Learning and Technologies and People 
Strategy with the inevitable impact on achieving our Vision 2030.  
 
Risk Owner – David Allison   Action Owner – David Allison/Kenny MacInnes 
 

7. Other Implications –  
 
Please indicate whether there are implications for the areas below. 
 

Communications – Yes  ☐ No  ☒  Health and Safety – Yes  ☐ No  ☒ 
 
Paper Author – David Allison  SMT Owner – David Allison 
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Figure 2 – Overall Success PI across all modes and levels 

 
Figures 3 through 6 show success PI by College for Full Time FE, Full Time HE, Part Time FE and 
Part Time HE. 
 
Figure 3 – Success PI for Full Time FE 
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Figure 4 – Success PI for Full Time HE 
 

 
Figure 5 – Success PIs for Part Time FE 
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Within Key Groups, our success rates are higher than sector average for students from the most 
10% deprived postcodes, students form the 20% most deprived postcodes, students from an 
ethnic minority, students who are disabled, students who have their fees paid by their employers, 
and students who have a year of study greater than first year.  We are just below sector average 
for students who are care experienced. 
 
Within subject areas at FE level we have the highest success rates in Engineering and Computing 
and ICT.  We are above sector average for Business, Management and Administration, 
Construction, Care, Special Programmes, Science, Hairdressing, Beauty and Complimentary 
Therapies, Languages and ESOL and Media.  We are below sector average for Hospitality and 
Tourism, Sport and Leisure, and Art and Design. 
 
Within subject areas at HE level we are above sector average for Art and Design, Computing and 
ICT, Hospitality and Tourism, Sport and Leisure, Social Subjects, Engineering, Media and Business, 
Management and Administration.  We are below sector average for Care, Construction, 
Hairdressing, Beauty and Complementary Therapies and Science. 
 
 
5. Financial Implications 
 
Please detail the financial implications of this item – None 

 
 

6. Equalities 
 

Assessment in Place? –  Yes  ☐ No  ☒  
 
If No, please explain why – The published PIs report on Sector and individual college performance 
against a number of protected characteristics. 
 
Please summarise any positive/negative impacts (noting mitigating actions) – N/A 
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7. Risk 
 
Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood as 
Very Low through to Very High. 
 

 Likelihood Impact 

Very High   

High   

Medium  x 

Low x  

Very Low   

 
Please describe any risks associated with this paper and associated mitigating actions – There is 
a risk that the College may not achieve the grades that it would want to achieve through its 
Evaluative Report if full time success PIs are not showing continuous improvement.  Overall, the 
College has performed above sector average in Session 2018-19 in terms of success PIs.  However, 
in line with the Sector, the College has seen a dip in its full time success PIs, which we are 
addressing through regular PI Tracking and analysis, and through the introduction of our Student 
Support System. 
 
Risk Owner – David Allison/Kenny MacInnes   Action Owner – David Allison/Kenny MacInnes 
 
8. Other Implications –  
 
Please indicate whether there are implications for the areas below. 
 

Communications – Yes  ☒ No  ☐   Health and Safety – Yes  ☐ No  ☒ 
 
Please provide a summary of these implications – The College publishes its own PIs on its website. 
 
Paper Author – David Allison   SMT Owner – David Allison
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1. Purpose 

 
To update the Board of Management on progress towards meeting our objectives set out within 
the College’s Operational Plan for 2019-20. 

 
2. Recommendation 

 
That members note the content of the report. 
 

3. Background 
 
The College has developed a monitoring system to allow active monitoring of progress towards 
achieving the objectives set out within the College’s Operational Plan for 2019-20.  

4. Key Considerations 
 
Appendix 1 provides an overview of progress against our 2019-20 objectives.  Of our 39 
operational plan objectives, five are complete, 32 objectives are progressing to target, one 
objective is yet to commence, and one objective has been identified as progressing with a minor 
delay.   

Objective OP22 has been flagged as progressing with a minor delay, and relates to the 
development of the College’s Business Development Strategy.  Work is ongoing on the strategy, 
which will be brought to the Board of Management meeting in June. 

For information, an update for all objectives is included. 

5. Financial Implications 
 
Please detail the financial implications of this item – No financial implications have been 
identified. 
 

6. Equalities 
 
Assessment in Place? –  Yes   No    
 
If No, please explain why – This is a monitoring report of progress against the College’s 
Operational Objectives.  Due consideration of any impact in relation to protected characteristics 
was undertaken during the setting of these objectives. 
 
Please summarise any positive/negative impacts (noting mitigating actions) – n/a 
 

7. Risk 
 
Please indicate on the matrix below the risk score. Risk is scored against Impact and Likelihood as 
Very Low through to Very High. 
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 Likelihood Impact 
Very High   
High   
Medium   
Low   
Very Low x x 

 
Please describe any risks associated with this paper and associated mitigating actions – 
 
Risks – No new risks have been identified. 
 
Mitigating Actions 

 
Risk Owner – SMT    Action Owner – SMT 
 

8. Other Implications –  
 
Please indicate whether there are implications for the areas below. 
 
Communications – Yes   No    Health and Safety – Yes   No   
 
Please provide a summary of these implications – n/a 
 
Paper Author – David Allison  SMT Owner – David Allison 
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FOREWORD
1. We were delighted to be asked by the 

Scottish Government to undertake this 
important review of the economic impact of 
our colleges. This is a timely exercise, some 
eight years on from publication of “Putting 
Learners at the Centre”, the Government’s 
proposals for profound reform to post-16 
learning. In our view, the resultant reforms 
and regionalisation programme that 
followed left colleges well placed to face the 
challenges at the start of the new millennium. 
The regionalised system created colleges of 
significant scale and influence, imbuing them 
with a more influential voice - and enabling 
their leadership - to have greater impact in 
regional and national economies. 

2. Moreover, colleges now operate in an 
increasingly coherent strategic policy 
environment, led by the Government, and 
its Enterprise and Skills Strategic Board, 
and characterised by an ambition for 
greater collaboration across the skills and 
learning landscape, between schools, 
colleges, universities, and other providers.  
Indeed the concept of a national tertiary 
ecosystem is at the very heart of our thinking, 
necessitating a much closer alignment of 
the public agencies, most notably between 
Skills Development Scotland (SDS) and the 
Scottish Funding Council (SFC). We therefore 
welcome the current programme of ‘skills 
alignment’ between SDS and SFC, and hope 
that work can be completed quickly. We are 
mindful that the Government’s Future Skills 
Action Plan sets a clear direction of travel, 

whilst highlighting the inherent uncertainties 
of future labour markets, and the expected 
response from the supply side; and we 
welcome the updated Economic Action Plan, 
in particular, its maintained focus on inclusive 
growth, and the role of the tertiary education 
and skills system in supporting employers 
and increasing productivity. At the same time, 
we appreciate that whilst the SFC’s Outcome 
Agreement regime - now in its eighth year 
of operation - has encouraged a closer 
alignment between Government priorities 
and delivery, we still think it can be further 
improved. And more recent Government 
programmes such as the Flexible Workforce 
Development Fund are enabling colleges 
to move with agility to deliver what industry 
and business partners want, whilst 
simultaneously offering a blueprint for a more 
targeted and impactful way of connecting 
colleges with employers - particularly at a 
bedrock SME and micro level.

3. Elsewhere, however, we see systemic 
constraints to overcome if the Government 
wants fully to exploit the huge potential 
that we know colleges can offer. The 
existing volume target we are required to 
meet annually has served Scotland well 
in helping avert the acute spread of youth 
unemployment in yet another generation in 
the wake of the banking crash of the mid-
2000s. However, it is proving much less 
suited to the challenges of today, let alone 
those to come in a more volatile future. And 
the breadth of ambition signalled in Ministerial 
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strategic guidance, whilst welcome in 
recognising colleges’ inherent ability to have 
a positive impact on so many Government 
priorities, nonetheless risks diffusing clear 
attention when a more singular focus is 
increasingly needed to optimise economic 
impact.  

4. The time is right to be considering these 
and other such constraints, and to develop 
collaborative responses to the emerging 
circumstances of this next decade. The 
world of work and skills continues to change 
– rapidly, and in ever challenging ways. 
Those challenges are well rehearsed, both in 
the evidence supporting the Government’s 
Future Skills Action Plan, and in our own 
desk-based research in the annex to this 
Report: demographic change; an increasingly 
ageing population; structural shifts that have 
seen a ‘hollowing out’ of the labour market; 
digitalisation; and the consequences of 
the global climate emergency. In addition 
to all that, we share the view that the UK’s 
departure from the European Union holds the 
potential to create an economic and social 
shock of a considerable scale; if there were 
no other reasons for acting quickly to enable 
our colleges better to support the economy – 
and there are many – then Brexit itself would 
make the case as a clear and present driver 
of systemic change. We have had this threat 
very much in mind since our commission 
from Ministers in late summer last year, and 
our recommendations are aimed at helping 

the college sector help Government to avert 
some of those likely difficulties

5. We are confident that Ministers recognise 
the strengths and future potential of all our 
colleges – their investment of over £600m 
per year is the most overt expression of 
that confidence.  However our aim in this 
report is to inspire even greater levels of 
confidence, so that Ministers release the 
latent potential we ardently believe exists in 
the college sector, so that, with peers and 
partners, we can tackle the challenges - and 
seize the opportunities - that lie ahead for 
Scotland. A holistic, coherent, and tertiary 
response - characterised by agility, flexibility 
and adaptability - is now more essential than 
ever if Scotland is to make a step change in 
delivering its national priorities. In this report, 
we highlight how colleges can and must 
play an even more pivotal role in developing 
our economy. And we begin by examining 
the most fundamental question for colleges, 
since so much will flow from a national, 
shared understanding of the answers we 
develop, at this, the cusp of the second 
decade of the 21st Century.

6. This report has been a significant, if 
welcome, undertaking. We have been 
fortunate to have had the support of 
everyone we have engaged, within and 
outwith the sector. We are very grateful 
to all those who took the time to let us 
have submissions, and for the consistently 
thoughtful and considered nature of those 
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This report, though, comes at a crucial time. 
Public finances are tighter than ever, and 
the UK has left the European Union with as 
yet unknown consequences. The Scottish 
Government and its Enterprise and Skills 
Strategic Board have identified improving 
business productivity as a priority, and quite 
properly want to see all publicly funded bodies 
align with that ambition. Notwithstanding the 
strengths of the current college system, we 
are clear that it can do more to engage with 
Scottish business of all types – particularly with 
our ‘bedrock’ small and medium enterprises, 
and our start-ups and micro businesses, to 
develop the skills and capacity that will help 
them become more competitive and to grow. 
Doing so with this community, which represents 
the vast majority of Scotland’s business base, 
would be an invaluable contribution to the 
Government’s economic and social ambitions.

In our judgement though, we are not, as yet, 
maximising the potential of our colleges to 
support business growth. We contend this is 
the result of a series of policy and operating 
measures that, while appropriate for their time, 

have now become outdated, and are acting as 
constraints; in addition, we think that the wider 
learning and skills system of which colleges are 
a fundamental part, is itself insufficiently aligned 
to deliver the results the Government wants – 
in this respect, we echo Professor Sir Anton 
Muscatelli’s call in his recent report on driving 
innovation in Scotland - for a “national mission”. 

In this report we seek both to identify constraints 
besetting the sector, and identify the agencies 
that should consider how best to release them, 
scoping and developing appropriate solutions. 
We have not sought to identify those solutions 
ourselves because we are clear that should be 
a collective effort. The college sector should 
absolutely be a central player in this process, 
and we expect our colleagues to embrace the 
opportunity with enthusiasm. 

In the opening paragraphs of this summary, 
we identify the substantial economic impact 
colleges already have. We see that as the base 
from which to grow: the recommendations that 
follow aim to create the conditions for that to 
happen.  

OF STUDENTS ARE ENROLLED 
IN STEM SUBJECTS 
IN SCOTTISH COLLEGES

OVER A QUARTER

189   NATIONALITIES 
ARE REPRESENTED 
IN COLLEGES

WERE STUDENTS FROM 
BLACK MINORITY 
ETHNIC BACKGROUNDS

7%   OF ENROLMENTS  

OVER   
CARE-EXPERIENCE STUDENTS 
WERE ENROLLED IN COLLEGES

3000
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Colleges across Scotland are now remarkably 
agile tertiary education and training institutions.  
They are much enhanced in their scale, scope 
and stature. Increasingly demand-led they play 
pivotal civic anchor roles within their respective 
regional, rural or metropolitan economies. Within 
Scotland’s tertiary ecosystem, working with 
and alongside schools and universities, and 
delivering both access and degree provision - 
and all points between - colleges are valued for 
their flexible, adaptive and inclusive approach. 
We think they are a Scottish treasure, whose 
diversity is now characterised by collaboration 
rather than competition.

We know from experience that college leaders 
and their staff are committed to make an impact 
from the point of engagement, and that, in doing 
so, they effect transformation across a diverse 
continuum from individuals and communities 
to family businesses and large corporates. 

Colleges have a particular – and extraordinarily 
important – USP through their connections 
to Scotland’s SME and micro-business 
communities, the bedrock of our economy, and 
including many businesses in which a boost to 
average levels of productivity would see them 
move up the value chain. A recent report by 
Fraser of Allander on the Glasgow economy 
explores this point more fully (see graph below). 

Staffed by dual industry and education 
professionals, respected within both their own 
local communities and national trade bodies, our 
colleges prioritise skills mastery, underpinned 
by the technological and professional education 
of the individual student. College pedagogy 
emphasises the ‘doing’, instilling competence 
and proficiency in our learners.

Today’s colleges have an incredibly broad 
curriculum offer, extending from the senior phase 
of schools to Foundation Apprenticeships, 
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SVQ’s, partnerships with the 3rd sector (such 
as the Princes Trust ‘Get Into’ programmes), 
access pathways, SCQF and credentialised 
accreditation, ‘train the trainer’, and national 
awards - through to higher vocational 
qualifications including Modern and Graduate 
apprenticeships, HNCs and HNDs, Professional 
Development Awards, professional chartered 
qualifications, and technical and honours 
degrees. Some institutions offer post-graduate 
and chartered professional qualifications and 
a few offer Masters Degrees and, among the 
academic partners forming the University of the 
Highlands and Islands, Doctorate qualifications. 
Such a broad and diverse provision is manifest 
in over twenty-three thousand courses across 
the sector - an illustration of the sheer breadth 
and diversity of current college provision.

Across Europe, similar economic challenges to 
those facing the UK - and Scotland - are driving 
policy makers to re-evaluate the importance 
of colleges as their primary expert providers of 
skills, vital to productivity and the economy in 
general. Their technological, vocational, and 
professional education is also crucial, whether 
exemplified in the Augar report in England; the 
introduction of outcome agreements in the 
Republic of Ireland or the participation of Dutch, 
Basque, and Finnish representatives in the 
appreciative enquires conducted by the UK’s 
Independent Commission on the College of the 
Future, with which we are pleased to connect 
at both Commission and executive levels. In 
short, the untapped potential of colleges is 
increasingly being brought to the fore, often in 
similar discussions of value for money tertiary 
education. 

Colleges in Scotland are nowadays 
metropolitan, regional, and rural powerhouses 
for pre-employment and technological 
education, sector-specific training, and in-

work reskilling and upskilling; they are beacons 
for social and human capital development 
and inward investment; they are bulwarks 
for social mobility, for continuing education 
and for lifetime learning.  In Scotland, they 
are an essential lifeline to help some of the 
most vulnerable, fragile, and marginalised in 
society onto pathways, developing the social 
infrastructure to move confidently into the labour 
market, transforming life chances and improving 
life choices, safeguarding employment, and 
stimulating significant inclusive economic 
growth.  Our colleges are major economic 
catalysts in city regions and in rural and island 
development, responding time and again with 
bespoke courses to address acute industry 
needs, whilst also being the champions of STEM 
education and capacity building for ‘the internet 
of things’ to help individuals and communities 
to flourish in an evolving digital era of industry 
4.0. Colleges are often the first responders 
when firms collapse leaving widespread 
redundancies, rapidly putting in place measures 
to re-train, upskill, and re-energise individuals 
and their communities to move forward to 
new opportunities. What motivates many of 
our staff is that their colleges are the linchpins 
for developing the social capital for those of 
all ability and all ages to engage in purposeful, 
practical, and productive learning - for the many, 
not the few.  

Imbued with such a multiplicity of roles and the 
inherent magnitude of responsibility it is little 
wonder therefore that commentators find it 
difficult to describe what colleges do and then 
translate this intrinsic public value into a shared 
compelling narrative.  That is a fundamental 
aim of our report.  We want to reach a clear 
definition of what a 21st Century college is for. In 
doing so, we hope to create the opportunity for 
a fresh approach to thinking about the impact 
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we want from Scottish colleges, and how they 
can be measured, funded, and evaluated in a 
way that supports those goals. This is a vital 
element of a new narrative for 21st century 
colleges, for which we also need:

- an unambiguous commitment from across 
the Scottish Government to a system that 
provides opportunities for lifetime learning;

- a yet more coherent, and better connected 
tertiary system for Scotland, in which 
colleges are centre stage partners, 
celebrated and resourced as such; 

- to protect diversity, avoiding a one size fits 
all approach. Public investment in our critical 

tertiary infrastructure – IT renewal, harnessing 
emerging technologies and optimising our 
capital estate – will yield higher returns when 
we promote an approach that optimises the 
strengths of all partners within that system; 

- a diverse range of institutions, with centres 
of excellence pooling resource and 
expertise and acting as hubs to enhance the 
productivity of area-based economic clusters 
of private and public sector partnerships. The 
model developed in the south of Scotland, 
illustrated in the case study overleaf, is an 
excellent example of the use of technology to 
support learners and employers.
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Case Study 1
SOUTH OF SCOTLAND SKILLS AND 
LEARNING NETWORK
The South of Scotland faces a number 
of economic difficulties: an ageing 
population; young people moving away 
from the region; a geography that 
challenges infrastructure, including digital 
connectivity; low GDP per-head, with low 
productivity; and sectors with traditionally 
low wages and fewer higher skilled jobs, 
whose business base is dominated by 
micro and small businesses.
In addition, the South’s economy is 
shaped differently from the rest of 
Scotland, with rurality undoubtedly a 
barrier to business-led inclusive job 
growth. Rural economies, quite simply, do 
not enjoy the agglomeration economies 
available to city-regions. Similarly, our 
challenges and opportunities differ from 
other rural parts of Scotland such as the 
Highlands and Islands.  
The South of Scotland Skills and Learning 
Network (SSSLN) has developed 
from collaboration between Borders 
and Dumfries and Galloway Colleges. 
Supported by the South of Scotland 
Economic Partnership, our major share 
of a £6.6 million strategic investment 
fund allows the SSSLN to make a 
sustained contribution to both the South 
of Scotland’s Regional Skills Development 
Plan (2019/2020) and the Scottish 
Government’s ambitions for a Smarter 
Scotland. 
Interconnected specialist hub centres 
hosted in Dumfries within The Henry 

Duncan Building Innovation & Research 
Centre include “The Digital Healthcare 
Centre” and the “The Green Energy 
Centre”, and a third hub in Stranraer 
in the form of our “STEM Centre”. 
Meanwhile, in the Borders, there are 
hubs in Galashiels, and in Hawick. 
The accompanying digital spokes are 
deployed progressively throughout the 
region, throwing open the network to new 
technologies and changing the nature and 
significance of learning and development 
as a principal driver of regional 
economic growth. The SSSLN will play 
a significant role increasing the South’s 
level of competitiveness and in tackling 
inequality – the two pillars of the Scottish 
Government’s economic strategy. 
As connectivity improves and broadens, 
our entire digital learning portfolio will 
be available to home learners, allowing 
learning to be much more accessible, in 
places and at the times most convenient 
to learners and employers. 
Future economies will be knowledge 
driven, and effective access to relevant 
learning is central in managing the 
challenges ahead. Our particular suite of 
learning opportunities will focus initially 
on current regional growth priorities - 
care, renewable energy, engineering, and 
construction. Using our specialist hub 
and digital spokes, the initial portfolio 
will deliver the CREST  sustainable 
bronze award for school pupils aged 
11 and above. We will deliver SCQF 
level 6 Reablement, and SCQF level 7 
Electrical Engineering programmes for 
a range of full- and part-time learners 
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- institutions inspired and enabled by this new 
tertiary system who consistently pursue 
excellence. We must make better use of 
skills competitions, more structured industrial 
placements and our tertiary alumni, both 
nationally and internationally, to open doors 
for our students and their economic partners. 
Indeed, we are taken by the “Key Success 
Factors for Skills Innovation” identified by 
the Royal Society for the Encouragement of 
Arts, Manufactures and Commerce (www.
thersa.org) in its publication “Adopting 
Global Skills Innovation for the UK, Sharif & 
Dent, May 2019”. The authors specifically 
identify learning and innovation as a key 
success factor, and point to the potential of 
the World Skills competitions in this respect 
– and Scotland has historically punched 
well above its weight in WorldSkills. Despite 
that success, it is difficult to say WorldSkills 
enjoys the same status in Scotland apparent 
in some of our European competitors, 
as illustrated in the images opposite.In 
addition, we must insist on excellence 
rather than competence within the content, 
assessment, and currency of technical and 
professional qualifications. SQA and QAA 
should work more closely together and with 
a greater sense of urgency to ensure their 
portfolios reflect what the economy needs, 
both in the short- and medium-terms and 
thereby further enable the agility and flexibility 
of colleges.

- collective system leadership that, galvanised 
by the Government’s National Priorities, 
also supports the medium- and long-
term priorities for our colleges, valuing 
their contribution alongside peers in 
Team Scotland. This leads directly to an 
underpinning theme, also at the core of 
Professor Sir Anton Muscatelli’s report 
on “Driving Innovation in Scotland”, of a 
collaborative commitment to a national 
mission for colleges for Scotland. 

If these are the necessary criteria to allow our 
colleges to flourish in dynamically changing 
operating environments, what is their purpose in 
this exponentially changing world? In the explicit 
expectation that this needs to be a collective 
and transparent effort across Government 
and all its public agencies, as well as local 
authorities, schools and universities, third sector 
partners, and, critically, Scotland’s employers, 
we think it leads to the following core purposes 
for our colleges which places employer support 
as their cornerstone. 

Colleges provide world class lifetime 
learning, training and high quality business 
support, which:

- shapes businesses, through value 
adding, symbiotic relationships that 
boost productivity and deliver for core 
economic sectors;

- delivers transformative technological 
and professional education, pre-
employment qualifications, up- and re- 
skilling learners throughout a lifetime 
both at work, and beyond; and high 
quality cost effective public higher 
education, articulating seamlessly with 
the university offer, whilst also delivering 
accelerated college degrees; 

- connects with, and builds resilience 
in, the communities in which they’re 
anchored, working in deep partnerships 
to minimise disadvantage and helping 
individuals to remain economically 
active; and 

- is part of a highly connected tertiary 
system, whose unique contributions 
are accorded equal value, and where 
colleges, alongside schools, universities, 
the third sector, and other actors, 
support all school leavers and older 
learners as they progress onwards on a 
coherent journey to - and subsequently 
through - work.
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If the future is no longer what it used to be, the 
future of work and skills will certainly be different. 
There are many elements of this ‘VUCA’, and 
we set out below those we think are most 
important:

Pressures on return on investment will 
increase…This will drive us to look at how we 
can leverage more value for our investment in 
the tertiary skills system and wider education 
system, including our schools, requiring an 
increased focus on outcomes and impact, and 
a need to determine the optimal balance of 
resource investment to maximise our return.

A growing impact of technology at an 
exponential rate which will be much faster 
than we can keep up with…directly impacting 
on the ‘nature’ of our education and training 
provision on our students and staff: on how both 
‘learn how to learn’, and on how and what we 
teach, along with the profound impacts on work, 
industry and metropolitan, regional, rural and 
island communities. 

Shocks and acute disruption to the 
economy will demand a rapid, agile response 
to tackle specific labour market difficulties, 
minimise skills gaps and mitigate shortages at 
regional and local levels, as well as nationally. 
Colleges must have the flexibility to respond to 
that, within their reinforced national role

Data driven learning improving results 
…understanding and identifying the most 
appropriate interventions and their timing; 
and focusing on the pre-requisites for positive 
student outcomes such as retention, attainment, 
and value-adding destinations. Moreover, 
students will access and use data in ways that 
allow them to co-create and navigate more 
personalised learning journeys. Data analytics 
will increasingly be used to predict outcomes, 
increase efficiencies and deliver success.

Real-time access to education and 
learning…beyond MOOCs, BigTech such as 
Amazon, Google, YouTube, and Microsoft are 
offering huge amounts of free access to chunks 
of learning, and will increasingly offer digital 
personalisation. A new generation of “education 
consumers”, will be prepared to shop around to 
address their specific requirements, demanding 
shorter learning interventions, increasingly inter-
disciplinary, and work-integrated – supported 
seamlessly with digital infrastructure. Above all, 
there will be a premium on increasing our focus 
on personalisation, funding, technology-enabled 
interventions, and learner feedback.

A deeper understanding that ultimately 
learning will remain intrinsically a social 
activity…albeit increasingly undertaken in 
micro-chunks, validated with micro credentials, 
with much less demand for protracted 
qualifications - and much more demand 
for better focused ‘unbundled’ learning 
opportunities, delivering valued qualifications 
and responsive accredited provision that plug 
skills gaps and tailor upskilling/reskilling for those 
in a continuum of work.

An imperative to remove ‘friction’ within the 
system...since improved returns on investment 
will be paramount, alongside an experience 
that exceed the expectations of students 
and employers, we must relentlessly tackle 
bureaucracy, optimising business processes to 
remove friction and duplication. This will apply 
as much to how colleges themselves operate, 
as to the tertiary system itself. On the latter, 
our consultation consistently highlighted what 
colleges felt was unnecessary duplication in 
SFC and SDS funding, for example, in respect 
to the present and future of the apprenticeship 
programmes. Additionally, we consider it 
curious that, over two decades on from the 
establishment of a joint Funding Council working 
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for both colleges and universities – and in an 
environment where a border-free tertiary system 
is so often cited as the goal -  the respective 
funding streams, in all their forms, remain so 
starkly bifurcated.

Employers to demand micro-
credentialisation and bespoke industry 
relevant qualifications...with the 
corresponding potential to diminish the 
influence of our existing accreditation bodies. It 
is essential that colleges’ capacity to respond 
to employer demands – which arrive in every 
shape and size – is not hampered by a national 
qualification framework that cannot respond 
similarly rapidly to changing demand.  

An ageing population that is likely to 
mean a huge demand for elder care as 
well as social care...combined with longer 
working lives, driving demand for both flexible 
employment practices and constant access to 
education and skills training. 

Multiple jobs, multiple employers, 
multiple careers and longer lifespans…
with fundamental implications for the college 
curriculum, as well as creating opportunities for 
people constantly to enter and rely on learning 
throughout a lifetime. Mid-career and later-
career learning, skills development, ‘expertise 
enhancement’ are all essential to meet the 
demands now and in the longer term for 
enhanced productivity and economic prosperity;  

Let us consider more deeply the environment 
in which these factors will take shape. Change 
has been superseded by disruption, and its 
pace has accelerated to an exponential level. 
The financial crisis of the first decade of the 21st 
Century has been eclipsed by global political 
and economic threats looming over the next 
decade. Volatility, uncertainty, complexity, and 
ambiguity (VUCA) define the environment in 

which the 4th Industrial Revolution (4IR) takes 
place. Difficult transitions and transformations 
lie ahead for those currently in employment, and 
employers will similarly be challenged by the 
expectations and values of the next generation 
of workers, as generations Zulu and Alpha come 
rapidly into the workplace.

Reflecting at a macro level on our evolving 
‘upside down’ world we note that debt has 
shifted from the private sector to the public 
sector; our middle class take the levels of drink 
and drugs once taken by our working class; 
and, individually, we habitually (or increasingly) 
surround ourselves with social media echo 
chambers offering comforting lies rather 
than inconvenient truths. To mitigate against 
the very real lose-lose scenario of chronic 
talent shortages, stubborn skills gaps, mass 
unemployment, entrenched inequality, polarised 
society - with the underlying risk of social unrest 
- Government and college leaders will have to 
adopt a transformative approach to upskilling, 
reskilling, lifetime learning, human capital 
development and the consideration of personal 
learning accounts and social contracts.

Nowadays the future of work and skills is 
impacted less and less by the vagaries of a 
global economy and more and more by digital, 
artificial intelligence (AI) and gig economies.  
Sensible reflection on the changing nature 
of jobs and skills has been bedevilled by 
sensationalist predictions of the impact of 
technological disruption, cloud technology, 
super intelligence, the internet of things, 3D 
printing, Big Data and machine learning.  

Moreover the prevalent fear that migrants 
are displacing the jobs of local workers will 
in time be replaced by the twin new fears of 
technological unemployment from robots and 
‘super intelligence’, rendering us what the 
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influential futurist Yuval Harari (2018) describes 
as the “Useless Class”.  In such a VUCA future 
our personal relevance is further diminished 
as organisations ultimately compete less and 
less with other organisations, and instead, 
network competes with network. Co-creating 
and collaborating more than ever, organisations 
will, in the future, have to shift their competitive 
focus from getting good at being better to 
getting good at being different.  Achieving such 
competitive diversity will require a mindset of 
corporate growth, and greater use of disruptive 
thinking.  

Reports on the Changing Nature of Work 
(World Bank 2019), the Future of Jobs (World 
Economic Forum 2018/19) and Towards a 
Reskilling Revelation (WEF 2019), are all clear 
that automation will ultimately eliminate routine, 
codifiable low skill work, whilst also bringing 
economic prosperity, societal progress and 
flourishing individuals, augmented by emerging 
technology and not simply replaced by it. 
Indeed backcasting through economic history 
- especially from the industrial era of the 18th 
century – repeatedly highlights that alarmists 
have regularly been scaremongering that 
machines are after our jobs.

These siren calls have limited or no basis in 
reality. For example, in the last two decades the 
World Bank has estimated that almost half of 
the total increasing employment – some 23M 
jobs across Europe – have been catalysed 
from technology absorption, whilst the growth 
of digital technologies has also enabled 
organisations to scale up quickly without mass; 
to transform both traditional production patterns 
and service delivery; to spawn new business 
models; and to enter global markets where a 
physical presence is no longer a prerequisite.  
Harnessing technology has also supported more 

business clusters especially in rural areas and 
created many more accessible innovation hubs.

The rise of the robots has been particularly 
exaggerated. The World Bank Report (2019), for 
example, has identified that whilst this year 1.4m 
new individual robots will be in operation, the 
worldwide total is still only 2.6m, with two thirds 
of these robots confined to the automotive, 
electronic and metal machinery industries.  
Furthermore it is ironic to reflect that the highest 
robot density per worker is actually found in the 
high productivity, high employment economies 
of Germany, South Korea and Singapore.

Calling out this ‘deluge of technobabble’ in a 
Robot Age, acclaimed economist Roger Bootle 
(2019) warns against “immersing yourself in 
a sea of waffle, wonder and worship at the 
altar of technology” to avoid “drowning in the 
onrush of loose language, flabby concepts, 
crude extrapolation, impenetrable jargon 
and lack of perspective, all wrapped up in an 
aura of supposed inevitability”.  Reassuringly 
Bootle offers five alternative visions of the 
changing nature of work which range from: 
‘Nothing different, radically bad, radically good, 
catastrophic, to the key to eternal life”.   

Similarly Mathew Taylor CEO of the Royal 
Society of Arts (RSA) has distilled his future 
scenarios of work (2019) into four possible 
futures, ranging again from the limited 
automation of an Exodus economy from big city 
capitalism; to a Precision economy where the 
workforce is under hyper-surveillance; to Tech 
abundance for the masses and the dizzying 
technological change and the profound wealth 
for the few of a Big Tech economy; to the 
Nirvana of contained automation, responsible 
stewardship and workers flourishing in an 
empathy economy.  
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Taylor also reminds us to avoid the lure of 
indulging in a superficial debate on automation, 
focusing us instead on a future vision of what 
he describes as “good work” for all, thereby 
avoiding rising inequality, stagnant wages, 
discrimination, bias by algorithm and ever 
deepening regional divisions across the UK. His 
RSA report (2019) calls for a comprehensive 
“game plan” to promote economic security 
through a sovereign wealth fund; piloting 
a universal basic income to strengthen the 
worker’s voice; and for the professionalisation 
and occupational licensing of low skills jobs to 
enhance their status. Interestingly, he argues for 
workers to update their skills through “personal 
learning accounts” with an entitlement for every 
citizen, including the self-employed.

Many of these challenges facing Scottish 
workplaces are already on the radar of the 
Scottish Government. There have indeed been 
improvements in the Scottish labour market in 
recent years in terms of pay, and qualification 
levels have been steadily improving and 
are higher than levels in the UK as a whole.  
However, Scotland continues to have stubbornly 
lower rates of in-work progression and lower 
rates of productivity than the UK as a whole.

The Trade Union Education Centre (TUEC) 
at City of Glasgow College (CoGC) working 
with Trade Unions and employers across 
Scotland has also identified that the increase 
in job insecurity and the gig economy, along 
with continuous change at work has led to 
a corresponding increase in the demand for 
‘employability’ skills, including those in advanced 
communication, job search and interview, and 
basic IT.  They also report that whilst union 
membership continues to grow albeit at a 
relatively slow pace, trade unions have taken 
a more collaborative organisational approach 

which in turn has helped to facilitate increased 
worker voice.  

More globally, Yuval Harari (2018) contends 
that the technological disruption of AI won’t 
simply be a single watershed event, after which 
the workplace will return to a new equilibrium.  
Instead, he forecasts that workplaces will 
be increasingly volatile, impacted by what 
he describes as a “cascade of even bigger 
disruptions.”  In such a VUCA environment, 
and to remain relevant and to preserve mental 
wellbeing, Harari contends that employees will 
have to more routinely ‘reinvent’ themselves.  
Mental resilience will therefore be challenged 
by seemingly endless upheavals as individuals 
struggle to come to terms with a possible post-
work economy, where the extremes of worker 
exploitation could instead be replaced by worker 
irrelevance.

Envisaging such an apocalyptic work 
environment, Harari however gives more cause 
for optimism, explaining that “technology is 
never deterministic and the fact that something 
can be done does not mean it must be 
done.”  Significantly he particularly highlights 
Governments’ pivotal role in blocking or slowing 
down the pace of technological adoption 
through: regulation; the provision of a safety net 
of subsidized lifelong learning; and variants of 
the Scandinavian model of ‘protect workers not 
jobs’.  Failing in their regulatory responsibility, 
Governments could inadvertently create a post 
work society, which Harari pointedly contrasts of 
“rich super humans and poor homo sapiens.”

We noted that the dynamic Asian city-state of 
Singapore offers particularly offers innovative 
thinking in how Governments might invest in 
their citizens. Their ‘second-skilling’ initiative 
enables workers to develop skills for a future 
role whilst still being simultaneously skilled and 
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productive in their current role, thereby ensuring 
individual employee flexibility and greater 
career-resilience.  Every Singaporean of 25 and 
older is thus entitled to skills training of their 
choice, supported by a virtual Skills Future credit 
account.

The World Economic Forum’s ‘Industry-led 
action for the future of work’ (2019) similarly 
emphasises the individual and corporate 
benefits of proactively updating skillsets.  
Helpfully it offers our report 2 clear definitions:

• upskilling = learning new competencies to 
stay in a current role, due to the change 
in skills required, addressing certain 
competencies for career progression.

• Reskilling = learning new competencies to 
transition to a completely new role.

This WEF Report additionally reminds us of the 
need for a triple investment of reskilling at-risk 
workers, upskilling the broader workplace, 
and building learning organisations to mitigate 
short- and long-term skills challenges. It also 
highlights that the full productivity dividends of 
technological adoption are not realised in two 
thirds of the workforce because of a cocktail of 
sub-optimal leadership, skills gaps, incomplete 
workforce planning, partial skills mapping, 
and the overall absence of a culture of lifelong 
learning.

These important findings build upon the WEF’s 
Future of Jobs Report (2018) which also 
highlighted insufficient reskilling and upskilling 
within 21st century workplaces. Together with 
skill shifts towards active learning, creativity, 
complex problem solving, social influence, 
emotional intelligence, “ideation”, and system 
analysis and evaluation.

This imperative for reskilling and upskilling 
from both WEF Reports (2018, 2019) is again 
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reinforced in the World Bank’s ‘Changing 
Nature of Work’ Report (2019).  It concludes 
that those countries with the lowest human 
capital development today will produce a future 
workforce that is only 33-50% productive.  
However, stronger human capital development 
will reap higher economic returns from new 
technology adaption whilst simultaneously 
helping employers to adapt faster to further 
technological change.  Moreover, agile 
employees require both cognitive skill 
development (critical thinking and problem 
solving) and socio-behavioural skill development 
(creativity, curiosity, communication, empathy, 
conflict resolution, relationship management, 
teamwork, adaptability and resilience).  Here 
again, Government has an essential role to play 
in creating fiscal space to finance publicly that 
development of human capital development.  
Indeed, the report highlights that such an 
investment should infact be done “with a fierce 
sense of urgency” in order to optimize the 
benefits of technological adaption.  It is very 
telling that Big Tech giants like Amazon have 
already set aside $700M to retrain 1 in 3 of their 
US employees for future roles.

Interestingly, this World Bank report cites the 
pioneering role of Scotland in human capital 
development, and quotes Adam Smith from 
the 1700s: “the acquisition of…talents during... 
education, study or apprenticeship, costs a real 
expense which (is) capital in (a) person.  Those 
talents (are) part of his fortune (and) likewise that 
of society.”

Most recently the European Foundation for 
Quality Management (EFQM), one of the 
foremost global authorities helping organisations 
worldwide to secure long term sustainable 
value for their respective stakeholders published 
(October 2019, Helsinki) its 2020 Model. This 
holistic framework and guiding principles offers 
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We recognise too that the notion of a ‘job for life’ 
is now essentially defunct. So too is that of ‘an 
initial pre-employment education for life’. Lifetime 
learning and lifetime employability are vital. In 
this environment, and as the challenges our 
society faces become more complex, colleges 
are recognising the power of inter-disciplinary 
approaches to influence how we teach and how 
our students learn. Multi-disciplinary approaches 
are becoming increasingly important – learning 
to think in new ways, integrating knowledge 
and skills, working collaboratively across 
disciplines, and offering our students a richer 
understanding of the world of work. Against that 
background, we should consider the potential 
for co-locations, becoming smarter across 
the whole system in how we use our assets: 
can co-location or different forms of tertiary 
collaboration enhance industry connections, 
improve business performance, promote multi-
disciplinary teaching and learning to better 
reflect the future nature of work? To this end, 
we think SFC should explore how to promote 
collaborative solutions in considering future 
capital investment projects.

“CIVIC ANCHORS”
As we have noted, colleges also help to build 
capacity and social and economic resilience 
in their respective communities, where they 
act very much as civic anchors: supporting 
inclusive growth and fair work; inspiring social 
enterprises; and protecting and enhancing 
‘indigenous’ skills. All this helps to retain people 
in their communities, and as active contributors 
and role models to their siblings, children and 
neighbours. The college sector is an essential 
developer and deliverer of skills, employability, 
and business development solutions that 
support inclusive economic growth, both locally, 
regionally, and for Scotland as a whole. So, 
uniquely, colleges have a dual mandate, playing 

a pivotal role in developing strong and vibrant 
economies, while providing a wide range of 
pathways to employment and building a more 
inclusive society. Colleges directly tackle social 
inequalities through helping people acquire skills.  

Fundamentally, this is about widening access, 
promoting social inclusion, and providing 
opportunities for lifetime learning.

That is why colleges are far more than centres 
of learning.  They are an integral part of local 
and regional economies, contributing to 
their growth, improving lives by increasing 
employability, and training a workforce in 
the essential skills local businesses need 
to prosper. We know that education is not 
simply about economic performance: there is 
substantial evidence of the indirect benefit to 
the economy of the social impact of learning. 
A wide range of social outcomes result from 
education, including building resilience, cognitive 
development, confidence, interpersonal trust 
and life satisfaction. Research demonstrates 
that, overall, education leads to better outcomes 
for individuals and society:  improved job 
prospects, lower levels of societal inequality, 
higher tax income, and lower unemployment.  
These benefits accrue in part as a result of 
colleges providing routes from school to work, 
further training or university; continuous skills-
development; and re-training people for new 
opportunities. And by reducing unemployment 
and supporting re-entry into education and 
training, colleges reduce economic and social 
exclusion in communities.

SKILLS AND EMPLOYABILITY
Skills serve as a bridge between knowledge and 
performance, and in the emerging performance 
economy, this bridge is every learner’s path 
to success. Skill is a mechanism by which 
humans lever knowledge effectively to improve 
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our individual and collective performance.  To 
strengthen skills, we use the knowledge we 
already have and add to it; and then, through 
practice, we use this knowledge to strengthen 
our skills. Ultimately, we perform better.  To 
ensure we thrive as individuals, businesses, and 
at the economic and societal levels, we all need 
to develop new skills, not only to help manage 
an environment of continuous change, but to 
help us  excel, to collaborate and empathise 
with others and, as a result, to create our own 
futures.

We have previously discussed the value of meta-
skills, the core, transferable skills, necessary in 
the changing world of work. Colleges are central 
to developing and embedding these skills.  The 
major skills deficits in our labour market are in 
intermediate and higher technical occupations 
(Bakhshi et al., 2017), and the associated skills 
mismatches and skills churn have increased the 
need for adult skilling, reskilling, and second-
skilling throughout a career.  Tackling this is 
best done at the local and regional level through 
the college-employer partnerships we discuss 
throughout, shaped by the local and regional 
economic priorities.

 

Notwithstanding the priority Government and 
partners ascribe to individuals and communities, 
engagement with employers is the core focus 
of this report. Here, we  cannot overstate the 
importance of creating an environment that 
supports an immersive symbiotic relationship 
between colleges and industry: colleges working 
alongside and shaping businesses, encouraging 
them to improve their performance; colleges 
educating and training students - our future 
workforce; and industry shaping and investing 
in our vocational, technological and professional 
system.

The current system is often described and 
valued (or funded) in terms of ‘provision.’ We 
think this is an anachronism. Increasingly, many 
colleges are, and all should be, co-producing 
and co-providing with industry partners. It is 
therefore important to consider how such an 
approach - and the associated co-investment 
– could become the default, replacing the 
existing transactional ‘demand-supply’ status 
quo. Deepening collaboration between industry 
and colleges and the wider tertiary system 
should be incentivised. The case studies in this 
chapter illustrate real life examples of the impact 
of successful, collaborative college/employer 
engagement.
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Case Study 2 
DUNDEE & ANGUS COLLEGE – 
MICHELIN
Michelin Dundee, Scotland’s only tyre 
manufacturing plant, opened in the early 
1970s. For engineers and craftsmen, the 
company offered a strong future and the 
facility instantly became one of Dundee’s 
major industrial employers, alongside 
NCR and Timex. Michelin continued to 
operate in Dundee for almost 50 years, 
specialising in the production of smaller 
scale tyres. But on 5 November 2018, 
the company announced the plant would 
close with the potential loss of around 
750 jobs.

We immediately joined other partners 
in implementing a planned response, 
predicated on supporting the workforce 
to retrain, enhancing existing skills; and 
preparing staff to transition into alternative 
employment, college training to consider 
self-employment and ultimate secure a 
sustained positive outcome.

We attended information days and ran 
a series of our own events highlighting 
the options we could offer to support 
the workforce: we provided one-to-
one sessions with curricular areas, 
developed and rolled out a bespoke 
Digital Awareness course (in line with 
the Government’s Digital strategy), 
information sessions in the cafeteria to 
speak directly with staff, using TV screens 
throughout the plant to promote sessions, 
supplemented by a wealth of written 
advice available throughout Michelin.

As a result, a number of staff came to 
the College to discuss particular options, 
courses, or enrolled directly in provision 
from SVQs to direct engagement in 
full time courses such as accountancy 
qualifications. Where the college could 
not support individuals, we signposted 
them to the appropriate stakeholders best 
placed to help. The College was part of 
a system that allowed around 200 staff 
to move directly into other posts, 150 
staff to upskill in their current role, and 
100 staff look for a complete change and 
retrain for new work. Michelin’s internal 
training arm is working alongside us to 
take on all of the company’s their MA 
Engineering apprentices.

Looking ahead, a new partnership - 
Michelin-Scotland Innovation Parc (MSIP) 
- will focus on sustainable transport and 
low carbon energy, turning the site into a 
world class innovation hub. The current 
production and manufacture buildings 
will be used for advanced manufacturing 
and there will be an innovation campus, 
containing a large skills academy, and a 
new innovation hub and space for start-
ups. The College has been asked to be 
lead partner in the Skills Academy. There 
will also be bespoke buildings for cutting 
edge technology such as hydrogen 
battery production.

Thus from what was a very dire situation 
in November 2018 the future now has a 
decidedly brighter aspect for the staff of 
Michelin Dundee. The College is delighted 
to have played an important and pivotal 
role in this journey.
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and oversight on Glasgow’s skills and 
employment strategy. GESB has a 
track record of successful skills and 
employment strategic interventions, such 
as its 2012 ex-offender report, “Nothing 
Cuts Crime Like a Payslip”.

The GESB’s 2014 Youth Employment 
Action Group recommendations 
and findings preceded and informed 
similar work by the Commission for 
Developing the Young Workforce 
(DYW). Those synergies created the 
platform for Glasgow to deliver a strong 
and ambitious programme under the 
Commission’s “DYW banner” and 
Glasgow subsequently launched the 
first Regional DYW group, followed 
over the next two years by 20 similar 
groups across Scotland. The GESB has 
provided guidance and leadership to 
the DYW team within GCoC since 2014.  
The strategic partnerships on which the 
group can draw and influence have been 
crucial in its success and DYW delivery 
has expanded to include partners in 
Local Authority Education and Colleges; 
the GESB is also closely aligned to Skills 
Development Scotland (SDS) and the 
Scottish Government. 

DYW Glasgow 
The Group had a long way to go in 
2014: only 29% of employers recruited 
straight from school, and in Glasgow 
only 17% of school leavers went straight 
into a job. The Group resolved to 
increase industry links with education 
and help more young people into work. 
Building sustained relationships between 

schools and businesses was essential 
and DYW Glasgow was influential in this 
shift change. Industry values vocational 
education because it bridges the skills gap 
between formal education and employer 
needs. The DYW team recognised 
the main influencers were teachers, 
parents, industry and young people, and 
implemented a strategy to work with 
these distinct groups. With relatively few 
employers engaging with schools, the 
team worked with Glasgow City Council’s 
education department to establish a 
Schools and Business model covering five 
key areas: Enterprise; Employability; Skills 
and Aspiration; Transition; and Inclusion. 

Supporting more young people into 
work
The team developed a single point of 
contact model with business at its heart, 
which had previously proved successful in 
securing over £1.5 million in wage support 
for businesses and helping young people 
into sustainable employment. Having 
industry as the key driver was crucial 
and helped ensure effective service level 
agreements with partners including SDS 
and GCC’s Glasgow Guarantee. 

Key Learning 
Groups like GESB need skilled, 
experienced staff and personnel for 
successful integration into the policy 
arena: members are industry volunteers 
and need a support team to co-ordinate 
discussions to ensure delivery. The GESB 
is co-chaired by a leader from industry and 
Senior Director of GCoC; and it is a closed 
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employer group, with no stakeholders 
sitting as members, ensuring the Group’s 
integrity is “employer led”. However, 
the team supporting the board must 
work hard to ensure partnerships are 
maintained. Additionally, housing the 
employer-led Group within GCoC has 
proved invaluable for sustainability and 
influence. The Group is aligned to other 
strategic groups and boards in the region 
with the support team representing their 
views and position where appropriate.

Impact
• Our target for reducing unemployment 

by 40% by 2021 was reached four 
years early.

• 52 influencing employer partnerships 
across 35 secondary schools in 
Glasgow. 

• An increase in positive Schools 
Leavers Destinations across Glasgow 
schools. 

• Some 400 employers engaged 
collaboratively and productively in 
education.

• Influencing policy development 
through research - for example, 
the Regional Skills Plan and the 
development of accessible material 
outlining key jobs of the future. 

• Increased awareness and recruitment 
of apprenticeships, in partnership with 
SDS

• Over 3500 young people participating 
in work-based activity. 

• Leading on national campaigns 
including #NoWrongPath and 

Scotland’s Biggest Parents Evening.
Future Plans 
• Using research to ensure correct 

industry interventions are tailored to 
the young person.

• Securing more employers contributing 
to the curriculum to align it with the 
skills required.

• More work on influencing parents, in 
partnership with education and SDS. 

• Targeting approach aimed at young 
people furthest from the labour 
market, in partnership with Glasgow 
City Council and SDS.

• Securing greater SME input in 
education (97% are based in Glasgow 
and are huge employers of talent). 
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Importantly, the benefits of creating an 
environment that supports and encourages 
a symbiotic relationship between industry 
and colleges has clear benefits to improving 
business performance. There is significant 
evidence of the role colleges play as a key 
support function for business: each college in 
Scotland will, on average, engage with between 
200 to well over 2,000 businesses. These 
range from micro-businesses, start-ups, and 
family businesses to scale ups, SMEs, larger 
corporates and a diverse range of public sector 
organisations. They are based locally, regionally, 
nationally, in their regions and beyond. This type 
of impactful College engagement delivers:

• diversified, non-SFC income to support 
colleges’ financial sustainability in a 
challenging public spending climate;

• a curriculum continually changing to meet 
business skills needs, increasing students’ 
industry and employment opportunities 
throughout and beyond study;

• more progression opportunities for those in 
work, facilitating the use of new technologies 
and increasing chances for promotion;

• starting up new businesses; and
• improved business competitiveness and 

increased productivity, again securing greater 
economic impact.

THE FLEXIBLE WORKFORCE 
DEVELOPMENT FUND
Colleges welcomed the introduction of the 
Flexible Workforce Development Fund (FWDF) 
as a mechanism to stimulate closer engagement 
(especially with larger employers and their 
respective supply chains) through a range of 
industry-sector focused continuing professional 
development interventions.  In only its second 
year, the £10m fund has reached over 1,000 
employers, with a significant impact for those 

businesses involved as colleges delivered 
bespoke workforce development services.  The 
Fund’s flexibility - compared with ‘core funding’ 
– works well, and provides a model which could 
be adopted more broadly to drive up colleges 
work with businesses. 

Impressively, some 75%-90% of FWDF-
supported college-business provision was 
bespoke. It has become increasingly clear 
from our consultation that employer demand 
for ‘off the shelf’ accredited qualifications 
remains low; instead, businesses want specific, 
tailored training which itself requires up-front 
investment and dedicated college time to 
develop appropriate content and tailored training 
strategies. Moreover, since employers do not 
always know precisely what they need, an 
important part of college-business engagement 
is in the design and training needs analysis 
stages. 

Currently FWDF represents around 2% of total 
core funding for colleges, and was established 
with a focus on levy paying businesses. We 
welcome the Government’s commitment 
to the Fund, but, looking ahead, we think it 
essential to build on its early success with a an 
enhanced model of what is a proven successful 
economic intervention. Our consultation was 
consistent with our own views: while it seems 
self-evident, a future FWDF must be business-
orientated if it is to meet the needs of business. 
Employers prize agility, responsiveness, and a 
‘business friendly’ approach. Yet despite being 
just two years into the current model, there is 
already ‘bureaucracy creep’, characterised by 
excessive demands for collecting, recording and 
reporting data. This unquestionably diverts time 
and resource from generating and developing 
the further college/business relationships that 
are ultimately essential to long term strategic 
collaboration. 
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Successful expansion of the FWDF will 
require significant infrastructure and upfront 
investment from colleges. The front loading 
of this investment is a critical feature of the 
FWDF model, supporting the necessary 
staffing resource to secure and develop the 
relationship between the college and business; 
essential investment in Customer Relationship 
Management Systems; the continuous 
requirement for training needs analysis in 
companies; development time to consider 
and create bespoke solutions and targeted 
interventions; and helping minimise SFC 
requirements. 

This upfront investment is important for a 
number of reasons. Colleges must establish 
the necessary operational business models 
and appropriate staffing to achieve the desired 
outcomes of the FWDF. However, this is a 
significant risk when operating on the basis 
of annual funding allocations and where short 
term funding is also announced on an annual 
basis: colleges have put in place business 
development teams, administrative support, and 
trainers without the certainty of any continued 
FWDF funding, or the use to which it will be put. 
Additionally, the further expansion of the Fund 
will eventually create unmanageable tensions 
given the need for colleges to balance the 
provision of specialist, ‘just in time’ expertise to 
underpin bespoke training with a current college 
business model that requires us to maximise 
the time of lecturing staff on SFC-funded credit 
activity, in pursuit of delivering an increasingly 
anachronistic volume target. The tensions 
quickly become evident: the current credit 
funding mechanism – equating to 40 hours of 
learning per credit - is simply not conducive 
to delivering innovation and generating further 
business development opportunities. This is 
particularly so when engaging with SMEs and 

micro-businesses, the overwhelming majority of 
the employer base in most college regions.  

THE COLLEGE ‘VOLUME TARGET’ 
It is at this point we must address colleges’ 
existing primary target. The target of 116,300 
full-time equivalent learners was set nearly a 
decade ago, at a point when – following the last 
global financial crash - there was a serious risk 
of endemic youth unemployment; the loss of yet 
another generation of employers in Scotland, 
and a growing increase in young people not in 
education or training. The Government’s priority 
to focus colleges on full-time provision for 16-
19, and subsequently 16 – 24 year olds, was 
well judged, both in averting those threats, and 
in securing for Scotland a strong position relative 
to other parts of the UK. However this is no 
longer the dominant macro-economic challenge 
we face, so our economic focus should shift 
from a singular one on keeping young people 
in education, and getting them into work, to 
helping all employees to access higher quality 
work, while helping key economic sectors to 
grow in a global market.

We therefore need to consider how we establish 
and maintain a fully flexible lifetime offer of 
vocational, technological, and professional 
learning, mindful of the need to stimulate and 
support future co-investment from employers in 
that lifetime provision. 

Creating the environment and capacity to 
deepen the relationship between colleges and 
industry is a key theme in this report. As well as 
the more recent success of the FWDF, these 
relationships have also been underpinned by 
support from European Structural Funds (ESF), 
which prior to reform, colleges were able to 
access directly from the EU (for some while 
this support has been directed to colleges via 
SDS or SFC.): the number of close collaborative 
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relationships between colleges and businesses 
has grown, particularly over the past decade 
along with our associated product and market 
knowledge. Colleges have demonstrated 
agility and responsiveness to new economic 
development opportunities and specific funding 
that also supported upskilling and reskilling of 
those in employment; and promoting business 
start-up and entrepreneurship. They have 
also developed digital materials and online 
infrastructure for flexible workforce learning. 
These vital EU structural funds provided the 
space, time, and resource to enable closer 
working with businesses, better to understand 
their strategic development needs, their 
emerging skills gaps, and then helping us to 
develop and deliver better targeted products or 
services. Moreover, these working relationships 
would go on to generate other enhancement 
activities such as curriculum development, 
real life project briefs, work placements, 
sponsorship, and input from industry guest 
lecturers. 

To an extent, the FWDF has re-energised 
colleges to rediscover or build up this successful 
partnership approach with levy paying 
organisations. However the focus on these 
larger businesses means that, the SME and 
micro-businesses who more urgently need our 
support are ineligible. From our consultation, we 
have identified a gap between who we need to, 
and who we can, support. 

In a world where the future of EU funding, or 
any UK-based replacement is – to say the least 
– uncertain, we contend that creating access 
to a funding mechanism which is sufficiently 
flexible to support the individual needs of 
businesses - similar to the FWDF, but extended 
beyond levy payers - would significantly increase 
colleges; impact on the economy.  In addition 
it would also have a positive effect on colleges’ 

cultures: experience tells us one result of direct 
engagement with businesses is an increase in 
entrepreneurial spirit and the adoption of more 
business-like behaviours among staff, with a 
corporate culture felt more widely within the 
organisation. These attitudes would in turn 
inspire the wider student body, championing 
employability, encouraging confident learners 
to move into jobs equipped with the meta-skills 
required by industry and the economy.

Organisational agility and resilience will also 
enable colleges more quickly to reconfigure 
strategy, structure, business processes, people 
and technology in response to demands 
of individual learners and employers. We 
recognise the tension between the need for 
greater agility and less regulation and central 
controls versus institutional and sector stability, 
particularly within an uncertain financial position. 
However, while creating an environment with 
an appropriate balance between stability 
and dynamism is likely to be challenging, it 
is now possible, post-reform, to build on the 
foundations that have been established through 
regionalisation and the growing alignment within 
the wider tertiary system. 

Case Study 6 
DUMFRIES & GALLOWAY COLLEGE
Covetrus is a global leader in animal-
health technology and services for animal 
care professionals. Having undergone a 
recent merger, the company identified 
the need to integrate and combine 
technology, services, analytics and 
expertise to best serve their customer 
base. Covetrus wanted to develop human 
capacity within the organisation through 
the development of both ‘meta-’ skills 
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and technical skills.  The FWDF supported 
collaboration with the D&G College as a 
key partners in the delivery of the hybrid 
training needs of the company. Covertus 
identified the importance of growing the 
skillsets of its employees, enhancing 
capabilities to drive performance and 
deliver company ambitions. Covertus 
welcomed the importance of the speed of 
response - and simplicity - of the FWDF 
model.   

Case Study 7 
EDINBURGH COLLEGE AND CITY 
OF GLASGOW COLLEGE FINANCIAL 
AND PROFESSIONAL SERVICES 
HUBS
The Colleges have developed new 
models of delivery, now underway in 
the Edinburgh and Glasgow Financial 
Services Hubs in a collaboration between 
colleges, the banking and financial 
services industry, and Skills Development 
Scotland. 

An initial Glasgow pilot focused on 
the development of flexible courses 
for the sector  (“Fast Track”) with 
Barclays leading in the West. Further 
developments are now underway in the 
East, with Lloyds Banking Group leading. 
‘Fast Track’ is an initiative undertaken 
through the Financial Services Advisory 
Board (FiSAB).

The pilot was co-designed and co-
delivered to course participants; the 
curriculum recognised prior qualifications 
and concentrated on the skills 
development necessary for entrants 
successfully to secure roles within the 
sector - and perform “from day one”. 
The emergence of the East Hub and 
scale-up plans presented to FiSAB in 
September 2019, presents an opportunity 
to develop yet more agile and responsive 
funding models, including opportunities 
for enhancing industry investment in 
colleges. 

The case for increasing colleges’ engagement 
with business is compelling, and resonates 
strongly with the Government’s strategic 
guidance, the Strategic Board’s own direction 
of travel, particularly in regard to the need for 
productivity growth in the Scottish economy. 
Indeed, it is the rationale for our being asked to 
undertake this report. We consider that, for this 
to happen, especially at scale, we need to see 
greater systemic support and more incentivised 
funding for college/employer engagement, 
crucially with unequivocal support from across 
Government for this as a priority. 

Additionally, the integral nature of colleges to 
business development, growth and productivity 
merits closer, deeper collaboration with the 
enterprise and skills agencies. Such a strategic 
alignment with SDS, SE, HIE, and SoSEP 
could improve joint regional planning, and 
the development of teams to enable regional 
collaborations with colleges (and universities) - 
this approach would be particularly helpful for 
PACE related activities and where we know we 
have large scale and critical skills gaps.
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Our ambition is to refine the current ‘employer 
engagement’ model to one that better supports 
and promotes deeper and systemic college-
employer co-production and co-investment. 
The financial services model in Glasgow and 
Edinburgh highlighted in the case study on the 
previous page is an practical, working example. 
The challenge was, systemically, to support and 
incentivise ‘co-production’ and co-investment. 
It is worth noting here, however, that the 
employers involved in the examples are large 
multi-nationals with more acute skills gaps and 
employment opportunities – and more resource. 

This proposed new model of delivery (co-
creation and co-development) is perhaps more 
difficult to replicate with SMEs, family businesses 
and micro businesses because of their inherent 
limited resources. We heard several times 
from business people who described the 
difficulty leaders of these businesses face in 
undergoing either personal or business-focused 
development; the comments of one – “I’d 
love to do an HND, but who’s going to run my 
business?” - captures succinctly the difficulties 
of juggling these competing priorities. That 
means we need changes to existing college 
funding rules, and the current business model 
which is driven by viability, and highly dependent 
on economies of scale (that is, class sizes and 
maximising staff utilisation on direct learning & 
teaching activity). Moreover, there will always 
be an inherent tension between creating critical 
mass to support direct work with SMEs and 

micro businesses.  We need a new funding 
model incentivising and creating capacity for 
more activity directly to support SMEs; and we 
must explore whether and how we can cluster 
SMEs by shared or similar challenges – with the 
prospect of a solution that could be scaled up 
across industry sectors.

SDS’s ‘apprenticeship family’ offers a further, 
significant opportunity for better alignment: 
for example, we expect that the current work 
on skills alignment underway in SDS and SFC 
will consider opportunities for maximising the 
college contribution to apprenticeship delivery.  
Additionally, the significant level of college 
participation in graduate apprenticeships in 
England is in stark contrast to the position 
in Scotland where college delivery is the rare 
exception. We hope that the skills alignment 
work will also tackle and remove the difficulties 
colleges face in working with multiple funding 
and reporting regimes operated by the two 
skills agencies. That work should also explore 
planning a combined offer with the agencies to 
support industry needs - for example, through 
the SDS Digital Skills Fund. In such instances it 
would be helpful for SDS to engage directly with 
colleges to include a top-up on each HNC/D 
to provide those industry accreditation top 
ups to people in businesses.  This would have 
been helpful where regional SDS staff are more 
engaged in national initiatives and therefore able 
to integrate these more closely with colleges.
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to support product, business process, and/
or service innovation. The high level of interest 
from colleges in the SFC’s College Innovation 
Fund – the £500,000 available is significantly 
oversubscribed - demonstrates the appetite and 
demand for college-related innovation activity. 
The year two projects approved for funding 
have been selected for their national strategic 
importance and are helping address the climate 
change emergency and digital enhancement in 
the Health & Social Care sector. We contend 
that colleges are crucial in supporting ‘how’ 
businesses can be more innovative, by building 
and generating applied innovation capacity, 
and by developing a skilled workforce able 
to embrace emerging technologies and new 
markets. Again, we urge a paradigm shift in how 
we promote and fund innovation, supporting 
opportunities for multiple players to collaborate 
in ways that more fully exploit industry-focused 
innovation.

Case Study 8 
WEST COLLEGE SCOTLAND 
& INNOVATION  SUPPORTING 
INTEGRATED INNOVATION WITH 
THE SUPPORT OF INNOVATION 
VOUCHERS (INTERFACE)
James Frew Ltd. is one of Scotland’s 
largest integrated building services firms, 
serving customers across the central 
belt, in plumbing and heating, property 
upgrades, mechanical services and 
renewable technology. With headquarters 
in Ayrshire and employing more than 250 
people (including 33 apprentices) the 
company asked to work with WCS  to 
develop an innovative training planning 
process. 

The subsequent collaboration, funded 
by the first Innovation Voucher awarded 
by SFC to a college, identified staff 
training requirements, linked them to 
the company’s business improvement 
process, and tailored training and 
development to James Frew’s needs. The 
project included monitoring of certification 
renewals, development of individual 
training plans, and measured the 
impact of training through Achievement 
Measurement Indexing. 

Through this more structured approach 
to investing in people through high-quality 
training, WCS helped James Frew Ltd 
improve productivity performance and 
make efficiency savings - helping the firm 
maintain a competitive advantage in a 
fast-moving commercial market. Roddy 
Frew, Managing Director, said “we are 
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delighted to work with West College 
Scotland. The relationship we have is 
invaluable. Over the past three years, the 
College has helped us align our training 
plans and improve the service we offer to 
our customers.”

Case Study 9
EDINBURGH COLLEGE & BUSINESS 
CENTRED INNOVATION (INTERFACE 
INNOVATION VOUCHERS) 
UTEC StarNet has made significant 
strides into the energy sector by providing 
visual web-based integrity knowledge 
databases, reducing the need continually 
to visit offshore assets, improving safety 
and efficiencies. This approach has 
allowed the business  to collaborate 
with major blue-chip energy partners, 
providing opportunities for a growing 
workforce within the business.

The aim of this initial joint project is 
to explore the manipulation of 3D 
datasets, over a web environment, to 
help support the integrity management 
of offshore wind turbines, as a proof of 
concept.  Inspection data such as seabed 
profiling, video and camera stills will be 
incorporated into an interactive 3D model 
or digital twin of the environment.  

The collaboration between the company 
and Edinburgh College is essential to 
providing a unique blend of academic 
knowledge and expertise in 3D 
Animation and Games Development. 
The experience and capacity within the 

College for manipulating 3D datasets will 
help to drive achievable outcomes linked 
to improved business performance and 
competitiveness.

Case Study 10 
EDINBURGH COLLEGE – THE 
CLIMATE CHALLENGE AND 
BUSINESS CENTRED INNOVATION 
(PHASE TWO OF COLLEGE 
INNOVATION FUNDING)
In partnership with UHI, Heriot-Watt 
University, the Institute of Motor Industry 
and the Scottish Motor Trade Association, 
this tertiary/industry collaboration 
addresses a demand led requirement 
from the automotive industry to re-skill 
and upskill current and future workers 
– in direct response to wider changes 
in society, and specific Scottish and UK 
Government policies on carbon reduction 
and green transport, aimed at promoting 
the use of hybrid and electric only 
vehicles.

The registration figures, for new battery 
electric and plug-in hybrid vehicles, 
has grown by 46% over the past year, 
compared to 33% in the rest of the UK. 
There are currently over 10,000 ultra-low 
emission vehicles licensed in Scotland.

Industry partners needed Electric Vehicle/
Hybrid, Health & Safety Awareness 
training for painting, bodywork and 
recovery vehicle technicians - to raise 
awareness of the potential dangers of 
working with EV/Hybrid vehicles. This 
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collaboration will create and deliver a 
multi-media online accredited training 
programme where students and business 
employees can examine and interrogate 
Electric Vehicles using augmented 
and virtual reality technology for an 
immersive learning experience. This 
will be accessible via online learning 
platforms via a range of devices including 
computers, tablets, and smart phones.

The collaboration will:

• Create new, current and industry 
relevant learning resources

• Develop a proof of concept utilising 
AV/VR focussed observational training 
methodology and materials

• Improve EV/Hybrid health and safety 
awareness in the automotive industry

• Provide new upskilling and re-skilling 
opportunities for the automotive 
sector, in particular for painting & 
bodywork and vehicle recovery staff

• Strengthen and develop existing 
partnerships with Heriot Watt 
University, UHI and Perth College 
addressing EV/Renewables agenda

• Strengthen and develop existing and 
new partnerships with the automotive 
sector to better understand and 
respond to, current and future skill 
needs and promote the range of 
work based learning opportunities 
that Edinburgh College and the wider 
college sector can provide.

For Information



UNCONTROLL
ED C

OPY

MAKING INNOVATION USEFUL 55

We have noted how technology companies are 
disrupting education, as well as the potential for 
colleges and universities collectively to pursue 
collaborations with big tech to better harness 
investment in new and emerging technology 
and skills. This could include single educational 
platforms within regions (or beyond), and data 
innovation implementation. For example, the 
Fujitsu Education Ambassador programme 
represents a significant private sector investment 
in professional and technical education. A 
Fujitsu Innovation Hub has been established in 
Edinburgh College, and, similarly, across several 
colleges in the sector. The Innovation Hubs are 
centres of excellence in digital co-creation within 
the education community, connecting new and 
emerging technologies with education to deliver 
digital change in education and enhance the 
digital skills of students. 

PUBLIC AGENCY ALIGNMENT 
We were disappointed to note from our 
consultation that the enterprise agencies 
have limited involvement in supporting 
college & business collaboration; however, 
we were heartened by the recognition that 
this represented an untapped opportunity for 
growing collaboration across the skills system 
to deliver improved economic outcomes. Once 
again we note that the Enterprise and Skills 
Strategic Board, the skills alignment work in train 

between SFC and SDS , and the Government’s 
Future Skills Action Plan all reinforce the need for 
greater cohesion and collaboration across the 
tertiary system; and our consultees recognised 
that Scottish Enterprise’s new Strategic Plan, 
Building Scotland’s Future Today, details a 
framework that aligned more closely with the 
priorities of colleges - with a stronger focus on 
businesses of all sizes, supporting their growth 
ambition, and boosting entrepreneurial spirit. 
Given the national ambition of a single portal for 
businesses it would be invaluable for the college 
sector to play a full part in these developments, 
so we can properly understand - and contribute 
to - the content, while ensuring that college 
support for businesses is included in the 
available ‘resource’. 

Finally, we think the regionalised college 
landscape, anchoring our colleges in 13 regions 
across Scotland (and with the majority of regions 
spanning multiple local authority areas), creates 
an important opportunity to explore how the 
relationship between the enterprise agencies 
and colleges could be strengthened further 
using a regional model of business-college/
enterprise agency engagement, and thereby 
avoiding cluttering the landscape for in which 
businesses have to navigate.  
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Exporting is one of the four missions identified 
in the Enterprise & Skills Board’s Strategic Plan, 
and the Scottish Government’s ambition for 
Scotland as a ‘Trading Nation’ is one to which 
the sector already contributes. It is also an area 
where – continuing our general theme – it could 
do more if the conditions were right. 

‘Scotland is Now‘ promotes Scotland as a place 
to live, work and study, and our colleges stand 
alongside our universities in making that a reality. 
We welcome thousands of international students  
each year, from over 130 different countries.

The benefits from this international engagement 
are palpable for colleges, for the economy, 
and for the Scottish Government’s wider 
ambitions. As the sector looks outward, beyond 
our national boundaries, so colleges become 
more dynamic, innovative, globally connected 
and competitive, leading in the skills agenda 
and acting as key contributors to inclusive 
economic growth. They promote their expertise 
internationally, while bringing home best and 
innovative practice so that their staff and 
students enjoy a global perspective.  

Moreover, international activity enhances the 
reputation of individual colleges and the Scottish 
sector as whole; many of the businesses with 
which we work are themselves international, and 
where colleges are similarly connected overseas, 
their relationships with domestic employers 
are strengthened through enhanced credibility, 
quality, and competiveness. 

The educational market in which we operate 
is also increasingly global: digital technology 
is connecting educational institutions and 
our student bodies, so collaboration with 
international partners is vital, allowing us to 
keep up with new and emerging trends. Finally, 
international activity generates income to 

reinvest for the benefit of our students, staff and 
regional communities and economies.  

We have considered the position of Scottish 
colleges at the global level against two 
questions: first, what is it that characterises the 
performance of the best skill nations worldwide? 
In this respect, Annex 2 summarises the position 
on technological and vocational training in a 
number of the world’s advanced economies. 
Second, and consistent with the Government’s 
ambition to develop Scotland as a “Trading 
Nation”, we have considered the export potential 
of the sector and its individual colleges. 

By way of a summary of the characteristics of 
our international competitors, it seems there is 
a number of common factors that appear to 
lead to high quality technological and vocational 
education and training (or TVET) systems, and 
thence to international competitiveness. These 
include:
• a clear commitment from the state to 

continuous improvement in the quality and 
relevance of its TVET, and of its status in civic 
society;

• an energetic contribution from, and 
engagement of, employers at all stages of 
the process: 

o concentrating on good applied research;
o providing current labour market 

intelligence, and supporting future skills 
forecasting;

o supporting the development and 
improvement of qualifications; and

o sharing in investment in the system

• excellent teaching and assessment by 
‘dual professional’ teachers with current 
pedagogic and vocational expertise.
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WHERE ARE WE NOW?
Against that background, let us consider our 
colleges’ current international activity. This is 
especially important because of the need to 
secure greater success in international markets 
in a context of the significant threats Brexit risks 
creating.  However, we believe our colleges now 
have a scale that presents an opportunity for 
greater levels of export of expertise. And while 
Scottish expertise in technological education 
and professional education (especially at 
a higher vocational qualification level) is in 
demand, were we to scale up our efforts, we 
would also export our indigenous and distinctive 
Scottish value set; our emphasis on universal 
access and progression pathways and the 
corresponding impact on social mobility; and 
our pioneering thought leadership and system-
wide approach to employment capacity building. 
All this would raise Scotland’s profile while 
strengthening our economic future, deepening 
excellence, and supporting student and staff 
retention by providing global opportunities in 
learning and development, and the resultant 
outward facing culture that implies.

In 2015, Scottish education exports were valued 
at £780 million. A survey commissioned by the 
Colleges Development Network in October 
2017 and a subsequent call for information 
this October highlighted that colleges already 
undertake significant and varied international 
activity across the world. Levels vary from 
college to college, but of the 15 colleges 
responding to the survey, 13 were engaged in 
international activity, over a broad field. There 
were, however, four areas where more than half 
of the respondent colleges engaged:

• Student Recruitment 
• Staff Exchanges

• Student Exchange/EU Mobility
• TVET capacity building

This activity covered a wide spread of curricular 
areas, most commonly in Creative Industries, 
Engineering, Hospitality and Tourism, Digital, 
Sport and Fitness, ESOL and Oil and Gas. There 
was also more general activity in curriculum 
development; learning and teaching (in 
particular, teacher training for international TVET 
institutions), leadership and management in 
TVET, and quality assurance. 

In terms of markets, and aside from the EU/
EAA as the major country identified for student 
recruitment and student exchanges (a significant 
part of colleges’ international activity), no single, 
nor group of countries stand out as the main 
focus of activity for multiple colleges. Colleges 
are active in China, Middle-east/North Africa, 
South America, SE Asia, Central America, West 
Africa, East Africa, India, and Pakistan. The 
return on this engagement is significant: just 
over half of the colleges are bringing in between 
£500,000 and £2 million per year in income, 
while a third generate less than £250,000. 
Together, our two colleges have overseas 
income of around £3.5m 

Scotland’s colleges are well positioned to grow 
internationally from this strong base.  Many have 
already established their brand in the global 
marketplace, delivering an enhanced range of 
successful services for international partners in 
Scotland and overseas. Just as colleges deliver 
education and opportunities to meet regional 
and national priorities, so too can they export 
their expertise to develop vocational skills and 
training. And Scotland’s colleges can offer 
international clients a huge range of provision: 
student recruitment, Transnational Education, 
short-term study abroad (i.e., in Scotland), 
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Professional Training and Development (again, in 
Scotland) and consultancy services (overseas). 
Additionally, colleges can provide summer/ 
winter schools for individual students; full time/ 
part-time places in in-country programmes, 
in either an overseas campus or through a 
partner; bespoke programmes for student 
groups in English language; vocational 
training programmes; accredited professional 
programmes, teacher training (in ESOL, general, 
technical, and bespoke), bespoke professional 
training for groups (ESOL and vocational), and 
TVET capacity building. Alongside this sits a 
broad range of systemic offers in curriculum 
development, quality assurance, college 
management and operations, organisational 
development in TVET; recruitment and retention; 
employer engagement and employability; and 
both developing and providing content to 
support learning and teaching.

Beyond all this, our colleges have many 
strengths which make them attractive partners 
internationally. Building on these, while 
developing new ones will be an important part 
of growth. And it is through collaboration that 
the sector will be able to build confidence and 
experience internationally. Its strengths include:

• the international reputation of Scottish 
education

• Scotland’s distinctive brand, continually 
developed through Connected Scotland;

• a robust and comprehensive offer in 
vocational skills and English language;

• significant experience of building, developing 
and sustainably delivering a skills sector, 
something many countries are now looking 
to build or improve;

• national partnership working eased by 
relative proximity between colleges; 

• strong engagement with national and 
international stakeholders and agencies 
including the Scottish Government, 
Scottish Development International, 
Department of International Trade, British 
Council, Association of Colleges, Scottish 
Qualifications Authority and other awarding 
bodies.

GLOBAL EDUCATION TRENDS – 
OPPORTUNITIES FOR COLLEGES
As part of its success in services exports, 
Scotland we saw an increase in overseas trade 
of Scottish education from £685m in 2014, to 
£780m in 2015. There is scope to increase still 
further, as colleges build on the global reach, 
reputation and profile of our education sector, 
unlocking new business opportunities and 
making more of the flows of talent, to and from 
Scotland.

VOCATIONAL TRAINING 
Economic growth and demographic shifts in 
emerging markets globally are unlocking new 
opportunities. By 2030, it is predicted that 
emerging economies will contribute 65 percent 
of the global GBP. But demand for skilled labour 
is growing faster than supply, with many markets 
limited in providing the necessary high-quality 
technical skills education to meet industrial 
demand. They therefore look to international 
education partners for support in – for example 
- developing skills strategies, capacity building, 
technical and vocational curricula that meets 
international standards, teacher training, and 
English language development.

E-LEARNING
The world growth in e-learning is a further 
opportunity for our colleges. A market worth 
an estimated $165bn + in 2015 is expected 
to reach $240bn by 2023, with around 40% 
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of this market formed of job-specific technical 
skills (the largest share), and job-specific soft 
skills. Again, our colleges have the requisite 
breadth and depth of subject expertise and 
internationally-recognised qualifications, and 
we can strengthen our capacity to deliver 
education and training through high-quality 
e-teaching to capitalise on this rapidly-growing 
industry. This reinforces the need for investment 
in digital technology in the college sector. New 
capabilities to deliver engaging e-teaching 
developed through international opportunities 
will – again - bring benefits to the mainstream of 
our domestic college learners.

LARGE SCALE INTERNATIONAL 
EDUCATION PROJECTS
In November 2015, the UKG announced a £1.3 
billion Prosperity Fund over the next five years to 
promote the economic reform and development 
needed for growth in partner countries. As 
well as contributing to a reduction in poverty in 
recipient countries, the reforms are expected to 
create commercial opportunities for international 
businesses and institutions, including those 
from the UK. The Prosperity Fund China Skills 
Programme is centred on skills reform to 
support sustainable development in China, 
and the objectives of the most recent Five Year 
Plan. Alignment with UK expertise and strengths 
should provide new market opportunities for 
UK education businesses and institutions to 
increase exports to China.

BARRIERS TO GROWTH
However, working in isolation, it is difficult for 
individual  colleges in Scotland to attain the 
capacity necessary to participate in large-scale 
projects such as the Prosperity Fund China 
Skills Programme. A Team Scotland approach, 
however,  could provide the necessary capacity 
and sharing of resources to develop international 

activity of scale. In order to compete seriously 
at this international level, our colleges need to 
demonstrate their ability to deliver in partnership; 
and these partnerships need to be legally 
constituted so as to manage shared liabilities, 
and to build the confidence in international 
clients.

Indeed, a lack of capacity and resources was 
cited by most colleges as a barrier to growth, 
and a lack of knowledge and/or confidence by 
several.

TIER 4 SPONSORSHIP LICENCE – 
STUDENT RECRUITMENT
Current UKG policy on Tier 4 has been a 
significant challenge for colleges, and those both 
in Scotland and across the U.K. have suffered. 
The Migration Advisory Committee (MAC) 
Report on the Impact of International Students 
in the UK (September 2018) noted that: 

“the number of international students in higher 
education has grown nearly 30 per cent over 
the past nine years, though much more slowly 
in recent years. The further education sector 
saw a boom in international students following 
the introduction of the Tier 4 Points Based 
System, and a subsequent contraction with the 
tightening of the rules and ending of licences for 
many further education colleges.”

The new Graduate Immigration Route (replacing 
Post-study work) which was announced in 
September 2019 applies only to international 
students who have “completed a degree at 
undergraduate level or above at a Higher 
Education Provider with a track record of 
compliance and who have a valid Tier 4 visa at 
the time of application.”
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THE COLLEGE DEVELOPMENT  
NETWORK (CDN)
CDN has established an International 
Development Network, an important community 
of practice in the sector, bringing together 
colleges active in international trade, wider 
partners such as SQA and SCQF, and 
stakeholders such as SDI, the British Council 
and Education Scotland. The group meets 
quarterly to share best practice, develop 
collaborations for international work and share 
opportunities. Outside of this group, CDN also 
provides a central point of contact for wider 
stakeholders such as DIT and the Association 
of Colleges to disseminate international 
opportunities across the network.

In addition, this February, CDN launched 
an Invitation to Tender for an analysis of the 
Scottish college sector’s capacity and USP for 
international business development.  This work 
will:

• assist the sector to demonstrate comparative 
capacity, promoting and responding to 
opportunities in specific markets, subject and 
thematic areas

• inform a comprehensive set of marketing 
and case-study materials, highlighting 
comparative strengths

• provide the College International Group and 
its partners with an evidence base for its 
partnership work, and for promoting Scottish 
college expertise internationally

• inform the sector of the international 
opportunities available on which colleges can 
capitalise, both as individual institutions and 
through cross-sector collaborations. This 
could include full cost recovery opportunities 
and those which support market entry, 
capacity building, and unlock strategic forms 
of support (e.g. part-funded opportunities)

• inform the sector of the wider opportunities 
and benefits of internationalisation of colleges 
more broadly, particularly in the context of EU 
exit

• inform the sector of how colleges can better 
utilise their international alumni networks at 
an institutional level, and through a Team 
Scotland approach
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Finally, we consider perhaps the most important 
determinant of success - leadership.  We 
examine in particular how clear leadership, 
within and across system boundaries, is 
essential for success. Scotland’s tertiary 
education system, together with its wider skills 
system, has all the building blocks in place to 
get results. But are these the right results; and 
are they at the right level? 

Our starting point is that in order to build on the 
very successful regionalisation reforms of the 
sector from 2011 on, we now need Government 
support for reform of the tertiary education 
system, to help future-proof the economy itself 
against current and future challenges that have 
been well rehearsed throughout this report. They 
include the need:

• for more and deeper college-industry 
alliances characterised by co-creation, co-
investment and co-production in a more 
aligned tertiary system, delivering a properly 
flexible and accessible lifetime learning offer;

• to engage ALL – including in work learners, 
adult learners and those individuals furthest 
from economic activity; 

• to ensure the sector more rapidly harnesses 
new and emerging technologies, better to 
support learning, upskilling and reskilling, 
ensuring we stay at the forefront of the 
changing nature of work and skills;

• for professional and technological education 
and skills training to create resilient and 
adaptive learners and agile and resilient 
employers who help ensure the individual’s 
skills go beyond their existing role in work 
and the employer’s short-term needs.        

Imagine a tertiary system in Scotland in which 
all our citizens have lifetime membership, where 
they are immersed in work-integrated learning, 
and where they ‘touch’ industry from the very 

beginning of their college experience. A system 
to which they readily return, again and again 
- throughout their lifetime and careers - when 
they need to develop new skills and/or prepare 
for the next life stage.  In this highly connected 
and inter-dependent tertiary system, colleges 
are valued and celebrated with fundamental and 
equal place, in contrast to the current bifurcated 
FE/HE system which is unhelpfully hierarchical 
and poor at engendering substantive, 
sustainable partnerships.  

Imagine too colleges in new, symbiotic, 
relationships with business, industry, the third 
sector, and across the wider public sector, 
where they are delivering relevant transformative 
upskilling and reskilling throughout an 
employee’s career - and beyond work for an 
active retirement; where the system encourages 
and supports business and college co-
investment and co-production; and where 
colleges can drive greater economic growth 
by more direct engagement with businesses 
to support step change improvement in 
performance and productivity.  

We argued at the outset that the current 
and forthcoming technological revolutions 
require a learning revolution too. We need 
to make sure this learning revolution is fully 
nurtured and inspired with dynamic system 
leadership: regionalised colleges should take 
the opportunity to be at the heart of a strategic 
place-based approach, more fully integrated 
into a tertiary system which shares a common 
purpose; which supports the development 
of priorities across metropolitan, regional and 
national partnerships in education, industry, 
public sector and their respective communities; 
and which optimises the investment, resources, 
and collective capacity to support inclusive 
economic growth. 
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A more holistic system approach is not a 
pipedream. In fact, there are already many 
examples of our colleges actively engaged in 
regional systems. The ‘Accelerating Growth’ 
Edinburgh and SE Scotland City Region Deal 
sets out a new integrated regional employability 
and skills partnership to widen access, 
address skills shortages and gaps, and deliver 
improvements to increase the flow of people 
from disadvantaged groups into good career 
opportunities. This is carefully designed to open 
up new talent pools for business. All the colleges 
and universities in the region are bought into 
collectively driving towards achieving shared 
outcomes.   

Meanwhile, the Borderlands Inclusive Growth 
Deal will focus on investing £7m to develop the 
South of Scotland Skills and Learning Network, 
concentrating on the region’s visitor economy. 
Advanced technology will support the delivery 
of education and skills delivery in the region to 
support the priorities identified in the South of 
Scotland Regional Skills Investment Plan.  

The Further Education Trust for Leadership 
(www.fetl.org.uk) published in June 2019 
“Colleges as Anchors in Their Spaces” . In 
it, the authors reflect on the role of college 
leaders as their organisations change in scale 
and scope. They note that leaders of such 
colleges recognise the need for multifaceted 
management, and the need to avoid localised 
silos, instead locating themselves in wider 
systems, collaborating with key figures to 
promote and sustain regional economic 
developments and civic unity. As colleges are 
progressively embedded within their regions, the 
success of the college become interconnected 
with that of the region. The report goes on to 
discuss the importance of the altruistic leader 
who looks across the region as a whole, 
promoting action that creates mutual benefits for 

Case Study 11
SYSTEM LEADERSHIP & COHESION 
- RENFREWSHIRE’S ECONOMIC 
STRATEGY 2020 – 2030.
Led by the Renfrewshire Economic 
Leadership Panel, bringing together 
leaders from industry, the public sector, 
enterprise agencies and education and 
skills experts, the Economic Strategy is 
underpinned by:

• economic leadership – local and 
central government, knowledge 
institutions, and business working 
‘collaboratively to create better 
conditions for economic growth, 
social cohesion and employment 
generation’;    

• a robust evidence base and alignment 
with the national policy context; and

• partnership working and coordinated 
effort in co-designing and 
implementing actions to maximise the 
positive impact of the strategy.

The analysis underpinning Renfrewshire’s 
Economic Strategy revealed diverse 
sectoral strengths in manufacturing, 
construction and transport & storage 
with new sectors emerging in 
creative industries, tourism and care. 
Manufacturing is the most productive 
sector of the Renfrewshire economy with 
GVA per head significantly above the 
Scottish manufacturing level. 

the common good, and who sees the well-being 
of the wider system as important to the well-
being of their own institution. 
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A growing Renfrewshire economy means 
boosting business productivity, higher-
level skills and increasing research and 
development activity. Renfrewshire 
is improving its competitiveness with 
investment in innovation, economic 
infrastructure and skills. Improving the 
competitiveness of local companies 
that are innovative and internationally 
focused is a core objective. In support, 
West College Scotland and Renfrewshire 
Council shared development of a skills 
pipeline and training support for local 
SMEs, in turn equipping manufacturing 
SMEs with the technical and cultural 
skills required to grow and prosper within 
Industry 4.0 through collaboration with 
the NMIS Skills Academy, Digital Factory 
and Innovation Collaboratory. 
The system-wide collaboration in 
Renfrewshire, including the regional 
College creates a single entity for 
education and skills, led by the College, 
with potential to align the skills and 
education systems, co-design with 
industry a skills-based curriculum, 
support local people to reach their 
personal and professional potential, 
and reduce business skills gaps and 
skills shortages though targeted and 
tailored interventions - as well as horizon 
scanning to meet future skills demands. 
The College will also work with 
employers in designing learning to deliver 
industry relevant skills and integrate 
STEM skills across all its programmes. 
Foundation, Modern and Graduate 
apprenticeships will expand, including 
plans to develop, with the College, a 

Renfrewshire Apprentice Academy,  
upskilling the existing workforce and 
equipping people with the skills that will 
help them navigate a fast- changing 
labour market and directly improve 
business performance and boost the 
productivity of Renfrewshire businesses. 

JOINING UP THE MULTIPLE SYSTEMS?  
THE REGIONAL PARTNERSHIPS?
Fundamentally, a determined focus on 
consistently delivering positive impact should 
create an environment where all system 
stakeholders collectively aspire to help make the 
difference the Government wants to make. It 
should feature intrinsic ‘permission’ to challenge 
where the system perpetuates an organisational 
focus on unhelpful duplication or imbalances in 
funding.  

As colleges increasingly do more to deliver 
inclusive economic growth and improved 
business productivity, we should more regularly 
examine what works, for whom, and why (and 
why not).  In essence we should challenge the 
system continually to ask itself what do we need 
to start doing, what should we need to keep 
doing, and what should we stop doing?

As we have already said, current college activity 
is narrowly driven by  performance measures 
and funding – so colleges simply do what they 
are measured to do, with the underlying risk this 
fails to create a joined up system that works 
seamlessly for learners, for employers, and 
businesses, nor deliver the impact to which 
we collectively aspire for a sustainable and 
competitive economy. 
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In particular the current system for colleges 
is heavily weighted towards a transactional 
approach, where the emphasis is on regulation, 
performance, activity targets, and accountability. 
Imagine instead a future in which colleges 
confidently support the overall system, clear 
about their purpose, clear about the impact 
they seek to achieve, and clear about their 
responsibilities to the wider tertiary system in 
which they operate. Ultimately this would mean 
delivery in the right way to the right people to 
achieve the right outcomes.

OUTCOME AGREEMENTS (OAS) 
Currently, both colleges and universities 
operate within the Scottish Funding Council 
(SFC) Outcome Agreement regime. Introduced 
in 2012, Outcome Agreements (OAs), 
and their associated processes have now 
been in place for 8 years. At the time, their 
introduction represented a significant – and 
important - change in the relationship between 
the Government, the SFC, and colleges. 
In principle, OAs would allow for a clear 
expression of Government ambition, clarity 
over the deployment of funding to deliver that 
ambition, and provide a basis for measuring 
success. The SFC’s most recent guidance 
describes the purpose of OAs as “help[ing] 
colleges and universities demonstrate their 
distinct contribution to SFC’s core objectives, 
in particular, improving life chances, well-being 
and successful outcomes for students, and 
contributing to sustainable economic prosperity, 
in return for public investment”. 
“The OA is essentially a joint funding 
commitment, in which each institution (or college 
region) sets out the outcomes and outputs it 
will deliver, reflecting its regional context and 
specialisms, in response to the priorities set 
out in the Scottish Government’s National 
Performance Framework. The outcomes will 
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contribute towards meeting the SFC’s national 
ambitions”.

The reality of this process however is that 
a college OA - currently featuring over 100 
individual targets  - risks perpetuating an 
focus on a wide range of inputs, with a lengthy 
accompanying narrative often describing 
processes. The development of an OA takes 
several months, and involves teams of people in 
each college working with an Outcome Manager 
from SFC , themselves with responsibility for 
several institutions, all of whom are developing 
their own OAs. In short, this has become a 
labour intensive process, rarely meeting the aim 
of setting out succinctly what an institution is 
delivering for its public sector investment, and 
diverting precious resource from focusing on 
improved delivery. As it is, it is hard to see the 
real value the current OA process adds.    

In our view, in future, that process should 
support, rather than conflict with, the increasing 
need for greater collaboration, greater 
coherence, shared measures, and collective 
contribution and alignment across the system 
to achieve the desired, shared outcomes. 
For colleges, this must include the sector’s 
contribution to inclusive economic growth 
and deep collaboration with business and 
industry, including in partnership with the highly 
successful Chamber of Commerce network in 
Scotland.   

ENTERPRISE & SKILLS STRATEGIC BOARD 
System cohesion is a fundamental goal of the 
Scottish Government’s Enterprise and Skills 
Strategic Board, established in November 2017. 
Ultimately the Board’s role is to maximise the 
impact of the collective investment Scotland 
makes in enterprise and skills development. The 
Board’s approach is to consider how public and 
private sector partners, locally, regionally and 
nationally, can provide place-centric, industry-
focused assistance that will drive inclusive 
growth. The ambition is for greater collaboration 
not just between the enterprise and skills 
agencies themselves, but right across the whole 
tertiary and public/private system, with colleges 
a central part of that landscape.  

We have already asserted the inevitably of 
significant disruption in the near- and longer-
terms, and we know the speed of that disruption 
will also increase (exponentially), not least 
as a result of the impact of Industry 4.0. We 
anticipate tensions between the desire for the 
creation of a coherent administrative tertiary 
system enabling individual organisational agility 
and at the same time, the comfort of the status 
quo and the illusion of stability. We are confident 
that colleges can become even more agile, 
flexible, responsive and dynamic and play their 
full part in a more connected tertiary system and 
the wider skills system.

For Information



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY

SYSTEM LEADERSHIP72

and institutional interest in favour of collectively 
and proactively co-creating the future. 

Our consultation has highlighted that the college 
sector sits in a system where the emphasis is 
on regulation, performance, activity targets and 
accountability – direction and regulation come 
from the top down. While we do not contest 
the need for robust governance, we must move 
to greater system leadership, the achievement 
of shared outcomes, and the collaboration that 
ensures impact and focus. Remaining wedded 
to a system overly dependent on reporting, 
regulation and controls implies a lack of trust in 
the leadership teams within the overall system 
and thence to a self-fulfilling prophecy.  To this 
end, we should explore the opportunities for 
college leaders to take a more active role in the 
Scottish Leaders Forum, with an explicit brief to 
develop ways in which better to connect to their 
peers: investment in discovery and leadership 
learning across our system is essential. And we 
should pursue thinking about the possibilities 
of a ‘staff college’ for the sector, in which best 
practice in 21st century leadership can be 
considered co-created, and shared.  

Our aim should be the pursuit and promotion 
of ‘Cross-Silo Leadership’, creating more 
value for our economy, our society, our nation 
- and especially our students -  by connecting 
and energising experts from both inside and 
outside our tertiary institutions.  We recognise 
that many more innovation and business 
development opportunities lie at the interface 
between institutions, agencies, regulators 
and Government.   In essence the integrated 
solutions the economy needs, and that our 
students and employers want, often requires 
‘horizontal’ collaboration. We are  mindful 
that it’s not who is right but what is right for 
our economy and the future prospects of 
our students – and our ambition for a highly 

connected tertiary system could unleash 
the potential for this cross-silo approach. 
We encourage greater boundary crossing, 
building bridges and go-betweens, and system 
leaders who ask better questions to help them 
understand the whole system, create system-
wide role models, and help colleagues to 
learn how to take the perspective of others, 
to organise dialogue, to hire for curiosity and 
empathy. 

The core challenges of operating effectively at 
interfaces necessitates ‘learning’ about people 
on the other side and learning how to relate 
to them.  Humans have struggled throughout 
time to understand and relate to those who are 
different.  The temptation for government and/
or agencies will be to abandon the hard yards 
required for a new organisational structure for 
the system.  However appealing this might 
seem, for every problem solved by the new 
structure it will inherently create other problems 
as an unintended consequence.

We conclude by identifying the characteristics 
of 21st century leaders. They are collegiate, 
collaborative, outward- rather than upward-
looking rather, influencers, and open. They 
routinely build consensus and trust; think at 
a system level; exhibit emotional intelligence, 
curiosity, and creativity as they solve problems 
and as they interact with others. They are 
accomplished in innovation and delivery, [and 
use project management ‘cleverly’ to that end]. 
They solve, problems, are adaptable, creative, 
innovative, and exhibit social and emotional 
intelligence. In short they have, and they 
model, all the meta-skills that our connected, 
collaborative, agile tertiary system routinely 
embeds in all its learners. This is the human 
future we foresee in a VUCA world of AI and 
robotics. We look forward to working with a 
peers and partners to make it a reality. 

For Information



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY

For Information



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY



UNCONTROLL
ED C

OPY

 

 

2    Cyber Security Toolkit for Boards  

  

For Information



UNCONTROLL
ED C

OPY

  

 

Cyber Security Toolkit for Boards  3  

Contents  
Introduction.............................................................................................................................................................. 4 

Why have the NCSC produced a Cyber Security Toolkit for Boards? ........................................................................... 4 
What can this toolkit do for you? ...................................................................................................................................... 4 
Getting started ..................................................................................................................................................................... 4 

About the Cyber Security Toolkit .......................................................................................................................... 5 
Cyber Security Toolkit: scope and structure .................................................................................................................... 5 
How to use the Cyber Security Toolkit .............................................................................................................................. 5 
How we built the Cyber Security Toolkit ........................................................................................................................... 6 
How you can help ................................................................................................................................................................. 6 

Introduction to cyber security for Board members ............................................................................................ 7 
What is cyber security? ....................................................................................................................................................... 7 
What do I need to know about cyber security? ............................................................................................................... 7 
How do cyber attacks work? .............................................................................................................................................. 8 
Defending against cyber attacks ...................................................................................................................................... 8 
As a Board member, you will be targeted ....................................................................................................................... 9 
What support can the NCSC provide on cyber security? ............................................................................................. 10 

Embedding cyber security into your structure and objectives ...................................................................... 11 
What should the Board do? ............................................................................................................................................. 11 

Growing cyber security expertise ....................................................................................................................... 14 
What should the Board do? ............................................................................................................................................. 14 
What should your organisation do? ................................................................................................................................ 14 

Developing a positive cyber security culture ................................................................................................... 18 
What should the Board do? ............................................................................................................................................. 18 
What should your organisation do? ................................................................................................................................ 18 

Establishing your baseline and identifying what you care about most ....................................................... 20 
What should the Board do? ............................................................................................................................................. 20 
What should your organisation do? ................................................................................................................................ 21 

Understanding the cyber security threat .......................................................................................................... 23 
What should the Board do? ............................................................................................................................................. 23 
What should your organisation do? ................................................................................................................................ 24 

Risk management for cyber security ................................................................................................................ 26 
What should the Board do? ............................................................................................................................................. 26 
What should your organisation do? ................................................................................................................................ 27 

Implementing effective cyber security measures ................................................................................................ 29 
What should the Board do? ............................................................................................................................................. 29 
What should your organisation do? ................................................................................................................................ 29 

Collaborating with suppliers and partners ....................................................................................................... 33 
What should the Board do? ............................................................................................................................................. 33 
What should your organisation do? ................................................................................................................................ 33 

Planning your response to cyber incidents ...................................................................................................... 36 
What should the Board do? ............................................................................................................................................. 36 
What should your organisation do? ................................................................................................................................ 37 

Appendices ........................................................................................................................................................... 41 
Appendix 1: Cyber security regulation ............................................................................................................................ 41 
Appendix 2: Help with cyber incidents ........................................................................................................................... 42 
Appendix 3: About the NCSC ............................................................................................................................................ 42 

For Information



UNCONTROLL
ED C

OPY

 

 

4    Cyber Security Toolkit for Boards  

Introduction 
The vast majority of organisations in the UK rely on digital technology to function. 

Good cyber security protects that ability to function, and ensures organisations can exploit the 

opportunities that technology brings. Cyber security is therefore central to an organisation's health 

and resilience, and this places it firmly within the responsibility of the Board. 

New regulations (such as GDPR) as well as high profile media coverage on the impact of cyber 

incidents, have raised the expectations of partners, shareholders, customers and the wider public. 

Quite simply, organisations - and Board members especially - have to get to grips with cyber security. 

Why have the NCSC produced a Cyber Security Toolkit 

for Boards? 
Boards are pivotal in improving the cyber security of their organisations. The Cyber Security Toolkit for 

Boards has been created to encourage essential discussions about cyber security to take place 

between the Board and their technical experts. 

What can this toolkit do for you? 
Board members don't need to be technical experts, but they need to know enough about cyber 

security to be able to have a fluent conversation with their experts, and understand the right questions 

to ask. 

The Cyber Security Toolkit or Boards therefore provides: 

1. A general introduction to cyber security. 

2. Separate sections, each dealing with an important aspect of cyber security. For each aspect, we 

will: 

• explain what it is, and why it's important 

• recommend what individual Board members should be doing 

• recommend what the Board should be ensuring your organisation is doing 

• provide questions and answers which you can use to start crucial discussions with your 

cyber security experts 

3. Appendices summarising the legal and regulatory aspects of cyber security.   

Getting started 
Don't feel obliged to read the Cyber Security Toolkit in a single sitting. Think of it less of a manual to be 

read cover-to-cover, but more of a resource to be used to help you develop your own cyber security 

board strategy; one that can adapt to fit your own unique cultures and business priorities. 

If you're not sure where to begin, we suggest you start with the Introduction to Cyber Security for 

Board members and Embedding cyber security into your structure and objectives. 
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About the Cyber Security Toolkit 
The Cyber Security Toolkit is relevant for anyone who is accountable for an organisation in any sector. 

That could be a Board of Directors, a Board of Governors or a Board of Trustees. Additionally, technical 

staff and security practitioners may find it a useful summary of NCSC guidance, and can use the 

questions within the toolkit to frame discussions with the Board.  

Cyber Security Toolkit: scope and structure 
Good cyber security is all about managing risks. The process for improving and governing cyber 

security will be similar to the process you use for other organisational risks. It is a continuous, iterative 

process and comprises three overlapping components, summarised below: 

1. Get the information you need to make well informed decisions on the risks you face. 

2. Use this information to understand and prioritise your risks. 

3. Take steps to manage those risks. 

Crucially in order for these steps to be effective, you need to get the environment right, so we've 

included three sections that explain how to do this. The full structure of the Cyber Security Toolkit is 

summarised in the table below - click on a link to jump to the relevant section. 

 

Getting the environment right 

Embedding cyber security in your organisation 

Growing cyber security expertise 

Developing a positive cyber security culture 

1. Get the information you 

need to make well informed 

decisions on the risks you face. 

Establishing your baseline and 

identifying what you care about most 

Understanding the cyber 

security threat 

2. Use this information to 

evaluate and prioritise 

your risks. 

Risk management for cyber 

security 

3. Take steps to manage 

those risks. 

Implementing effective cyber 

security measures 

Collaborating with suppliers and 

partners 

Planning your response to cyber 

incidents 

 

Note: You will be familiar with this type of process, and may have your own approach to managing risk within your 

organisation. The Cyber Security Toolkit therefore focuses on the aspects of the process that are unique to cyber 

security and need additional consideration. 

How to use the Cyber Security Toolkit 
The NCSC is often asked 'what does good look like?' The simple answer is 'whatever protects the things 

you care about'. This means that, whilst there is some good practice that applies in most situations, 

'good' cyber security for one organisation may not be 'good' for another. 'Good' cyber security has to 

work for you; it has to be appropriate to your systems, your processes, your staff, your culture and, 

critically, has to be appropriate for the level of risk you are willing to accept. 
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Each section within the toolkit addresses three questions: 

1. What should the Board do? 

This provides specific actions for the Board.  

2. What should your organisation do? 

This provides information on aspects that Boards should have oversight of but are unlikely to 

be actively taking action on (though this is dependent on your organisational structure). 

3. What does good look like? 

This provides questions (and potential answers) designed to generate discussions with your 

experts that can help the Board identify what constitutes 'good' cyber security within your 

organisation. The questions are only the start of the story; you may find that simply getting the 

right people in the room, engaged in meaningful discussions, can throw a light on what works 

(and doesn't work) within your organisation. 

How we built the Cyber Security Toolkit 
This toolkit was created by: 

• listening to what Boards have told us they want to know 

• applying the NCSC's unique insights into cyber security, and how attacks happen 

How you can help 
We want to keep adding to this toolkit as you encounter new cyber security challenges, so we'll need 

your practical experiences of the challenges and opportunities you encounter. Please let us know how 

this toolkit could be improved, what you liked (or didn't like), and suggestions for what could be added 

next. You can use the contact us form or email us directly at enquiries@ncsc.gov.uk . 
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Introduction to cyber security for Board 
members 

What is cyber security? 
Cyber Security is the protection of devices, services and networks - and the information on them - from 

theft or damage via electronic means.  

What do I need to know about cyber security? 
There are three common myths concerning cyber security. Understanding why they're incorrect will 

help you understand some key aspects of cyber security. 

 

Myth #1: Cyber is complex, I won't understand it. 

Reality: You don't need to be a technical expert to make an informed cyber security decision. 

We all make security decisions every day (whether to put the alarm on, for example) without 

necessarily knowing how the alarm works. Boards regularly make financial or risk decisions without 

needing to know the details of every account or invoice. The Board should rely on its cyber security 

experts to provide insight, so that the Board can make informed decisions about cyber security. 

 

Myth #2: Cyber attacks are sophisticated, I can't do anything to stop them. 

Reality: Taking a methodical approach to cyber security and enacting relatively small changes can greatly 
reduce the risk to your organisation. 

The vast majority of attacks are still based upon well known techniques (such as phishing emails) which 

can be defended against. Some threats can be very sophisticated, using advanced methods to break 

into extremely well defended networks, but we normally only see that level of commitment and 

expertise in attacks by nation states. Most organisations are unlikely to be a target for a sustained 

effort of this type, and even those that are will find that even the most sophisticated attacker will start 

with the simplest and cheapest option, so as not to expose their advanced methods. 

 

Myth #3: Cyber attacks are targeted, I'm not at risk. 

Reality: Many cyber attacks are opportunistic and any organisation could be impacted by these untargeted 
attacks.   

The majority of cyber attacks are untargeted and opportunistic in nature, with the attacker hoping to 

take advantage of a weakness (or vulnerability) in a system, without any regard for who that system 

belongs to. These can be just as damaging as targeted attacks; the impact of WannaCry on global 

organisations - from shipping to the NHS - being a good example. If you’re connected to the internet 

then you are exposed to this risk. This trend of untargeted attacks is unlikely to change because every 

organisation - including yours - will have value to an attacker, even if that is simply the money you 

might pay in a ransomware attack.  
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The findings from the Cyber Security Breaches Survey below show just how many organisations are coming under 
cyber attack and how organisations are responding to this risk. Further information is provided in the full report.  

 

How do cyber attacks work? 
A good way to increase your understanding of cyber security is to review examples of how cyber 

attacks work, and what actions organisations take to mitigate them. Reviewing incidents that have 

occurred within your organisation is a good place to start.  

In general, cyber attacks have 4 stages: 

• Survey - investigating and analysing available information about the target in order to identify 

potential vulnerabilities. 

• Delivery - getting to the point in a system where you have an initial foothold in the system. 

• Breach - exploiting the vulnerability/vulnerabilities to gain some form of unauthorised access. 

• Affect - carrying out activities within a system that achieve the attacker’s goal. 

Defending against cyber attacks 
The key thing to understand about cyber security defences is that they need to be layered and include 

a range of measures, from technology solutions to user education to effective policies. The infographic 

below gives examples of defences that will help your organisation to combat common cyber attacks. 

Our section on Implementing effective cyber security measures provides further detail and questions 

that you can use to understand more about your own organisation's defences. 
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The following infographic summarises the security controls you can apply to reduce your organisation’s exposure to a 
successful cyber attack. 

 

As a Board member, you will be targeted 
Senior executives or stakeholders in organisations are often the target of cyber attack, because of their 

access to valuable assets (usually money and information) and also their influence within the 

organisation. 

Attackers may try and directly target your IT accounts, or they may try and impersonate you by using a 

convincing looking fake email address, as the NCSC’s Technical Director found out. Once they have the 

ability to impersonate you, a typical next step is to send requests to transfer money that may not follow 

due process. These attacks are low cost and often successful as they exploit the reluctance of staff to 

challenge a non-standard request from someone higher up in the organisation.  

Good cyber security awareness throughout your organisation, security policies that are fit for purpose 

and easy reporting processes will all help to mitigate this risk. It is also critical that Board members 

understand and follow their organisation's security policies, so that when an impersonator tries to 

circumvent them, staff can identify that something is unusual. 

You should also consider how information about you (that is publicly available) could assist an attacker 

who is trying to impersonate you. 
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What support can the NCSC provide on cyber security? 
The NCSC is the UK government's technical authority and therefore takes the lead role in providing 

guidance and advice on cyber security for UK organisations. The NCSC: 

• understands cyber security, and distils this knowledge into practical guidance that we make 

available to all 

• responds to cyber security incidents to reduce the harm they cause to organisations and the 

wider UK 

• uses industry and academic expertise to nurture the UK's cyber security capability 

• helps organisations navigate the cyber security marketplace 

• reduces risks to the UK by providing sector-specific guidance and engagement for public and 

private sector organisations 

If you want to find out more about how you can work with the NCSC, please get in touch via 

enquiries@ncsc.gov.uk . 

There is also government support on cyber security available from: 

• Centre for Protection of National Infrastructure (CPNI) - provides advice on a range of security 

matters. Start with: Passport to Good Security for Senior Executives 

• Department for Digital, Culture, Media and Sport (DCMS) - provides insight into the state of 

cyber security within the UK. Start with: FTSE350 Cyber Governance Healthcheck and the Cyber 

Security Breaches Survey 

• National Cyber Crime Unit (NCCU)  - part of the National Crime Agency and leads on 

investigating and prosecuting cyber crime. Start with: Cyber Threat to UK Business. 
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Embedding cyber security into your 
structure and objectives 
The role of cyber security is to enable the organisation's objectives and, increasingly, enable 

competitive advantage. It should be adding value to your organisation rather than hindering progress. 

This requires a positive cyber security culture and appropriate investment and management of cyber 

security.  

What should the Board do? 

Integrate cyber security into your organisation's objectives and risks 

There are two reasons why this is so important. 

Firstly, cyber security impacts on every aspect of your organisation. Therefore to manage it properly it 

must be integrated into organisational risk management and decision making. For example: 

• Operational risk will likely be underpinned by cyber security because of the reliance on the 

security of digital services that you use (email services, bespoke software, etc). 

• Some legal risk will be tied in with cyber security risk  (such as contractual requirements to 

protect data or partnerships, regulatory requirements to handle data in particular ways). 

• Financial risk is impacted by cyber security (such as money lost through fraud enabled by cyber, 

revenue lost when services are taken offline by cyber attack). 

• Good cyber security will also allow you to take some risk in using new technology to innovate. 

An overly cautious approach to risk can lead to missed business opportunities or additional 

(and unnecessary) costs. 

Secondly, cyber security needs to be integrated for it to be successful. Good cyber security isn't just 

about having good technology, it's about people having a good relationship with security, and having 

the right processes in place across the organisation to manage it. 

For example, in order to protect against an attacker accessing sensitive data (whilst ensuring that only 

those with a current and valid requirement can see it), you will need: 

• a good technical solution to storing the data 

• appropriate training for staff handling the data 

• a process around managing the movement of staff, aligned with access management  

Reflect this in your structure 

Don't leave it to one person; Cyber security is the responsibility of the entire Board. 

A cyber security incident will affect the whole organisation - not just the IT department. For example, it 

may impact on online sales, impact on contractual relationships or result in legal or regulatory action. 

There should be sufficient expertise within the Board in order to provide direction on cyber security 

strategy and hold decisions to account. However every member of the Board needs enough expertise 

to understand how it impacts specifically upon their area of focus, and to understand the broad 

implications for the organisation as a whole. 
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Cyber security outside the UK: When trying to understand the impact of cyber security on your organisation and 

your risks, an important consideration is which countries your organisation operates in. For those organisations 

who operate outside the UK or have partners outside the UK, the CPNI Smart Business Guidance highlights how 

this may impact your security considerations, including your cyber security. The Collaborating with suppliers and 

partners section of this toolkit provides guidance on how to mitigate the cyber security risk associated with these 

relationships. 

Engage with your experts 

Consider whether your reporting structure enables the Board to have the engagement with cyber 

security that it needs. If the CISO reports to an intermediary to the Board who has a focus on only one 

aspect - be that finance or legal or technology - this can potentially hinder the ability for the Board to 

see cyber security's wider implications. In the majority of FTSE350 organisations the CISO now reports 

directly to the Board. 

A good place to start on improving cyber security in your organisation is to consider the 

communication between experts and members of the Board. Getting the structure right can help, but 

we also often see a reluctance from both parties to engage, because: 

• technical staff think that the Board won't understand them 

• the Board think that the technical staff are unable to explain the issues in the context of the 

strategic aims of the organisation 

Improving the communication between these two groups requires effort from both sides: 

• Boards need a good enough understanding of cyber security that they can understand how 

cyber security supports their overall organisational objectives 

• technical staff need to appreciate that communication of cyber risk is a core component of 

their job, and ensure they understand their role in contributing to the organisation's objectives 
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of embedding cyber security into your structure and 

objectives. 

Q1. As a Board, do we understand how cyber security impacts upon our individual and collective 
responsibilities? 

You might want to consider: 

• Does every Board member have enough expertise to understand the potential impact and value of 

cyber security? 

• Is there someone responsible for delivering the organisation's cyber security? 

• Who is responsible for oversight of cyber security? 

• Have we been clear about what information both the Board and our wider stakeholders need? 

Q2. As an organisation, who currently has responsibility for cyber security? 

This could be a person or a function, e.g. an audit committee. You might want to consider: 

• How they engage with the Board - do they report directly to the Board or do they fit into another 

reporting process? Does this encourage the Board to actively participate in discussions on cyber 

security?  

• What their objectives are and who sets them - do these objectives drive cyber security to be an enabler 

for the organisation? 

• Do they have access to all the people they need to ensure effective cyber security - this could be just in 

terms of the resource required to meet your cyber security objectives, but could also be the teams that 

they need to be linked in with e.g. HR, policy, finance. 

Q3. As a Board, how do we assure ourselves that our organisation's cyber security measures are effective? 

You might want assurance that: 

• The organisation is employing an appropriate suite of technical assurance activities and the output of 

this is conveyed in a meaningful way to the Board. Assurance activities might include reviewing 

defensive measures against suitable frameworks, such as Cyber Essentials or 10 Steps to Cyber Security. 

• Threat assessments and defensive priorities are regularly reviewed and defensive measures updated 

accordingly. 

• The focus of your cyber security measures is aligned with the risks you have identified and prioritised. 

Q4. As an organisation, do we have a process that ensures cyber risk is integrated with business risk? 

An example of this would be where a risk from one part of the organisation has been balanced against another. 

For example, an organisation may assess that introducing a Bring Your Own Device (BYOD) policy brings 

substantial benefit to the organisation in terms of flexible working. As part of the case for change, including 

assessing the business risk of not implementing a BYOD model, you would also want to: 

• Assess the increase in risk associated with the increased number of devices connected to your network. 

• Assess the risk associated with not owning, and therefore not being in control of, devices connected to 

your network. 

• Consciously balance the business risks and benefits with the technical risks and benefits of BYOD. 

• Consider other models, such as Corporate Owned, Personally Enabled (COPE) and compare the risks 

and benefits. 

• Assess the suitability of planned security measures to ensure that they support rather than constrain 

the aims of flexible working. 

• In this example, the cyber risk of introducing the new service (BYOD) has been integrated into the 

business risk. Those who are accountable for a service should be receiving the best possible advice, so 

that they can clearly balance cyber risks with other risks (and benefits) in their decision making. 
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Growing cyber security expertise 
Cyber skills are already in high demand, and the Global Information Security Workforce study 

estimates that by 2022 there will a shortfall of 350,000 appropriately trained and experienced 

individuals in Europe.  Organisations must take steps now to ensure they can draw on cyber security 

expertise in the future. 

What should the Board do? 

Baseline your current skills 

The Board should have an understanding of what cyber expertise there is in the organisation and what 

you need. Do you have a CISO? An information security team? Incident managers? If not, should you? 

This information will give you an insight into the resilience of cyber security efforts (are you currently 

reliant on one person?) and also will help you to understand the provenance of the cyber security 

information you receive. 

You might also want to consider the expertise on the Board itself. Do you currently have sufficient 

specialist knowledge to ensure that the Board is able to make appropriate strategic decisions about 

cyber security? Are you likely to be able to keep pace as advances in technology bring new security 

challenges? 

What should your organisation do? 

Make an organisational plan 

Given the lack of suitably skilled individuals and an increasing reliance on digital services that need to 

be secured, organisations that do not embrace cyber security will soon fall behind. 

1. Work out what specific cyber security expertise you need. 'Cyber security' covers a range of 

different skills, from network security to risk management to incident response. It may be useful to 

first consider what skills you need to manage your highest priority objectives or risks and then 

assess which (if any) of these you cannot outsource and so must have in house.  

2. Establish how urgently you need these skills. If you are considering developing existing staff, don't 

underestimate what this entails. Putting someone through a training course does not make them a 

cyber security expert: they must also have the opportunity to develop hands-on, practical skills and 

so will require support for this from within the organisation. If you need expertise in the shorter-

term, it might be better to recruit a consultant or specialist.  

3. Consider how you might recognise professional cyber security skills. As yet, there is no professional 

body for cyber security expertise (although the NCSC is working on it). This could mean that 

validating the ability or quality of a new hire and/or developing training plans, is difficult. Consider 

how you might be able to work with trusted partners or industry specialists to give you the 

necessary assurance.  

 

MAKE THE BEST USE OF THE SKILLS YOU HAVE 

The best way to make use of the skills you have is to identify and focus on the things that are unique to 

you (or the things that only people within your organisation are most qualified to do). This can be 

enabled by making use of established, commodity technologies. For example, you might choose to 

allow cloud vendors to build and secure your infrastructure, which frees your experts to spend time 

exploiting the unique insight they have into your organisation. 
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Build your best workforce: equal, diverse and inclusive 

Due to the cyber security skills shortfall, your organisation must draw and nurture talent from the 

largest possible pool. The cyber security industry is subject to the same skills challenges as all 

technology-focused industries. Organisations may find it hard to recruit and retain high-calibre staff 

from all demographic groups. In fact there are many talented women and minorities working in cyber 

security, but they are often less visible. They may experience hostile working environments that slow or 

stop their career, or avoid the industry altogether. Working together to overcome these challenges will 

give your organisation a competitive edge. 

LOOK BEYOND TECHNICAL SKILLS 

When designing job roles and desired candidate profiles, particularly at entry level, be imaginative. 

Protecting our organisations relies on bringing together many different skills, technical and non-

technical, to deliver security that aligns with the organisation's objectives. Recruit for broader business 

skills, aspiration and potential as much as for current technical skills. 

LOOK AFTER YOUR EXISTING TALENT 

When trying to make our organisations more diverse and inclusive, we often focus on bringing in new 

talent, while ignoring the issues that prevent your current staff staying and thriving once they are in. 

The talent available may be beyond your own direct control, but you can control how much cyber 

security talent you lose because of difficult policies and processes, and unwelcoming workplace 

cultures. As much as strong security cultures, you should focus on fully inclusive workplace cultures. 

Train, buy-in, or develop for the future 

Broadly there are 3 options to increase cyber expertise within your organisation. 

TRAIN EXISTING STAFF 

Don't just consider the staff who are already in security-related jobs. The NCSC has had huge success 

training staff from a variety of backgrounds, skills and experience. After all, there are many different 

aspects to cyber security and someone who is expert at designing a network architecture might have a 

very different skill set to the person working with staff to make sure security policies are practical and 

effective.  

Depending on your organisation's needs and your staff, training could take the form of on-the-job 

training, professional qualifications or placements. Do remember that developing cyber security 

expertise is no different to many other professional areas: staff will require continuous investment, 

training and development opportunities to hone their expertise and also to keep up with changes in 

the industry.  

• There are many companies who offer cyber security training. NCSC provides a list of accredited 

training courses. 

• You could also offer time for study on an NCSC certified degree, or time for a placement on the 

Industry100 programme. 
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BUY IN EXPERTISE 

There are several complementary routes available for introducing external expertise. A large 

organisation will probably take advantage of all of them. 

1. Recruit a skilled non-executive director to your Board. 

2. Employ a consultant to provide specific cyber security advice. 

3. Identify specific cyber security services which can be fulfilled by a 3rd party. 

4. Recruit employees who already have the skills you need. 

Note:  good place to look for external expertise is  NCSC's certified cyber professionals. 

 

DEVELOP FUTURE STAFF: SPONSORSHIP, APPRENTICESHIPS AND WORK EXPERIENCE 

Supporting young people to pursue an education in cyber security can be a brilliant way of ensuring a 

future pipeline of employees with the right skills. There are many schemes aimed at school and 

university-age students and almost all of them involve some industry participation or support, 

including apprenticeships, site visits and speaker opportunities. 

NCSC runs CyberFirst events and apprenticeships and is looking for company sponsors and placements. You could 

also forge links with universities through involvement in the CyberInvest scheme which enables organisations to 

fund and support cyber security research. 
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What does good look like?  

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of growing cyber security expertise. 

Q1. As an organisation, what cyber expertise do we need, and what do we have? 

You should find out: 

• What expertise do we need to manage our cyber risk? What do we need to keep in-house and what 

can we outsource?  

• Are each of our requirements continuous? For example, you might only need a penetration testing 

team to come in a few times a year, but you might need someone to monitor your systems all year 

round. 

• What expertise is the minimum for all staff? How can you ensure a healthy cyber security culture in the 

organisation? How well and how frequently are you training staff in your security policies and any 

particular threats your organisation might be vulnerable to?   

• How many staff do we currently have with cyber security expertise and what gaps are they telling us we 

have in our provision? 

Q2. As an organisation, what is our plan to develop what we don't have? 

You should find out: 

• Which skills are a priority? 

• Who owns the plan to develop cyber expertise, and how are they responsible for delivering against it? 

• How you will find people with the right aptitude for the different cyber security skills? Remember that 

people from all backgrounds, and with technical and non-technical skills, may be well suited to this 

field. 

• What support the Board can give to this work, both in terms of investment or broader resources? 

Q3. As a Board member, do I have the right level of expertise to be accountable for cyber security decisions? 

• Do I understand enough about the decisions being made on cyber security in my organisation to be 

accountable to shareholders? 

• If not, what plan do I have in place to increase my expertise? The Introduction to Cyber Security section 

of this Toolkit is a good place to start. There are also many training providers who run sessions 

specifically for Board level. 

Q4. As an organisation, are we building an equal, diverse and inclusive workforce to tackle our cyber security 
skills challenges? 

• Do we have a champion for EDI (Equality, Diversity and Inclusion)? 

• Do we have the right policies in place, and do they work well in practice as well as looking good on 

paper? 

• Are we gathering the right data and interpreting it correctly? Are we then having the right 

conversations with individuals all around the organisation, to supplement this data and create a richer 

picture on less tangible measures? 

• Are we making active, meaningful efforts to recruit from all communities, to reflect the society we 

operate in? 

• Do we use a range of recruitment methods, to help overcome unconscious bias and ensure we fully 

explore candidate strengths? 

• Are we confident that we are recruiting and developing staff to meet the challenges our organisation 

will face in the future, not just complete the tasks of today? 

• Are we creating the right environment and culture to make staff feel confident, safe and comfortable in 

flagging issues? 
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Developing a positive cyber security culture 
Establishing and maintaining a healthy culture, in any part of the business, is about putting people at 

the heart of structures and policies. However, when it comes to cyber security, there is sometimes a 

tendency to focus almost exclusively on the technical issues and to overlook the needs of people and 

how they really work. 

This rarely results in success. We know, for example, that when official policy makes it hard for 

someone to do their job, or when a policy is no longer practical, that people find workarounds and 

‘unofficial’ ways of carrying out particular tasks. 

Without a healthy security culture, staff won't engage with cyber security so you won't know about 

these workarounds or unofficial approaches. So not only will you have an inaccurate picture of your 

organisation's cyber security, but you will also miss the opportunity for valuable staff input into how 

policies or processes could be improved. 

What should the Board do? 

Lead by example 

You set the tone when it comes to cyber security. Lead by example and champion cyber security within 

your organisation. 

We often hear stories of senior leaders ignoring security policies and processes, or of asking for 'special 

treatment' in some way (such as requesting a different device to those issued as standard). This tells 

everyone else in the organisation that perhaps you don't consider the rules fit for purpose, and/or that 

it is acceptable to try to bypass them.  

If policies don't work for you as a Board member (that is, if you find yourself doing something different 

to get your job done more easily), then there is a good chance they aren't working for others either. If it 

seems that the policy is having a detrimental effect on the organisation, work with policy makers to 

adapt it. 

Culture takes time and concerted effort to evolve.  Don't assume that because the Board has endorsed 

a security posture that it will automatically cascade down throughout the organisation.  

What should your organisation do? 

Put people at the heart of security 

Ultimately, the role of security should be to enable your organisation to achieve its objectives. It follows 

that if your cyber security measures aren’t working for people, then your security measures aren’t 

working. 

Some organisations fall into the trap of treating people as the 'weak link' when it comes to cyber 

security. This is a mistake. Effective security means balancing all the different components, not 

expecting humans always to bend to meet the technology. More importantly, the organisation can't 

function with people, so staff should be supported so they can get their job done as effectively and 

securely as possible. 

Security and leadership need to make the most of what people’s behaviour is telling them. Whilst 

technical monitoring can look for anomalies, people can act as an early-warning system and intuitively 

spot something that looks unusual. Ensuring staff know who to report any concerns to can save the 

organisation a huge amount of time and money in the long run. If staff are working around a set 

procedure, this may highlight a particular policy or process that needs reviewing. 

For Information



UNCONTROLL
ED C

OPY

 

 

Cyber Security Toolkit for Boards  19  

 

Develop a 'just culture' 

Developing a 'just culture'
1
 will enable the organisation to have the best interaction with staff about 

cyber security. Staff are encouraged to speak up and report concerns, appropriate action is taken, and 

nobody seeks to assign blame. This allows staff to focus on bringing the most benefit to the 

organisation rather than focusing on protecting themselves. 

What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of developing a positive cyber security culture. 

Q1. As a Board member, do I lead by example? 

You might do this by: 

• Ensuring staff feel empowered, and have a suitable mechanism to raise security concerns, at any level 

in the organisation. 

• Engaging with and respecting security decisions and working with decision makers to highlight 

ineffective policies. 

• Taking responsibility for your own role in cyber security by recognising the risk you pose as a likely 

target for attackers and acting accordingly. 

• Speaking openly and positively to staff about why cyber security is important to the organisation. 

Q2. As an organisation, do we have a good security culture? 

Some signs that an organisation has a good approach would be: 

• Staff know how to report any concerns or suspicious activity, and feel empowered to do so. 

• Staff don't fear reprisals when they report concerns or incidents. 

• Staff feel able to question processes in a constructive manner. 

• Staff input is demonstrably used to shape security policy. 

• Staff understand the importance of cyber security measures and what it means for the organisation. 

Q3. As an organisation, what do we do to encourage a good security culture? 

This can vary hugely depending on the size of your organisation. Some examples we have seen include: 

• Properly resourced staff awareness . 

• Ensuring that staff input is included when creating new policies or system designs. 

• Sharing security metrics which focus on success rather than failure (for example, how many people 

identified phishing emails rather than how many people clicked on them). 

• Support from senior leadership on the importance of security. 

 

 

1 “A just culture is a culture of trust, learning and accountability. A just culture is particularly important when an incident has 

occurred, when something has gone wrong. How do you respond to the people involved? How do you minimise the negative 

impact and maximise learning?” – Sidney Dekker 
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Establishing your baseline and identifying 
what you care about most 
There are two tasks in this section, but we examine them side-by-side as the results of one will impact 

on the other, and vice versa. The two tasks are: 

• working out which components of your 'technical estate' (that is, your systems, data, services 

and networks) are the most critical to your organisation's objectives 

• understanding what your technical estate comprises, so that you can establish a baseline which 

will inform both your risk assessments and the deployment of your defensive measures 

Whilst these two tasks have separate purposes, you will need to have some baseline of your technical 

estate in order to understand which parts of it are mission critical. At the same time, you will need some 

way to prioritise which areas to baseline, as doing this for your entire technical estate would be a very 

resource intensive task. 

What should the Board do? 

Work out what you care about the most 

As with any other business risks, your organisation will not be able to mitigate all cyber security risks at 

all times. So the Board will need to communicate key objectives (it might be 'providing a good service 

to customers and clients', for example) in order for the technical experts to focus on protecting the 

things that ensure these objectives are fulfilled. 

The Board should also consider what is most valuable to the organisation. For example, the Board 

might know that a specific partner is crucial to the organisation and that a compromise of their data 

would be catastrophic. This should be communicated to technical teams, so that they can prioritise 

protecting these 'crown jewels'.  

It is critical that this is an active and ongoing discussion between Boards and their experts: 

• Boards will have business insight that technical teams may not have (such as which particular 

partner relationship must be to be prioritised) 

• technical teams will have insight into the enablers for key objectives (such as which networks or 

systems do particular partners rely upon) 

Only by bringing these two together can you get a full picture of what is important to protect. Once 

you have this picture it is likely the Board will still need to prioritise within that list. This understanding 

will not only help focus the aim of your cyber security, but will also inform the assessment of the threat 

your organisation might be facing. 

What are your crown jewels? Your crown jewels are the things most valuable to your organisation. They could be 

valuable because you simply couldn't function without them, or because their compromise would cause 

reputational damage, or it would incur financial loss. Some examples could be: 

• bulk personal data 

• intellectual property 

• your public-facing website 

• industrial control systems 
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What should your organisation do? 

Work out where you are starting from 

This provides information that underpins your risk decisions in two ways. 

Firstly, it influences the options you have. Knowing which systems are connected to each other, who 

and what has access to particular data, and who owns which networks are all critical to setting good 

defences. This information will also be required in an incident to make an assessment of the damage 

an attacker could be inflicting, or the impact of any remedial actions you might decide to take. 

Secondly, it might influence your risk assessment. Sometimes a risk comes not from a threat to an 

important asset, but from a vulnerability in your organisation's systems. Many incidents are the result 

of vulnerabilities in older, legacy systems, and the incidents arise not because the vulnerability can't be 

defended against, but because the organisation didn't have a good enough understanding of their 

systems to realise they were exposed.  

Understanding the entirety of your estate can be a daunting, or impossible, task - especially for 

organisations whose networks and systems have grown organically - but even a basic understanding 

will help, and a good understanding of your priorities can help focus this task.  

Identify critical technical assets 

Based on the Board's priorities you need to identify what parts of the technical estate are critical to 

delivering those top-level objectives. This could be systems, data, networks, services or technologies. 

For example, maintaining a long-term customer base may be a priority objective. There are lots of ways 

that good cyber security could enable this. It could be: 

• securing a customer database to protect their data 

• ensuring resilience of the order processing system to ensure deliveries go out on time 

• ensuring availability of the website so that customers can contact you easily 

It can sometimes be difficult to identify these dependencies as they are such an integral part of your 

operation that they can be taken for granted, but the questions below can help. Doing this in 

conjunction with baselining your technical estate will also help to potentially identify assets that you 

weren't even aware of, and are actually critical to providing certain services. 

Working with suppliers and partners Most organisations will have suppliers or partners with whom they receive, 

provide or share information, systems or services. You must consider this in your baseline of your estate as these 

are potential entry points to your organisation. 
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of establishing your baseline and identifying what you 

care about most. 

Q1. As an organisation, do we have a clear understanding of how technical systems, processes or assets are 
contributing to achieving our objectives? 

Some questions to consider that may help in identifying these dependencies include: 

• What are our 'crown jewels' (that is, the things our organisation could not survive without) ? 

• What requirements must we meet (such as legal or contractual requirements) ? 

• What do we not want to happen, how could that come about ? 

Q2. As a Board, have we clearly communicated our priority objectives and do we have assurance that those 
priorities guide our cyber security efforts? 

Cyber security strategy should be integrated into your organisation's strategy and your strategic priorities 

should guide defensive efforts. A good organisation should have a process for ensuring these strategies remain 

aligned and should be able to demonstrate how investment is focused on those priorities.  

For example, if a promise to customers about their privacy is a priority then you might: 

• identify what could jeopardise this promise e.g. the loss of their credit card details 

• identify what technical assets are required to secure those details e.g. database, access management 

system  

• prioritise defending these assets when implementing cyber security measures 

• audit measures regularly 

Q3. As an organisation, how do we identify and keep track of systems, data or services that we are 
responsible for? 

If you are a large organisation and your systems have grown organically, understanding the detail of your 

systems, devices and networks may be impractical. At a minimum you should be aware of what level of 

understanding you do have and the potential risks that any undocumented systems might pose. Ideally you 

want to start with a good idea of what your technical estate looks like and then have a process to ensure any 

changes are considered and recorded to keep the baseline up to date. This baseline might include information 

such as: 

• inventory of the hardware and software used across the organisation 

• an up to date register of systems, including all internet-connected, partner-facing, systems and 

networks 

• details of data sets; which services, systems and users have access to them, where are they stored, how 

are they managed 
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Understanding the cyber security threat  
The type of threat faced is shaped by the nature of organisation and the services an organisation 

provides. For example, the vast majority of organisations won’t be targeted specifically by nation states 

and so may focus on the threats posed by cyber criminals. However, organisations who form part of, or 

are providing services to, our Critical National Infrastructure and defence sector may be at risk from 

nation states.  

Understanding the threats faced by your organisation, either in its own right or because of who you 

work with, will enable you to tailor your organisation’s approach to cyber security investment 

accordingly. You need to consciously make the decision about what threat you are trying to defend 

against, otherwise you risk trying to defend against everything, and doing so ineffectively.   

What should the Board do? 

Get an understanding of the threat 

An understanding of the cyber security threat landscape will be key to helping the Board make well-

informed governance decisions. For example, you may prepare differently for a merger with a company 

if you know that they provide important products or services to Critical National Infrastructure and 

therefore may be a target for a nation state. The Board will already have insight into the threats or 

challenges facing their sector. This should be complemented by an awareness of the motivations of 

attackers, and a mechanism for staying up to date with key cyber security developments (for example, 

the growth of ransomware). 

Collaborate on security 

One of the best sources of information on good practice and relevant threats can be your sector peers. 

Attackers often target a number of organisations in the same sector in a similar manner. Cultivating 

these collaborative relationships on security has two major benefits. Firstly, it can help make your own 

organisation more resilient, through early warning of threats and improved cyber security practice. 

Secondly, it helps make the sector as a whole more resilient, which can reduce the appeal to potential 

attackers.  

Cyber Security Information Sharing Portal: The NCSC's Cyber Security Information Sharing Partnership provides a 

secure forum where companies and government can collaborate on threat information. Access to CISP not only 

provides the opportunity to securely share intelligence with trusted partners in your sector, but also gives access 

to sensitive threat reports and the full breadth of NCSC advice. 

Assess the threat 

Working out the 'threat actors' (the groups or individuals capable of carrying out a cyber attack) 

relevant to your organisation can help you make decisions on what you are actively going to defend 

against. Whilst investing in a good baseline of cyber security controls will help defend your 

organisation from the most common threats, implementing effective defences against a more targeted 

or sustained attack can be costly. So dependent on the likelihood and impact of that threat, you may 

decide that it is not worth that additional investment. 

Ongoing discussion between the Board and experts will help you to prioritise the threats to actively 

defend against. The experts will have an in-depth understanding of the threat, and the Board will be 

able to identify the features of the organisation that might make it an attractive target to attackers. It is 

also critical to have this discussion in advance of any decision that will significantly change the threat 

profile of the organisation, in order to give technical staff the time to suitably adapt the organisation's 

cyber security.  
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Working with suppliers and partners 

When assessing the threat, you should consider not only the value that you might have as a standalone 

organisation, but also the value you may represent as a route into another, possibly larger 

organisation. For example, you may supply important services to an organisation involved in Critical 

National Infrastructure, in which case, a nation state may want to attack your organisation in order to 

access their ultimate target. 

What should your organisation do? 

Don't underestimate the impact of untargeted attacks 

An untargeted attack is where an attacker uses a 'scattergun' approach to reach thousands of potential 

victims at once, rather than targeting a specific victim. Attackers often use automated, widely available 

tools that scan public-facing websites for known vulnerabilities. This same tool will then, once a 

vulnerability has been found, exploit that website automatically, regardless of who it belongs to. This 

could have just as much impact on your organisation as a targeted attack. A good baseline of basic 

cyber security controls and processes will protect your system from the majority of these attacks.   

Obtain good intelligence - and use it 

You will need different types of threat intelligence for different purposes. A good overall threat picture 

is needed for governance decisions and timely threat intelligence for day-to-day and tactical decisions. 

Many industry and government partners offer threat intelligence, from annual reports on general 

trends, right down to highly technical reports on a specific type of malware. You therefore need a 

mechanism for identifying what intelligence your organisation needs, for what purpose and for sharing 

that intelligence internally. Critically you then need to use that intelligence to inform business 

decisions, including procurement, outsourcing, training, policy and defence of your networks.  

You can also gather threat intelligence internally. You will likely have experience of attacks on your own 

organisation which can provide strategic insight into activities of threat actors, as well as tactical details 

on the methods of the threat actors. These specific details will likely come from logging or monitoring 

within your organisation. 
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of understanding the cyber security threat to your 

organisation. 

Q1. As an organisation, which threats do we assess are relevant to our organisation, and why? 

This assessment should: 

• identify potential motivation for those threats and the likelihood of them targeting your organisation 

• inform which risks you are willing to tolerate 

• be enriched by collaboration with key partners in your sector 

• be supported by evidence from the attacks you have experienced to date 

Q2. As an organisation, how do we stay up to date with the cyber threat? 

You might: 

• seek to discover evidence of any attacks in system logs you may hold 

• subscribe to a number of threat intelligence feeds 

• be part of a sector-specific intelligence sharing group 

• have mechanisms for sharing key cyber threat updates internally 

Q3. As an organisation, how do we use threat intelligence to inform business as usual (BAU)? 

This should be a continuous cycle with threat assessments informing BAU decisions, and BAU experience 

informing the threat assessments. Examples might be: 

• assessing the likelihood and impact of threats to inform risk assessments and appetite 

• educating staff on the key threats they face so that they can make informed decisions 

• taking lessons from previous incidents to inform threat assessments 

• using threat intelligence to focus defensive measures 

• including threat consideration in change or procurement decisions (for example, when choosing a new 

enterprise IT provider, considering a potential merger or designing a new product) 
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Risk management for cyber security  
Most organisations will already be taking steps to assess and manage their cyber security risk. However 

it is worth considering what the driver is for that activity. Often, organisations conduct risk 

management exercises for 'compliance' reasons, which could include: 

• obligations from external pressures (such as regulatory requirements) 

• customers' demands 

• legal constraints 

When done for these reasons, there is a danger of risk management becoming a tick-box exercise. This 

can lead to organisations believing they have managed a risk, when in reality they have merely 

complied with a process which may have (albeit unintended) negative consequences. 

Compliance and security are not the same thing. They may overlap, but compliance with common 

security standards can coexist with, and mask, very weak security practices. Good risk management 

should go beyond just compliance. Good risk management should give insight into the health of your 

organisation and identify opportunities and potential issues. 

What should the Board do? 

Integrate cyber security into organisational risk management processes 

Many of your organisational risks will have a cyber component to them. Cyber security risk should 

therefore be integrated with your organisational approach to risk management. Dealing with cyber 

security risk as a standalone topic (or considering it simply in terms of 'IT risk') will make it hard for you 

to recognise the wider implications of those cyber security risks, or to consider all the other 

organisational risks that will have an impact on cyber security. 

The role of cyber security should be to support and enable the business, and it should do this by 

managing its risks without blocking essential activities, or slowing things down, or making the cost of 

doing business disproportionately expensive. 

Don't make reducing risk levels the measure of success 

It can be difficult to measure the success of your organisation's cyber security efforts. A typical output 

of good cyber security is the absence of a failure, which can be hard to measure, and since cyber 

security is still a relatively new field there aren't yet many established metrics to draw on. 

It is common for risk assessments to deliver some kind of assessment level, be that high medium low, 

or a number, and so it could be tempting to use this as a performance metric for your cyber security 

efforts. However, they are a poor metric of your internal security efforts as they are influenced by 

external factors that are outside of your control - factors which change extremely rapidly. New 

vulnerabilities are being discovered every day and the number of actors seeking to use cyber means to 

achieve their aims is increasing.   

Driving performance through reduction of a number associated with the cyber security risk will likely 

incentivise risk assessors and reviewers to underestimate the risks, leading to less informed decisions. 

Some considerations on what 'good metrics' look like is provided in Implementing effective cyber 

security measures. 
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What should your organisation do? 

Be realistic about the risks 

Similar 'good practice' risk management principles will apply for managing cyber risk as they would for 

managing any other organisational risk. However, there are two things to bear in mind. 

Firstly, solutions and technologies in cyber security are advancing so quickly that it is easy to get 

caught out using outdated assessments of cyber risks. So you may need to review cyber security risks 

more regularly than other risks. 

Secondly, because cyber security is still a relatively new field, the organisation won't have as intuitive an 

understanding of cyber security risks, as it might for say, financial risk. As new technologies emerge, 

there might not be a huge evidence base to draw on to form a risk assessment. This is worth bearing in 

mind when considering the confidence you have in an assessment of cyber security risk, especially if 

that assessment is going to be directly compared to assessments of more well-established risks.  

A good example of this is cloud security. The NCSC see many organisations hesitant to use cloud 

services because they intuitively assume it is high risk, informed mainly by the belief that storing 

something valuable with a third party is more risky. In reality, the third party (so in this case a cloud 

service provider) may have better security measures within their data centres than your own on-site 

storage. So the overall risk may actually be lower. A decision to adopt recent technologies - like cloud 

storage - would need to be based on a comprehensive understanding of all the risks, rather than an 

intuitive assessment. 

Managing risk for newer technologies The NCSC has produced guidance on Cloud security and Software as a 

Service which can help identify and assess the associated risks.  
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of managing cyber security risk. 

Q1. As an organisation, do we have a process that ensures decision makers are as well informed as possible? 

The primary focus of your process should be that decision makers can make the most well-informed decisions. 

The decision makers might be the Board (who have to set a risk appetite based on an understanding of a 

technical or operational risk) or it might be the practitioners who need to decide how to implement a specific 

course of action fed down from the Board. Both need to be as well informed as possible (in an understandable 

format) to allow those decisions to be made well. This means the output of risk assessments needs to 

meaningfully articulated. Qualified outputs are usually the most effective and are preferable to meaningless 

results where sometimes arbitrary numbers are added or multiplied to derive a score. 

Q2. As an organisation, do we have a process that ensures cyber risk is integrated with business risk? 

Any decision maker in your organisation should have an awareness of the importance of cyber security risk and 

enough expertise (or access to expertise) to consider cyber security risk in the decisions they make. To begin 

with you might want to: 

• consciously build in consideration of cyber security risk to any decision making processes you have 

• focus on educating people on cyber security 

A way to check if this is working is to look at a decision taken in your organisation and review whether cyber 

security risk has been balanced with other business risks. For example, an organisation may assess that 

introducing a Bring Your Own Device (BYOD) policy brings substantial benefit to the organisation in terms of 

flexible working. There are many different things you would expect to be considered in this decision, including: 

• the potential improvement in staff productivity 

• the potential security implications of having devices the organisation does not control connecting to 

the organisation's networks 

• the cost implications 

• the liability implications 

Were these considered jointly when making the decision, or was security only discussed once the decision was 

already made? 

Q3. As an organisation, do we have an effective and appropriate approach to manage cyber risks? 

Both the Board and the practitioners should be able to clearly and simply articulate the process in a few 

minutes. The details of this framework might include: 

• how risks are escalated 

• what the threshold is for Board involvement in a risk decision 

• how we convey the confidence in a particular risk assessment 

• how often risks are reviewed 

• who owns which risks 

• who is responsible for the framework itself and for ensuring it is fit for purpose (for example, ensuring 

that the output of the risk assessment process genuinely reflects the assessment of the risk) 

Q4. As a Board, have we clearly set out what types of risks we would be willing to take, and those which are 
unacceptable? 

• Support decision makers if they make risk decisions within the parameters you set. 

• Be clear on the process and the threshold for escalating the risk. 

• Be as specific as you can in terms of the types of risk and the amount of risk. For example, you might be 

unwilling to tolerate any significant risk to personal data but would be willing to accept email being 

unavailable for a day. 

• Consider the cumulative risk you are accepting; it's possible that all your cyber risk could be realised at 

the same time. In a single incident, you might lose email for a day, the public website might be 

unavailable and financial data you hold might be stolen. Whilst you may have accepted some risk of all 

those things happening, you may not have considered whether the organisation could tolerate them 

all happening at once. 
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Implementing effective cyber security measures  
Implementing good cyber security measures is not only a key part of meeting your regulatory 

requirements but will also help reduce the likelihood of a significant incident. Implementing even very 

basic cyber security controls will help reduce the chance of an incident.  

5 questions for the boardroom agenda If you'd like more details about how to generate constructive cyber 

security discussions between board members and technical experts, refer to the NCSC's original 'Board toolkit: five 

questions for your board's agenda' guidance. 

What should the Board do? 

Get a little bit technical 

Having a basic understanding of cyber security can help you to ask the right questions to seek 

assurance about your organisation’s cyber resilience  - just as you would need to have a certain level of 

understanding of finance to assess the financial health of your organisation. A good place to begin is 

to discuss your existing cyber security measures with your experts, and the questions below suggest a 

starting point for what to ask. 

What should your organisation do? 

Start with a cyber security baseline 

Attackers often use common methods to attack a network. A lot of these methods can be mitigated 

against by implementing basic cyber security controls. There are several frameworks that outline what 

good cyber security controls look like. These include ISO/IEC 27002, the NIST Cyber Security 

Framework and the NCSC's 10 Steps to Cyber Security, a summary of which is shown below. 

For Information



UNCONTROLL
ED C

OPY

 

 

30    Cyber Security Toolkit for Boards  

 

If you are an SME or a charity with fewer resources available to combat cyber security, you may want to 

instead use the Small Business Guide or Small Charity Guide. 

Tailor your defences to your highest priority risks 

The basic cyber security controls will help mitigate against the most common cyber attacks, but once 

you have that baseline in place, you then need to tailor your defences to mitigate your highest priority 

risks. Your measures will be tailored both to your technical estate (protecting the things you care about 

the most) and to the threat  (protecting against methods used by specific threat actors). 

NCSC guidance can help you address these priorities. For example, if you know that one of your critical 

systems has external connections, you might consider the specialised guidance on how to safely 

import data into that system.  

Layer your defences 

As with physical and personnel security, cyber security can make use of multiple measures which (when 

implemented simultaneously) help reduce the chances of single point of failure. This approach is 

commonly referred to as 'defence in depth'. Each measure provides a layer of security and deployed 

collectively, greatly reduce the likelihood of a cyber incident. Once you have your cyber security 

baseline in place you can focus on layering your defences around those things that are most important 

to you - or particularly valuable to someone else. 
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Defend against someone inside your network 

Defences do not stop at the border of your network. A good defence assumes that an attacker will be 

able to access your system and works to minimise the harm that they can do once they are inside it. 

One of the key things you can do to limit the damage they can inflict is to restrict their movement and 

access. Effectively managing user privileges and segregating your network are common approaches. 

Identifying an attacker inside your system as soon as possible will also help limit the damage they can 

do. Monitoring and logging are key to being able to spot any signs of malicious activity. 

These measures will also help mitigate the threat from a malicious insider; somebody who has 

legitimate access to your systems but then uses that access to do harm. This threat ranges in capability 

and intent, from a disgruntled employee through to corporate espionage.  

Review and assess your measures  

Good cyber security is a continuous cycle of having the right information, making informed decisions 

and taking action to reduce the risk. You will need to be continuously assessing and adapting your 

defences as the needs of your organisation and the profile of the threat changes. To do this it's 

important to have some way to assess whether your defences are effective.  

There are several mechanisms available to technically assess the effectiveness of your security controls. 

This may include things like testing the security of your networks (pen-testing) through to certification 

of products or services. You may want to use a combination of internal mechanisms and objective 

assessment provided by an external source.  

Engaging with staff will also help you gain a more accurate picture of your organisation’s defences. It 

will also give you the opportunity to get valuable staff input into how policies or processes could be 

improved. Metrics or indicators can also tell you where you need to change your approach or adapt to 

new circumstances. Understanding exactly what an indicator is telling you may require further 

investigation of the situation. An example is the trend in people reporting suspicious emails. A decline 

in the number of people reporting can either mean fewer malicious emails are getting through to 

people’s inboxes, or it could mean fewer people are reporting any concerns because they don't receive 

feedback when they do, and therefore believe nothing is ever done afterwards. 
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of assessing your organisation's cyber security 

measures. 

Q1. As an organisation, how do we assure ourselves that our measures are effective? 

You might seek this assurance through: 

• Penetration testing carried out by an external organisation, and action taken on the back of their 

results. 

• Automated testing of your defences and monitoring of activity on your networks by your IT security 

team. 

• Reviewing defensive measures against suitable frameworks, this could be an internal review or an 

independent consultant. Suitable frameworks might be Cyber Essentials, 10 Steps to Cyber Security, 

ISO/IEC 27002 or the NIST Cyber Security Framework. 

• Ensuring threat assessments and defensive priorities are regularly reviewed and defensive measures 

updated accordingly. 

• Ensuring that the focus of your cyber security measures is aligned with the risks you have identified and 

prioritised. 

Q2. As an organisation, what measures do we take to minimise the damage an attacker could do inside our 
network? 

You might consider: 

• How you authenticate and grant access to users or systems. You want to ensure that these measures 

are not easy to bypass and that you don't afford access unless necessary. 

• How you would identify an attacker's presence on your networks - normally done through monitoring. 

• How you separate your network so that if an attacker gets access to one device they do not have access 

to the full range of your technical estate. 

Further details on these three points are provided in NCSC guidance on preventing lateral movement. 

Q3. As an organisation, do we implement cyber security controls to defend against the most common 
attacks? 

As an organisation, how do we defend against phishing attacks? 

• We filter or block incoming phishing emails. 

• We ensure external mail is marked as external. 

• We stop attackers 'spoofing' our own emails. 

• We help our staff to identify and report suspicious emails. 

• We limit the impact of phishing attacks that get through. 

As an organisation, how do we control the use of privileged IT accounts? 

• We use 'least privilege' when setting up staff accounts. 

• We reduce the impact of attacks by controlling privileged accounts. 

• We have strong links between our HR processes and the IT account function. 

As an organisation, how do we ensure that our software and devices are up to date? 

• We have defined processes to identify, triage, and fix any exploitable vulnerabilities within our technical 

estate. 

• We've created an 'End of life plan' for devices and software that are no longer supported. 

• Our network architecture minimizes the harm that an attack can cause. 

• We make appropriate use of 3rd party or cloud services and focus on where we can have most impact. 

As an organisation, what authentication methods are used to control access to systems and data? 

• We take measures to encourage the use of sensible passwords. 

• We ensure passwords don't put a disproportionate burden on staff. 

• We implement two factor authentication (2FA) where possible. 
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Collaborating with suppliers and partners  
There are four reasons why cyber security is a key consideration when collaborating with suppliers and 

partners: 

1. You increase the number of routes and external touchpoints in your organisation. So if any of 

them are compromised, you are also at risk. 

2. You may be targeted as a way into the organisation you are supplying. 

3. Your suppliers may be targeted as a route into your organisation. 

4. You may be sharing sensitive or valuable data or information that you want suppliers to 

protect. 

Being able to demonstrate a good level of cyber security is increasingly a key component of supplier 

and provider contracts, and is already a requirement for many government contracts. 

What should the Board do? 

Build cyber security into every decision 

All organisations will have a relationship with at least one other organisation, be that the provider of 

your email service, or the developers of the accounting software you use, through to your traditional 

procurement supply chain. Most organisations will be reliant on multiple relationships. Each of these 

relationships will have a level of trust associated with them, normally some form of access to your 

systems, networks or data. There are three key things you therefore need to ensure: 

1. That this access doesn't provide a route for an attacker to gain access to your organisation, 

either through deliberate action or unintentional consequence. 

2. That any partner or supplier is handling any sensitive data appropriately and securely. 

3. That any product or service you buy has the appropriate security built in. 

Cyber security risk should be a key consideration in any decision on new relationships or 

collaborations. This includes decisions on suppliers, providers, mergers, acquisitions and partners. 

What should your organisation do? 

Identify your full range of suppliers and partners, what security assurances you 
need from them, and communicate this clearly 

Review your current supply chain arrangements to ensure you are setting out your security needs 

clearly and identifying the actions you need to take as a result. If you yourself are a supplier, ensure you 

meet the security requirements set for you by your customer as a minimum. 

Ensure that the security requirements you set are justified and proportionate and match the assessed 

risks to your operations. Also be mindful of the current security status of your suppliers to give them 

time to make the necessary improvements. It might be useful to include references to the following 

NCSC guidance that can help to establish a baseline of cyber security: 

• 10 Steps to Cyber Security 

• Small Business Guidance 

• Cyber Essentials 
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The following NCSC guidance can help you to assess your own security needs from suppliers: 

• Supply chain guidance 

• Cloud services guidance 

• Software as a Service guidance 

Get assurance 

Security should be built into all agreements from the start, and you should have confidence that your 

security needs are being met. Dependent on your relationship with the supplier or provider and your 

resources, you could seek assurance of this through testing, auditing or adherence to accreditation 

standards. 

Consider the implications if your supplier is compromised 

No matter how comprehensive your security agreements with your partners are, and no matter how 

well they implement their controls, you should assume that your partners will be compromised at some 

point. You should plan the security of your networks, systems and data accordingly with this 

assumption in mind. This is also worth considering in your security agreements; what are you expecting 

of them and their response? Do they have to notify you? Do they have to assist you if you are 

consequently also compromised? 
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of assessing your organisation's cyber security 

measures. 

Q1. As an organisation, how do we mitigate the risks associated with sharing data and systems with other 
organisations? 

You should: 

• Have a good understanding of your suppliers, what data and networks they have access to and have a 

process for keeping this up to date. 

• Set clear expectations of how your partners protect your data and access your systems. 

• Build security into all relationships and agreements from the start. 

To do this you might: 

• If you have a very large number of supply chain companies, agree processes with your main suppliers 

on how they sub-contract any work, specifically what obligations they have to inform you. 

• Choose organisations that can demonstrate the security of their defences. For example, larger 

organisations will have carried out regular pen tests and responded to the findings to understand their 

residual vulnerability. SME's might have been certified under the government’s Cyber Essentials 

Scheme. 

• Limit services exposed and information exchanged with other organisations to the minimum necessary. 

• Implement user and system authentication and authorisation before access is granted. 

• Audit any sensitive actions or data exchange/access. 

Q2. As an organisation, how do we ensure that cyber security is considered in every business decision? 

Security should be embedded in your culture and strategy, and should therefore be consciously considered in 

any decision regarding procurement, mergers or acquisitions. If there is a process for making those decisions, 

security can be explicitly identified as a relevant consideration and any conclusions recorded. 

Q3. As an organisation, are we confident that we are fulfilling our security requirements as a supplier? 

If you are a supplier to other organisations you are exposed to an increased risk. Both a reputational risk (if your 

product causes your customer to be compromised) and also operational risk (since you now provide access to 

more, and potentially more valuable, organisations). You should: 

• Know how you would respond should your organisation be compromised, putting at risk partner 

networks you are connected to, or customer data you may hold. 

• Have a good understanding of your customers and the impact they may have on your threat profile 

(for example, if you are in the supply chain for UK Critical National infrastructure you may be at 

increased risk from foreign state actors). 

Q4. As a Board, do we have a clear strategy for using suppliers, and have we communicated it? 

If procurement and supplier decisions are devolved below the Board, have you clearly described: 

• What risk you are willing to accept in using suppliers? For example, if your organisation is 

compromised through a supply chain attack, you may not be exposed to the same level of reputational 

risk as if you were directly compromised, but you may be exposed to the same level of financial risk. 

• What are your expectations of suppliers' security, and how much you are willing to pay for better 

security? For example, if company A is more expensive but also more secure, how much cheaper would 

company B need to be to make it the better option? 

• What opportunities you are trying to exploit? This should be supported by an awareness of what you 

are able to cater within your organisation and what you will outsource. For example, if you assess it's 

not feasible to support your own data storage, do you take advantage of the competitive cloud data 

storage market? 

• What your appetite is for working with partners or suppliers overseas? Some jurisdictions are 

incompatible with UK security and regulatory requirements or may bring very different continuity of 

supply issues. For further considerations see CPNI's Secure Business guidance. 
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Planning your response to cyber incidents  
Incidents can have a huge impact on an organisation in terms of cost, productivity and reputation. 

Being prepared to detect and quickly respond to incidents will help to prevent the attacker from 

inflicting further damage, so reducing the financial and operational impact. Handling the incident 

effectively whilst in the media spotlight will help to reduce the impact on your reputation.  

Experiencing an incident? If you are currently experiencing an incident, you can contact the NCSC.  

What should the Board do? 

Ensure you have a plan 

1 in 10 organisations don't have an incident management plan. If you're one of these organisations, 

then you should address this immediately.  

Understand your role in incident management 

Incidents often occur at inopportune moments and most people's decision making is compromised in 

times of crisis. For these reasons, everyone must have a clear understanding of their role and the 

organisational response in advance, especially Board members who would likely be representing the 

organisation in the media. 

The Board also needs to be explicit about who it is willing to devolve authority to (especially outside 

core working hours), and exactly what that authority covers. For example, does that cover calling in a 

contracted incident response company, or taking down a public facing website? The Board also needs 

to be explicit about when it wants to be informed of an incident, both in terms of at what stage of the 

incident, and in terms of what significance of incident they need to know about. 

Get involved in exercises 

The best way to test these processes and thresholds (and to get a good understanding of the Board's 

role) is through exercising the incident management plan. If you would be involved during a real 

incident, then you should be involved in an exercise. Doing this in conjunction with operational staff 

can also help to highlight issues around authority for critical decisions. Even if you do not have a direct 

role in responding to an incident, running an exercise can be a good way to understand the realities of 

how an incident would impact on your organisation.  

Drive a 'no blame' culture 

Post-incident analysis provides insight that can help you reduce the likelihood of incidents occurring in 

the future and reduce their potential impact. Crucially in order to get this insight you need to be able to 

be honest and objective about what has happened. This can only happen in a no blame culture, such as 

you would use when investigating health and safety incidents. Critically for the Board, new regulation, 

such as GDPR, is clear that responsibility for incidents or data breaches sits with the organisation and 

not an individual. Therefore the Board is ultimately responsible for any cyber security incident as the 

governing body. Apportioning blame to a specific individual within the organisation will be treated as 

poor cyber security practice. 
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What should your organisation do? 

Work out what an incident would look like 

One of the most common things overlooked is being able to identify what constitutes an incident. 

There's two aspects to this: 

• working out how you would spot an event in the first place 

• working out at what point an event (something happening on your networks or systems) 

becomes an incident  

HOW WOULD YOU SPOT AN EVENT? 

Depending on their motives, an attacker is unlikely to tell you when they have successfully 

compromised your organisation, so you need your own methods to identify an intruder or an attack. 

This normally takes the form of monitoring. Monitoring refers to observing data or logs collected from 

your networks or systems to identify patterns or anomalies that could indicate malicious activity. Even 

if you don't have monitoring to identify the incident, it is still useful to collect system or network logs 

(especially those relevant to your critical assets) so that you can retrospectively review them once you 

know an incident has occurred. 

WHEN DOES AN EVENT BECOME AN INCIDENT? 

This is often not a clear cut decision. You can try and gather as much information as possible to inform 

your assessment of an 'event', but you probably won't have a complete picture of what has happened. 

Beginning an incident response might have implications for cost, reputation and productivity, so you 

will want to consider who has the authority to make this decision, and what the thresholds are for an 

incident in advance. 

WHAT IS A CYBER SECURITY INCIDENT? 

A breach of the security rules for a system or service - most commonly: 

• attempts to gain unauthorised access to a system and/or to data 

• unauthorised use of systems for the processing or storing of data 

• changes to a systems firmware, software or hardware without the system owner’s consent 

• malicious disruption and/or denial of service 

Use the information you already have 

All the information you have previously gathered on what's important to protect, the threat and your 

technical estate will provide critical insight in two key areas: 

• It will give you insight into the impact of incident. If the attacker has accessed a particular user 

device, what could they access? Could they access those things you care about the most? 

• It will help you determine your operational response. If the attacker is on a specific network can 

you isolate that network? If you can, what would the impact be on your organisation? 

Take pre-emptive measures 

Put measures in place to help reduce the harm that an attacker could do. This could be: 

• introducing measures that restrict their movement once they are inside your network  

• pre-emptively reducing the impact of attacks (for example, backing up your data will help to 

reduce the impact of a ransomware incident) 

As with any other defensive measures, these should be focused on protecting what is most important 

to you.  
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Make an Incident Management plan 

Cyber Incident Response is a complex subject as no two incidents are ever the same. However, as with 

all business continuity planning, you can develop a plan that will outline the key elements of your 

response. Your plan should not only cover the technical elements, but also: 

• the people and process elements such as media, customer and stakeholder handling 

• reporting to regulators 

• dealing with legal actions 

For more common incidents (such as DDOS) it may be helpful to develop a specific 'playbook' setting 

out your organisation's response. 

Test your plan 

Rehearsing your response to different scenarios is key to ensuring your plans are effective and remain 

current. There are various exercising packages you can use. This will be a critical part of the role for any 

staff involved directly in incident management, but every Board member also needs to understand 

their specific area of responsibility during an incident.  

Learn lessons 

An often overlooked aspect of incident management is the post-incident review. An incident can 

provide valuable insight into your cyber readiness, including: 

1. The threat your organisation faces. 

• Who carried out the attack and was it targeted? 

• Did they go about it in the way you expected? 

• Did they go after the things you expected? 

2. The effectiveness of your defensive measures. 

• What did your defences protect against? 

• What didn't they? 

• Could they be improved? 

3. The effectiveness of your incident response measures. 

• What would you have done differently? 

• Did your response help to reduce the impact of the incident? 

• Did it make some aspects worse? 

Working with suppliers and partners Your plan should also consider how you mitigate the impact on any partners 

or customer organisations if you were compromised. When do you inform them? What mechanisms are in place to 

limit the damage it could do to them? You should also consider what you would do in the event that a supplier is 

compromised; you may not have control over how they deal with the incident. What would you be able to do 

independently to reduce the impact on your organisation? The best way to mitigate this risk is to have a 

collaborative approach to your security with your partners and suppliers. 
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What does good look like? 

The following questions can be used to generate productive discussions with your technical team. The aim is to 

identify what constitutes 'good' cyber security in terms of responding to cyber incidents. 

Q1. As an organisation, do we have an incident management plan and how do we ensure it is effective for 
cyber incidents? 

A basic plan should include: 

• Identifying the key contacts* (incident response team or provider, senior management, legal, PR, and 

HR contacts, insurance providers). 

• Clear escalation routes (for example to senior management) and defined processes for critical 

decisions. 

• Clear allocation of responsibility (specifically whether this is for normal working hours or 24/7). 

• Basic flowchart or process for full incident lifecycle . 

• At least one conference number which is available for urgent incident calls. 

• Guidance on regulatory requirements such as when incidents need to be reported and when to engage 

legal support. 

• Contingency measures for critical functions. 

Q2. As an organisation, do we know where we can go for help in an incident? 

This might include: 

• Incident response providers (you might want to consider NCSC Certified Incident Response companies) 

• NCSC Incident Management team, or if you believe you have been the victim of online fraud, via 

ActionFraud. 

• Intelligence sharing groups, for details of other companies experiencing the same incident (consider 

joining CISP). 

Q3. As an organisation, do we learn from incidents and near misses? 

It's important to learn lessons from incidents as well as from 'near-misses'. These will give you valuable insight 

into the threat you're facing, the effectiveness of your defence, and potential issues with your policies or culture. 

A good organisation will use this insight to respond better to future incidents, and not seek to apportion blame. 

The Board may decide it doesn't need to know the details of every incident, just the most significant lessons 

learned from the incidents experienced. 

Q4. As an organisation, how would we know when an incident occurred? 

This incorporates two aspects; what are the triggers that can tell us an incident has happened, and how do we 

then share that information within the organisation? 

When considering what might trigger an incident, you need to consider: 

• What monitoring is in place around critical assets (like personal data) that would have an impact if 

compromised, lost or changed? 

• Who examines the logs and are they sufficiently trained to identify anomalous activity? 

• What reporting mechanisms are there in place for staff to report any suspicious activity? 

• Are the thresholds for alerts set to the right level - are they low enough to give suitable warning of 

potential incidents and high enough that the team dealing with them are not overloaded with 

irrelevant information? 

When considering how an incident will be shared internally, consider: 

• What constitutes an incident? 

• Who has the authority to make that decision? 

• Who needs to know the details of the incident? 

• Has the Board explicitly conveyed the threshold for when it wants to be informed of an incident? 
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Q5. As a Board, do we know who leads on an incident and who has the authority to take any decisions? 

This will depend on your organisational structure. It might sit with the one member of the Board, or one of the 

executives, or it might be divided out into different roles. Ideally you should: 

• Specify exactly who is able to take decisions on which aspects. 

• Have backup plans in place if those decision makers are unable to fulfil that duty (for example, out of 

hours). 

• Test this decision-making process, with a focus on potential areas of overlapping responsibility. 

Q6. As a Board member, do I understand what's required of my role during an incident, and have I had 
training to equip me for that role? 

Consider: 

• Do I have the understanding required to make decisions potentially out of hours, and under time 

pressures? 

• Do I need training to support my specific role in an incident, such as understanding relevant regulation, 

or dealing with the media? 
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Appendices 

Appendix 1: Cyber security regulation 
The regulation summarised below outlines the need for organisations to demonstrate and implement 

cyber security standards. The NCSC has contributed to the setting of cyber security standards to ensure 

they reflect good cyber security practice. By following and implementing NCSC guidance, 

organisations will be 'on their way' to meeting the cyber security requirements regulation.   

General Data Protection Regulation (GDPR) 

The GDPR requires that personal data must be processed securely using appropriate technical and 

organisational measures. The Regulation does not mandate a specific set of cyber security measures, 

but rather expects you to take ‘appropriate’ action. In other words you need to manage risk. What is 

appropriate for you will depend upon your circumstances, as well as the data you are processing and 

therefore the risks posed. 

However, there is an expectation you have minimal, established security measures in place. The 

security measures must be designed into your systems at the outset (referred to as Privacy by Design) 

and maintained effective throughout the life of your system. 

The NCSC have worked with the ICO to develop a set of GDPR Security Outcomes. This guidance 

provides an overview of what the GDPR says about security, and describes a set of security related 

outcomes that all organisations processing personal data should seek to achieve.  

Networks and Information Systems (NIS) Directive 

The NIS Directive aims to raise levels of the overall security and resilience of network and information 

systems across the EU. It applies to companies and organisations identified as operators of essential 

services (OES). The regulatory responsibilities are carried out by Competent Authorities (CAs). The 

criteria for identifying OES and the list of CAs in the UK can be found within the NIS Regulations. 

The NCSC is providing technical support and guidance to other government departments, Devolved 

Adminstrations, CAs and OES through: 

• a set of cyber security principles for securing essential services 

• a collection of supporting guidance 

• a Cyber Assessment Framework (CAF) incorporating indicators of good practice 

• implementation guidance and support to CAs to enable them to: 

o adapt the NCSC NIS principles for use in their sectors  

o plan and undertake assessments using the CAF and interpret the results 

What is the NCSC's role in regulation? 

The NCSC is not a regulator. However, as the UK technical authority for cyber security, the NCSC 

provides support and advice to companies and regulators to help minimise the risk of incidents and 

respond to them effectively if/when they do occur. The NCSC looks to ensure that any requirements 

are in line with best practice, and that frameworks are consistent across different pieces of regulation. 

The NCSC also has a role to provide support during significant incidents, and these incidents may fall 

under specific regulation. We will encourage victims to consider their regulatory obligations, but 

recognise that any regulatory reporting or co-operation must be led by the victim. 
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It is also important to recognise that cyber security is only one aspect of security and business practice, 

and so there is wider regulation (such as Foreign Direct Investment, or EU restrictions on offshoring 

data) that must be considered in cyber security decisions. 

Appendix 2: Help with cyber incidents 

During an incident: 

• If you are reporting fraud or cyber crime, please refer to the Action Fraud website. 

• If you have been subject to a personal data breach that is required to be reported under the 

GDPR, please contact the ICO (Information Commissioner's Office). If there is malicious cyber 

activity related to this which you wish to report (either for information or for action), please 

complete an the NCSC Incident Form. 

• If you are an Operator of Essential Services (OES) under the NIS Directive, please complete an 

NCSC Incident Form in addition to reporting to your Competent Authority (CA). This is 

applicable for any cyber incident which you feel requires NCSC's support (for action) or is for 

wider interest (for information). 

Note that depending on the size of your organisation and the nature of the incident, you may receive 

support from the NCSC, the National Crime Agency or your Regional Organised Crime Units (ROCU). 

For ongoing support and guidance: 

The NCSC publishes all of its guidance on www.ncsc.gov.uk, and the NCSC twitter feed and LinkedIn 

page are good ways to keep up to date with new publications. If you want to receive more targeted 

information and a higher classification of threat intelligence, you should join an industry group in CISP. 

Appendix 3: About the NCSC 
The NCSC was set up to help protect our critical services from cyber attacks, manage major incidents, 

and improve the underlying security of the UK internet through technological improvement and advice 

to citizens and organisations. Our vision is to help make the UK the safest place to live and do business 

online. 

The NCSC supports the most critical organisations in the UK, the wider public sector, industry, SMEs, 

homes and families. When incidents do occur, we provide effective incident response to minimise harm 

to the UK, help with recovery, and learn lessons for the future. 

The NCSC is the UK government's technical authority and therefore takes the lead role in providing 

guidance and advice on cyber security for UK organisations. We may also work with Law Enforcement 

when resolving or investigating an incident, or be asked to contribute to discussions on cyber security 

policy by government departments such as Cabinet Office or DCMS.
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About us 

LEADING, INSPIRING, INVESTING 

We are the national, strategic body that funds further and higher education and research 
in Scotland.  
 
• We invest in education that is 

accessible to learners from all 
backgrounds, gives them a high-quality 
learning experience, supports them to 
succeed in their studies, and equips 
them to flourish in employment, 
further study and fulfilling lives. 

• We invest in excellent research and 
innovation that adds to current 
knowledge, delivers economic and 
societal value, enhances Scotland’s 
international reputation and 
attractiveness, and makes the world 
around us prosperous, healthier and 
more sustainable. 
 

 

• We ensure our autonomous colleges, 
universities and specialist institutions 
form part of a successful, world-
leading, coherent and sustainable 
system of education that responds 
effectively to the future needs of 
learners and the skills needs of the 
economy and society, enhances our 
rich cultural life, and strengthens 
Scotland’s international connections. 

• We will be an excellent, outcome-
focused public body that provides 
leadership, inspires confidence, 
models collaborative working, is 
committed to continuous 
improvement, and stewards public 
resources well.  

 
 

 

 

 
 
 

For Information



UNCONTROLL
ED C

OPY

3 

Contents 
 

 

Introduction and Context .......................................................................................... 4 

College Sector ............................................................................................................ 6 

Summary indicators .................................................................................................... 6 

SFC Financial Return requirements ............................................................................ 8 

Adjusted operating position ....................................................................................... 8 

Reliance on SFC grant ................................................................................................. 9 

College expenditure .................................................................................................. 10 

Mitigating actions ..................................................................................................... 10 

Cost of living increases ............................................................................................. 11 

Cash balances and liquidity ...................................................................................... 11 

Scenario planning ..................................................................................................... 11 

Key risks .................................................................................................................... 12 

SFC engagement ....................................................................................................... 12 

University Sector ..................................................................................................... 13 

Summary indicators .................................................................................................. 13 

University Financial Returns to SFC .......................................................................... 16 

Operating position .................................................................................................... 16 

Sources of income .................................................................................................... 17 

Reliance on SFC grant ............................................................................................... 18 

Other sources of income .......................................................................................... 19 

International student fees ........................................................................................ 20 

University expenditure ............................................................................................. 21 

Staff restructuring ..................................................................................................... 21 

Cash and borrowing .................................................................................................. 21 

Transparent Approach to Costing (TRAC) and income crossflows........................... 22 

How is Scotland performing? ................................................................................... 23 

Key risks .................................................................................................................... 27 

SFC engagement ....................................................................................................... 27 

Annex A: College Regions ......................................................................................... 28 

Annex B: College adjusted or underlying operating position .................................. 30 

Annex C: University groupings ................................................................................. 31 

Annex D: Financial Reporting Standard 102 ............................................................ 32 

For Information



UNCONTROLL
ED C

OPY

4 

1. Introduction and Context 

1.1. The Scottish Funding Council (SFC) is the national, strategic body that funds 
further and higher education and research in Scotland. Our main statutory 
duties and powers come from the Further and Higher Education (Scotland) Act 
2005. Universities and colleges that receive public funds must meet the terms 
and conditions set out in accepted offers of grant, Outcome Agreements, and a 
Financial Memorandum (which also includes compliance with Scottish codes of 
governance). In the round, these require universities and colleges to make best 
use of public funds and to exercise good governance. 

1.2. It is vital to the success of students and research activities, local communities 
and the wider Scottish economy, that the institutions we fund plan and manage 
their activities to remain sustainable and financially viable. Financial 
sustainability is, therefore, a condition of grant and is set out in our Financial 
Memorandum. SFC takes into account the underlying financial position and 
cash generative capacity when monitoring the financial sustainability of 
individual further and higher education institutions. 

1.3. This report presents an aggregate picture of the financial health of Scottish 
institutions, based on an analysis of the information reported to us by each 
institution. It identifies key financial trends for the forecast period from 
submitted projections. Financial management is a dynamic process. The figures 
reported here are subject to ongoing change as governing bodies plan and 
make choices and decisions about the future, and as we engage with 
institutions about the robustness of their projections and future plans. While 
this presents an aggregate picture, there is significant variation in the financial 
position of individual institutions. 

1.4. Scotland is one of the most highly educated countries in the world, with world 
renowned science and research excellence, and an ability to attract talent and 
investment. Our colleges and universities have a strong track record of adapting 
to change and managing challenges. There is no doubt that institutions are 
operating in a financial environment that is complex, changing, and difficult to 
predict. In particular, there is uncertainty in the wider context of public finances 
and the UK’s future relationship with the European Union, alongside financial 
pressures from pay and pension contributions, demographic and migration 
changes, and increasing competition for students. While this aggregate 
summary shows a challenging set of indicators of sustainability across colleges 
and for some parts of the university sector, this track record of adapting to 
changes in the environment will be important for the future. 
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1.5. Given this volatile and uncertain environment, robust financial management is 
critical to good governance, decision-making and future success. We, therefore, 
expect institutions to: 

• Keep their performance, projections, and financial policies under regular 
review and ensure they test the continued reliability of underlying 
assumptions and their risk management strategies as they approve their 
future financial plans. 

• Benchmark financial and other performance indicators with relevant 
institutions. 

• Maximise opportunities for surplus-making activities, efficiencies and cost 
savings. 

• Undertake workforce planning. 
• Consider involvement in wider partnerships and collaborations that bring 

additional resources to the institutions, Scotland and particular regions. 
• Consider models of provision that will be attractive to learners and meet the 

needs of the local economy. 
• Understand, where appropriate, the UK and global context that can impact 

on an institution’s future strategy.  
 
1.6. Institutions are responsible for continued compliance with the Financial 

Memorandum including SFC’s requirements in relation to financial 
sustainability and viability. SFC will continue to monitor individual institutions 
for early signs of financial difficulties and may increase our levels of 
engagement where an institution provides us with information that suggests 
they may face sustainability issues. Institutions are encouraged to approach us 
at an early stage in order that we can understand the emerging pressures and 
mitigating actions being taken. It is important that institutions tell us about 
changes in their situation that affect their sustainability or ability to continue to 
provide good quality learning and teaching or research activities, so that we can 
work together to secure good outcomes for individual learners, local 
communities, and for Scotland and its wider contribution in the world. 

1.7. In addition, SFC’s 2019-20 annual report and accounts will include an updated 
analysis of the financial sustainability of the college and university sectors, 
based on the review of 2018-19 financial statements. 
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2.2. Overall, the sector’s reported future financial position over the next five years is 
challenging across all indicators of sustainability. The forecasts reflect the cost 
pressures facing the college sector. These pressures include increased employer 
contributions to pension schemes, funding cost of living pay increases, and 
estates maintenance. Colleges also face the prospect of reduced European 
funding.  

2.3. In aggregate, colleges are forecasting an acceptable adjusted operating position 
up to 2020-21, followed by increasing deficits in the later years of the planning 
period. There is, however, significant variation between colleges in terms of 
their financial positions and performance that is not reflected in our aggregate 
indicators. Following our financial reviews, there has been an increase in the 
number of colleges and regions subject to a higher level of engagement. 

2.4. Sector cash and equivalent balances are expected to reduce by 60% over the 
next five years, from £59.1 million in 2018-19 to £23.4 million by 2023-24, 
reflecting the changing operating position. Total long-term borrowing (including 
non-profit distributing and public finance initiative commitments) is expected 
to decrease from £258.1 million to £201.3 million over the same time period. 
Capital spend of £133.5 million is forecast over the planning period; just under 
half of that amount relates to one new campus development. 

2.5. Most colleges predict action to address deficits that includes staff restructuring, 
as staff costs represent the largest proportion of colleges’ expenditure. While 
the aggregate financial returns indicate a substantial reduction in staff may be 
required, this is based on the common key planning assumptions used in the 
forecasts and the figures are indicative.  

2.6. The financial forecast returns from some colleges did not comply with our 
detailed planning guidance and failed to present a balanced operating position 
in the later years of the forecast period. We have asked these colleges for 
either revised returns or supplementary information about the mitigating 
actions required to bring them into financial viability. This means some of the 
figures reported here may be subject to further change.  

2.7. Colleges will need to balance the need to restructure with their requirement to 
deliver regional outcome agreements and Government priorities, in particular 
the ability to meet student activity targets. We expect institutions to respond to 
financial challenges in ways that sustain and prioritise the delivery of good 
quality teaching and learning for students, and the overall student experience 
and the general health and wellbeing of the college workforce. 

2.8. Details of the regional organisation of colleges across Scotland are provided in 
Annex A. An explanatory note in relation to the adjusted or underlying 
operating position indicator is provided in Annex B.  
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SFC financial return requirements 

2.9. Colleges make the following financial returns to SFC in the course of the year: 

• Financial Forecast Return (FFR), normally submitted at the end of June, 
comprising an outturn forecast for the current academic year and forecasts 
for the following five years. 

• Mid-Year Return, comprising an updated outturn forecast for the current 
academic year. 

• Annual accounts, submitted at the end of December, comprising the audited 
financial statements and supporting reports by the college’s audit 
committee, internal and external auditors (also on an academic year basis). 

• Monthly cash flow returns (incorporated colleges only) for Scottish 
Government budgeting and accounting requirements (see Annex A). 
 

2.10. Colleges and regions experiencing heightened challenges to their ongoing 
sustainability also provide quarterly and monthly returns. The FFR is usually 
returned at the end of June but the deadline was extended to late September 
for 2019 to give colleges and regions sufficient time to fully take account of key 
planning assumptions within their financial returns. 

2.11. The 2019 Financial Forecast Return (FFR) Call for Information included key 
planning assumptions2 to assist colleges in producing their forecasts to support 
their financial planning.  

2.12. The guidance stated that: 

‘SFC’s Financial Memorandum with colleges and Regional Strategic Bodies 
(RSBs) requires institutions to plan and manage their activities to remain 
sustainable and financially viable. It is therefore critical that institutions take the 
necessary actions to balance their operating position, reflect these actions in their 
FFRs, and provide a full description of their financial plans in the FFR 
commentary.‘ 

Adjusted operating position 

2.13. The adjusted operating position (AOP) is intended to reflect the underlying 
operating performance after allowing for material one-off or distorting items or 
other items outwith the control of colleges. An explanation of how the AOP is 
calculated can be found in Annex B. In aggregate, colleges are forecasting an 
acceptable adjusted operating position up to 2020-21, followed by increasing 

                                                   
2 
http://www.sfc.ac.uk/web/FILES/callsforinformation sfcci042019/SFCCI042019 Call for information 2019 F
FR.pdf 
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deficits in the later years of the planning period. It should be noted that the FFR 
analysis is ongoing and the figures reported here are subject to change as we 
engage with institutions.  

Reliance on SFC grant 

2.14. SFC grants are projected to account for 72% of total sector income in 2018-19 
reducing slightly to 71% in 2023-24.  

2.15. Sources of income for the college sector in 2017-18 are shown in the chart 
below: 
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College expenditure 

2.16. A breakdown of the main expenditure headings for the college sector for  
2017-18 is shown in the chart below. 

 

Mitigating actions 

2.17. Staff costs represent the largest element of college expenditure (68% by the 
end of the forecast period). This is, therefore, the area that colleges are 
focusing on to make efficiencies in order to deliver a balanced budget, given 
that the sector has in previous years delivered significant non-staff cost 
efficiencies. 

2.18. The college sector forecasts suggest colleges plan to spend £5 million on staff 
restructuring in 2018-19 and a further £7.5 million over the remainder of the 
forecast period, in order to reduce the cost base to levels that allow them to be 
financially sustainable.  

2.19. However, it is important to note that many colleges have reflected staff cost 
savings from restructuring activity in the forecasts but have not included the 
costs of restructuring. The cost of restructuring is therefore expected to be 
substantially higher.  
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2.20. We are engaging with colleges that are forecasting deficits over the planning 
period to clarify potential mitigating actions. There may also be liquidity 
concerns as several colleges that have not factored in restructuring costs are 
projecting low or negative cash balances during the forecast period.  

2.21. It is expected that most of the restructuring will be addressed through 
voluntary severance schemes.  

Cost of living increases 

2.22. Colleges were asked to incorporate the lecturers’ cost of living pay award, 
agreed in June 2019, in their forecasts. The cost of living pay awards are 
expected to have less of a financial impact on colleges in 2018-19 but will carry 
significant risks for colleges’ financial sustainability for 2019-20 and beyond.  

2.23. The support staff cost of living award agreed in September 2018 is reflected in 
the forecasts. 

Cash balances and liquidity 

2.24. Sector cash balances are forecast to amount to £59.1 million (30 days of 
expenditure) at the end of July 2019 and reduce to £23.4 million (12 days of 
expenditure) by 2023-24. Three colleges that failed to show a balanced 
operating position in the later years of the forecast period are currently 
forecasting negative cash balances by the end of July 2024. In addition, three 
colleges anticipate having less than 10 days of cash reserves by the end of July 
2024.  

2.25. As noted above, not all colleges have factored in the costs of restructuring that 
will be essential to ensure they are financially sustainable over the forecast 
period. It is therefore possible that the levels of cash across the sector will be 
lower and could result in more colleges reporting negative cash balances 
throughout the forecast period. 

Scenario planning 

2.26. Colleges have been encouraged to develop their own additional forecasts based 
on alternative planning scenarios if they believe these scenarios are more 
appropriate for their operating environment and circumstances. Several 
colleges provided details of alternative scenarios. All of these alternative 
scenarios would clearly result in a more challenging position. Scenarios 
included: 

• Reduction of 1% in SFC funding. 
• Increase of 1% in public sector pay policy. 
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• Funding reduced to 50% and 0% for additional Scottish Teachers 
Superannuation Scheme (STSS) costs (SFC planning guidance asked colleges 
to plan on the basis that these costs would continue to be fully funded 
throughout the planning period). 

• Increase of 1% in Local Government Pension Scheme employer contribution 
costs. 

Key risks 

2.27. In preparing the forecasts, colleges identified a number of risks that could 
adversely affect their financial performance and sustainability. The most 
significant risk areas for colleges relate to: 

• Changes to the funding model and colleges’ ability to deliver regional 
outcome agreements and Government priorities. This includes the sector’s 
ability to meet the core student activity target of c. 116,000 FTE places and 
other key performance measures. 

• The impact of cost efficiencies, including reduced staff numbers and frontline 
student services, on both the quality of student experience and on the health 
and wellbeing of college staff. 

• The impact of the UK exiting from the EU and the risk of reduced European 
funding. 

• Additional staff costs arising from both cost of living pay awards and the 
outcome of the National Bargaining job evaluation exercise for support staff. 

• Increases in employer contributions to the Scottish Teachers Superannuation 
Scheme and Local Government Pension Schemes. 

• Addressing backlog estates maintenance and ICT/digital requirements. 
• Challenges of diversifying income and generating additional surplus.  
• The balance of portfolio of provision and how that impacts on student 

numbers. 
• Insufficient funding to address student support requirements (SFC planning 

guidance asked colleges to plan on the basis that these costs would be met 
throughout the planning period).  

SFC engagement 

2.28. SFC operates a risk-based and proportionate approach to the way it engages 
with individual institutions. The level of SFC’s engagement with colleges has 
increased for many colleges in recent years. In many cases this has related to 
our need for greater assurance about financial sustainability while securing 
good outcomes for students. 
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3.2. Overall, the sector’s reported future financial position over the next three years 
is sound on the basis of the common key planning assumptions used in the 
forecasts. However, the forecasts are significantly skewed by the strength of 
the two largest institutions, the universities of Edinburgh and Glasgow. The 
sector’s position is, therefore, considerably weaker when their projections are 
taken out of our aggregate analysis.  

3.3. The financial pressures and uncertainties reflected in submitted forecasts 
include the withdrawal from the European Union, increased pension costs and 
estates maintenance costs. In general, the four ancient universities are better 
placed than others to respond to these cost pressures, and modern universities 
are more reliant on SFC grant funding. 

3.4. The university sector expects to report an operating deficit of £67.5 million in 
2018-19 followed by operating surpluses in each of the following years. It 
should be noted that the 2018-19 deficit position will be substantially higher as 
many institutions did not include the impact of the Universities Superannuation 
Scheme provision adjustments in their forecasts. Some volatility in results is to 
be expected under the Financial Reporting Standard (FRS) 102 accounting 
standard, as there may be a mismatch between the reporting of income and 
related expenses and the forecasts also include the accounting impact of 
several large items that distort year-on-year results (see Annex D). These 
include Universities Superannuation Scheme provision adjustments and 
exceptional staff restructuring costs. Excluding these items, the forecast 
underlying surplus for 2018-19 is £100.7 million, with surpluses projected over 
the remainder of the planning period ending 2021-22. Between eight and 11 of 
the 18 institutions are forecasting underlying operating deficits over the next 
three years.  

3.5. The sector’s financial forecasts indicate plans to undertake considerable staff 
restructuring over the period to 2021-22.  

3.6. Cash and short-term investments are forecast to move from £1,320 million 
(117 cash days) in 2018-19 to £769 million (63 cash days) by the end of  
2021-22. Borrowing is forecast to increase from £1,342 million in 2017-18 to 
£1,673 million in 2019-20. The projected reduction in cash and increase in 
borrowing reflect the impact of financing capital investment, which is estimated 
at £2.5 billion over the planning period. 

3.7. Fee income represents the largest source of revenue in the sector. Institutions 
are increasingly reliant on international fee income; however, this represents a 
key risk as markets become ever more competitive and global events can occur 
over which institutions have no control. Income cross-flows, such as 
international fee income, are used to support other areas of operations such as 
research activity, which tends to be loss-making. 
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3.8. There is significant variation in the financial position of individual institutions. 
Several institutions are facing particular challenges to their financial 
sustainability and are subject to higher levels of engagement.  

University financial returns to SFC  

3.9. Universities make two financial returns to SFC in the course of the year: 

• The Strategic Plan Forecast (SPF), submitted at the end of June, comprising 
an outturn forecast for the current year and forecasts for the following three 
years. 

• The annual accounts, submitted at the end of December, comprising the 
audited financial statements and supporting reports by the institution’s audit 
committee, internal and external auditors.  

Operating position 

3.10. Institutions were asked to provide financial forecasts, covering the period  
2018-19 to 2021-22, by 30 June 2019. In preparing their financial projections, 
institutions were asked to ensure SFC grant for 2019-20 was based on the 
funding allocations announced in May 2019. Institutions were also asked not to 
forecast any increase in SFC grant for 2020-21 and 2021-22, as SFC had no 
information on Scottish Government budgets beyond 2019-20. Institutions 
were encouraged to develop additional planning scenarios if they believed they 
were more appropriate for their circumstances.  
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Sources of income 

3.11. The chart below shows all sources of income for institutions in Scotland in 
2017-18. Apart from SFC grants, universities receive income from tuition fees 
and contracts (including international student fees), research activity, 
commercial income, investment income and donations and endowments. 
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Reliance on SFC grant 

3.12. The larger universities are generally not as reliant on SFC funding. SFC grants 
account for 30% of sector total income in 2017-18 and this is forecast to reduce 
to 26% by 2021-22. The majority of SFC grant is for teaching, which amounts to 
18% of overall sector income, while SFC funding for research represents 7% of 
overall sector income. 
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International student fees 

3.16. The chart below splits the tuition fee and education contract income into the 
different categories of income and demonstrates the significance of 
international student tuition fees as a source of income.  

3.17. As in previous years, the largest anticipated increase in income from other 
sources in the forecast derives from international student tuition fees. In  
2017-18, international fees represented 16% of the university sector total 
income and this is forecast to increase to 18% by 2019-20. It is clear that 
universities need this source of income in order to remain financially 
sustainable and to support other areas of their operation. For example, 
research can be a loss making activity and it is therefore important that 
institutions continue to plan to address this through other surplus generating 
activity.  

3.18. We will be engaging with several institutions to assess the robustness of the 
level of increase in their projected international student tuition fee income over 
the forecast period. Non-EU tuition fees continue to be an area of significant 
risk due to the international markets becoming ever more competitive. There is 
also an impact on this market from UK immigration policies. It is encouraging 
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that the UK Government has recently changed its policy of restricting  
post-study visas for international students and will now offer two year work 
visas for international graduates from next year.  

University expenditure 

3.19. A breakdown of the main expenditure headings for the university sector for 
2017-18 is shown in the chart below. 

Staff restructuring 

3.20. The sector is planning to spend £30.8 million on staff restructuring between 
2018-19 and 2021-22. Four universities are planning staff restructuring in each 
year of the forecast while another six institutions are forecasting staff 
restructuring in some of the years. It is recognised that some restructuring may 
be achieved through natural turnover.  

Cash and borrowing 

3.21. The sector is expected to remain liquid though cash and short-term investments 
are forecast to reduce on 2018-19 levels, moving from £1,320 million (117 days) 
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in 2018-19 to £769 million (63 days) by the end of 2021-22. This reduction in 
cash over the forecast period mainly reflects the impact of financing capital 
investment. Institutions have provided assurances that capital investment will 
be re-profiled in the event that cash generation targets are not achieved. 

3.22. The net cash inflow from operating activities is an important performance 
indicator in terms of assessing institutions’ ability to generate sufficient cash to 
repay debt and for estates investment. The sector figure is forecast at  
£227 million in 2018-19 and £172 million in 2019-20. Only one institution in 
2018-19 projected negative cash inflow from operating activities and in 2019-20 
this increases to three institutions. The negative position for two of these 
institutions results from exceptional adjustments and there are no immediate 
concerns about their financial health.  

3.23. Total borrowing is forecast to increase from £1,342 million in 2017-18 to  
£1,673 million in 2019-20 again reflecting an increase in capital investment in 
the sector. Borrowing represents 40% of turnover in 2019-20 compared to 36% 
in 2017-18.  

3.24. Much of the sector’s borrowing is now in the form of private placements due to 
the very low interest rates available. However, this type of borrowing involves 
large capital repayments at set points in the future with interest being paid in 
the intervening years. Out of the total sector borrowing figure of £1,342 million 
at the end of July 2018, £574 million was in the form of private placements. The 
universities with this form of borrowing will have to ensure they have the 
necessary funds to repay at the set points. Therefore, building up cash reserves, 
through generating ongoing surpluses, is essential to allow them to do this.  

3.25. Levels of borrowing and pension commitments are sensitive to changes in how 
institutions are funded and ultimately the sustainability of the institutions. 
These are long-term obligations that must be fulfilled irrespective of the 
funding flows into institutions. It is important that institutions take into 
consideration potential increases in pensions costs which can be volatile and 
are outwith their control.  

Transparent Approach to Costing (TRAC) and income crossflows4 

3.26. Our understanding of the performance of Scotland’s universities can be 

                                                   
4 All universities in the UK use the Transparent Approach to Costing (TRAC) methodology for costing their 
activities. TRAC was introduced in 2000 with a view to improving accountability for the use of public funds for 
research and to inform university decision making. TRAC was subsequently extended to other university 
activities, including teaching. The methodology for calculating TRAC was adjusted in 2015-16 to reflect changes 
resulting from the introduction of the FRS 102 accounting standard. For further information on TRAC on SFC’s 
website:  http://www.sfc.ac.uk/governance/institutional-finance-governance/institutional-finance/university-
finance/transparent-approach-costing.aspx  
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improved by considering income crossflows within an institution, highlighted 
through the TRAC data, and the impact they have on financial sustainability and 
the benefits or issues they create.  

How is Scotland performing? 

3.27. The chart below sets out Scottish universities’ recovery of full economic cost 
surplus/(deficit) by TRAC category, using the 2017-18 figures as this is the latest 
information available. 

 
 
3.28. A comparison of each category against the UK results, in terms of recovery 

percentage, is presented in the graph below using 2017-18 figures. 
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3.29. The chart above shows that, in overall terms, Scotland recovers 95.7% of full 
economic costs, which is in line with the UK total. However, the position varies 
across institutions.  

3.30. Scotland is performing slightly better than the UK as a whole in recovering full 
economic cost on non-publicly funded teaching, research activities and other 
income generating activities. However, it still falls short of 100% recovery on 
publicly funded teaching and research and therefore contributions generated 
by non-publicly funded teaching and other income generating activities are 
being used to meet these costs.  

3.31. When looking at TRAC data, it is important to note that 2017-18 is the third 
year in which TRAC reporting has been prepared under the FE/HE Statement of 
Recommended Practice (SORP), applying FRS 102. This standard introduced 
some significant changes in the way financial performance is reported, making 
comparison difficult between the latest results and historical TRAC data prior to 
2015-16 because of changes to the timing when some income is recognised in 
the accounts. The adoption of FRS 102 has resulted in greater volatility in 
reported surpluses or deficits and so it is necessary to take a multi-year view 
when assessing TRAC results. It is important to look at trends over a period 
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rather than one year’s results in isolation. Data for 2015-16 therefore formed 
the baseline for the start of a new time series of TRAC data and the trend data 
is set out below: 

3.32. The trend data illustrates that recovery of full economic costs is most successful 
through non-publicly funded teaching which is largely reliant on international 
student recruitment which, as already highlighted in paragraphs 3.16 – 3.18 
above, is uncertain and carries demand risks. The data for Scotland shows an 
increase year on year whereas the UK trend takes a dip in 2016-17. 

3.33. Full cost recovery is low in Scotland for publicly funded teaching and there is a 
downwards trend for recovery. The rest of the UK outperforms Scotland in this 
category in each year of the trend data. 

3.34. The area where there is the lowest recovery of full economic costs is research 
activity, albeit Scotland performs better than the UK as a whole. The chart 
below breaks down the recovery on research in Scotland in 2017-18 by research 
sponsor type: 
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3.35. The chart shows the levels of full economic cost recovered vary by research 
sponsor. The chart highlights that not only is there a flow of income from other 
activities to research but that the extent of the cross flows varies according to 
which organisation is funding the research. Research Council funding represents 
the largest sponsor of funding in volume terms and will have the largest impact. 

3.36. The reasons for this vary. In some cases, certain funders do not fund overheads, 
or require an element of matched funding from the institution. The differential 
rates of full economic cost recovery will lead institutions to become more 
selective about the research funders they choose to work with in terms of 
financial recovery. However, institutions will find it challenging to maintain 
optimal full economic cost recovery on research activity given the limited 
portfolio of funders, spanning of projects over several years and the need for 
continual income flows to support the cost base.  

3.37. The management of loss-making research by cross-subsidy from  
surplus-generating activities should be seen as part of an interconnected set of 
university activities. The international research reputation of universities, and 
their position in league tables, affects the recruitment of international students. 
The surplus from those international students assists with the sustainability of 
the research activity. Research reputation drives other income and strengthens 
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staff recruitment and business relationships and so the TRAC deficit from 
research must be viewed in the context of the overall university strategy and 
management.  

3.38. Institutions will also use their own funds and income cross flows in other 
activities to support their overall sustainability which involves generating an 
appropriate level of surplus. This will differ from institution to institution 
according to their circumstances.  

Key risks 

3.39. In preparing the forecasts, institutions identified a number of risks that could 
adversely affect their financial performance and sustainability. The most 
significant risk areas for universities relate to: 

• The impact of the UK exiting from the EU. 
• The rise in staff and pension costs. 
• A fall in rest-of-UK recruitment in an increasingly competitive market. 
• The review of Post-18 education and funding in England – lower tuition fees 

in England could have a significant impact on Scottish institutions. 
• Any failure to achieve international student recruitment targets. 
• UK visa and immigration regulations. 
• Further unanticipated public spending cuts in teaching and/or research 

income. 
• The impact of changes to UK research funding in the Higher Education and 

Research Act 2017. 
• Failure to effectively manage major capital investment programmes and 

their financial impacts. 

SFC engagement 

3.40. SFC operates a risk-based and proportionate approach to the way it engages 
with individual institutions. The level of SFC’s engagement with universities has 
increased for many universities in recent years. In many cases this has related 
to our need for greater assurance about financial sustainability while securing 
good outcomes for students. 
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ANNEX A 

College Regions  

1. The college sector in Scotland comprises 20 incorporated colleges and six non-
incorporated colleges, organised into 13 college regions. Ten of these regions 
consist of one college. The three remaining regions (Glasgow, Highlands & 
Islands, and Lanarkshire) have more than one college. The individual colleges in 
Glasgow and the Highlands & Islands are assigned to the relevant Regional 
Strategic Body: Glasgow Colleges’ Regional Board or University of the Highlands 
& Islands. In Lanarkshire, New College Lanarkshire is the Regional Strategic 
Body and South Lanarkshire College is assigned to the Lanarkshire Board. 
Details of all regions and colleges are set out on the next page. 

 
2. Fundable bodies in the college sector can be incorporated or non-incorporated. 

Before the Further & Higher Education (Scotland) Act 1992, almost all publicly 
funded colleges in Scotland were run by local authorities. In 1993, most of 
these colleges were established with boards of management constituted under 
the 1992 Act. Colleges with a board of management constituted under the 1992 
Act are commonly referred to as incorporated colleges. Incorporated colleges 
were reclassified as arms-length central government bodies in 2014 and are 
subject to Government budgeting and accounting requirements, including the 
provision of monthly cash flow returns, and are required to comply with the 
Scottish Public Finance Manual. 

 
3. The 1992 Act does not govern the non-incorporated colleges which take a 

number of different legal forms and/or have differing constitutional 
arrangements. Two non-incorporated colleges (Orkney and Shetland) are still 
run by their local authorities. 
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ANNEX B 

College adjusted or underlying operating position  

1. The adjustments to the operating position to give the underlying operating 
position for the colleges have two purposes: 

 
• Smooth the volatility in reported results arising from the FRS 102 accounting 

standard.  
• Recognise some of the reported costs do not have an immediate cash 

impact.  
 
2. The underlying operating position is a better indicator of colleges’ operational 

cash generative capacity.  
 
3. The reported operating surplus/(deficit) figures have been adjusted for: 
 

• Depreciation net of deferred capital grant (incorporated colleges only). 
• Exceptional non-restructuring costs (impairments and lease dilapidation 

costs). 
• Non-cash pension adjustments. 
• Donations to arms-length foundations (ALFs) (incorporated colleges only). 
• Non-Government capital grant (e.g. ALF capital grant).  
• Exceptional income. 
• Loan repayments (incorporated colleges only). 
• Non-Profit Distributing Project (NPD) income applied to reduce NPD debt. 
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ANNEX C 

University groupings 

1. The financial summary table and other sections in this report refer to the 
following four university groupings: 

 
Ancient universities (University of Aberdeen, University of Edinburgh, 
University of Glasgow and University of St Andrews). 
 
Chartered universities (University of Dundee, Heriot-Watt University, University 
of Stirling and University of Strathclyde). 
 
Modern universities (Abertay University, Edinburgh Napier University, Glasgow 
Caledonian University, University of the Highlands & Islands, Queen Margaret 
University Edinburgh, Robert Gordon University and University of the West of 
Scotland). 
 
Small and specialist institutions (Glasgow School of Art, Royal Conservatoire of 
Scotland, Scotland’s Rural College and Open University in Scotland). 

 
2. The Open University in Scotland is not included in this analysis due to different 

reporting arrangements in place. 
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ANNEX D 

Financial Reporting Standard 102 

1. The introduction of new accounting rules in 2015-16 brought about significant 
changes to the way institutions’ finances were measured and recorded and 
represented the biggest change in college and university accounting for 20 
years. 

 
2. The new accounting rules changed the way some income, expenses, assets, and 

liabilities appear on the financial statements and resulted in significant changes 
in the way numbers were reported in institutions’ financial statements despite 
the substance of an institution’s financial performance or its net worth not 
changing at all. 

 
3. The change was introduced because the UK accounting standards setting body, 

the Financial Reporting Council (FRC), had been on a mission to harmonise UK 
accounting standards with international standards. This was completed in 2015, 
with the replacement of 40 different standards with a new code based on a 
single, internationally-consistent reporting framework. 

 
4. The 2015-16 financial results were the first to report under the new accounting 

standard, known as FRS 102, and interpreted for the sector by the FE/HE 
Statement of Recommended Practice (SORP). 

 
5. To help readers of the accounts, institutions have made extra effort to explain 

the most significant changes in their annual financial reports. Some have also 
explained the impact of the new standard on perceptions of the institution’s 
long-term financial sustainability, as one of the features of FRS 102 has been 
increased volatility in the numbers from one year to the next. 

 
6. Due to the volatility in the operating position, these figures are no longer 

meaningful indicators of the institutions’ financial sustainability. Our focus has 
therefore changed to look at something that is meaningful for our purposes e.g. 
underlying operating position and levels of operating cash. We can also take 
assurance from the going concern statements and clean audit opinions in the 
accounts. 
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